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Abstract In this paper, we propose a two-round dynamic
multi-cast key distribution (DMKD) protocol under the star
topology with a central authentication server. Users can share
a common session key without revealing any information of
the session key to the server and can join/leave to/from the
group at any time even after establishing the session key.
Our protocol is scalable because communication and com-
putation costs of each user are independent from the number
of users. Also, our protocol is still secure if either private
key or session-specific randomness of a user is exposed.
Furthermore, time-based backward secrecy is guaranteed by
renewing the session key for every time period even if the
session key is exposed. We introduce the first formal secu-
rity definition for DMKD under the star topology in order
to capture such strong exposure resilience and time-based
backward secrecy. We prove that our protocol is secure in
our security model in the standard model.

Keywords Multi-cast key distribution - Exposure
resilience - Star topology - Backward secrecy

1 Introduction

HTMLS is an emerging technology for next-generation web
applications [4]. Actually, web browser vendors support this
new technology. Google said its Chrome browser would
begin blocking Internet ads using Adobe’s Flash tech, likely

An extended abstract of this paper appeared in ProvSec 2016 [40].

DI Kazuki Yoneyama
kazuki.yoneyama.sec @vc.ibaraki.ac.jp

Ibaraki University, Ibaraki, Japan

NTT Secure Platform Laboratories, Tokyo, Japan

Published online: 04 August 2017

prompting advertisers to abandon the video format [25]. Sim-
ilarly, Mozilla, the Firefox vendor, is encouraging developers
to adopt HTMLS5 and not to use Flash [10].

In HTMLS, we have a simple method using WebRTC [3]
for a full-mesh real-time communication topology [37].
WebRTC provides the confidentiality of real-time trans-
port protocol (RTP) [30] by using a key exchange and
encrypted transport protocol, DTLS-SRTP [13], which has
been suggested in IETF Draft [28]. In order to make the full-
mesh-encrypted communication topology, WebRTC needs
full-mesh DTLS key exchanges to establish all SRTP ses-
sions. In brief, WebRTC clients must exchange the keys with
n — 1 users in the n clients case. This is very inefficient.
Such key exchange protocols under the mesh topology are
generally called group key exchange (GKE).

In this paper, we consider the star topology instead of the
mesh topology for establishing the session key. In the star
topology, each user communicates with a central authenti-
cation server, and users do not directly communicate with.
Thus, it is possible to reduce costs of clients without depend-
ing on n, and therefore, WebRTC clients can do the key
exchange part very efficiently. Key exchange protocols under
the star (or tree) topology are generally called multi-cast key
distribution (MKD) or group key management. Though the
star topology can reduce the cost for clients, moving most of
the burden to the server makes the server a natural target for
a concentrated attack. Thus, the star topology is useful if the
system is still secure when some part of secret information
of the server is exposed by some attack.

1.1 Our contribution
In this paper, we propose a new provably secure two-round

dynamic MKD (DMKD) protocol under the star topology
with a central authentication server. Because of the star topol-

@ Springer
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ogy, each user does not directly communicate with other
users. Instead, the central server communicates with users
and distributes information for establishing the session key.
If the server was malicious under the star topology, the ses-
sion key could be known for the server by impersonating a
user. Thus, we suppose that the server is honest-but-curious,
and even the server must not know any information of the
session key.

Each user has public information, called a static public
key (SPK), and the corresponding secret information, called
a static secret key (SSK). The SPK is also expected to be
certified with user’s ID through an infrastructure such as PKI.
A user who wants to share a session key with other users
exchanges ephemeral public keys (EPKs) that are generated
from the corresponding session-specific randomness, called
ephemeral secret keys (ESKs), via the server.

The highlight of our protocol is as follows.

— Dynamic group Our protocol allows users to share the
session key in the dynamic group manner. It means that,
after establishing the session key among a group of users
in a distribution phase, a set of users can join/leave the
group without executing a new distribution phase among
the new group. Users generate and keep state information
for the join and leave phases at the end of the distribution
phase. The join and leave phases of our protocol need
smaller computation and communication costs than the
distribution phase thanks to state information. Also, since
the session key is refreshed after the join/leave phases,
any information of the new session key is not exposed to
leaving users.

— Strong exposure resilience In real-world applications,
there are several situations that secret information is
exposed. For example, if a pseudo-random number gen-
erator implemented in a system is poor, ESKs may be
guessed to the adversary. Also, when some devices con-
taining SSKs are lost, then a malicious person may use
SSKs to know the session key generated by the owner.
Furthermore, the government may order the server to
reveal the SSK. Thus, itis desirable that DMKD protocols
are resilient to secret key exposure attacks. Our protocol
is secure even if either of SSKs or ESKs used to gener-
ate the session key are exposed. We call security when
ESKs are exposed ephemeral key exposure resilience,
and security when SSKs (including the server’s) are
exposed strong server key forward secrecy. To achieve
ephemeral key exposure resilience, we use the twisted
pseudo-random function (PRF) trick [15,21].

Since our protocol adopts the star topology, the crack
of the central server must be considered. If the server
is attacked, all secret information may be leaked. Hence,
we need server key forward secrecy which guarantees that
even if all secret keys of the server are leaked, secrecy
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of session keys which are established before leakage of
the server key is protected. Also, forward secrecy has
two levels: one is weak forward secrecy and the other is
strong forward secrecy. Weak forward secrecy guarantees
secrecy of a session key only in the case that the adversary
does not modify messages in the session. On the other
hand, strong forward secrecy can guarantee secrecy of a
session key even if the adversary modifies messages in the
session. Thus, strong forward secrecy is more desirable
than weak forward secrecy. Our protocol satisfies strong
server key forward secrecy, while most of AKE protocols
only satisfy weak forward secrecy.

Moreover, our protocol guarantees a distinguished secu-
rity property, called time-based backward secrecy. It
means that if the session key is exposed at a time frame,
the exposed session key is revoked when a new time
frame begins. Time-based backward secrecy is very use-
ful to resist real-time session key exposure attacks like
malwares. We achieve time-based backward secrecy by
formalizing the notion of the time frame in the security
model and proposing a method to update the session key
with a minimum cost.

— Scalability Most of previous GKE protocols are con-
structed under the mesh topology. A user must combine
information from users in order to establish the session
key with contributions of all users. Thus, the user needs
to broadcast a message to all users (i.e. computation and
communication costs depend on the number of users), or
the round complexity depends on the number of users.
Hence, if we adopt the mesh topology, it is difficult
to achieve scalability. On the other hand, our DMKD
protocol is constructed under the star topology. Though
the server needs computation and communication costs
depending on the number of users, users can share the
session key with constant costs. The load of the server
is actually not a problem because the server can be very
powerful in computational resource and communication
bandwidth. Conversely, users may have poor resources
like a mobile device, and thus, scalability is very impor-
tant in reality.

Also, we propose a first formal security model for DMKD.
Our security model captures the star topology and several
exposure resilience. In particular, to grasp time-based back-
ward secrecy, the notion of time frames is formulated to
define session freshness.

1.2 Related work

We revisit several related work of this work. We show a com-
parison among related works and our DMKD protocol in
Table. 1.
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Table 1 Comparison among related works and our DMKD protocol

Topology Exposure Trust on central # of users Computational Communication
resilience? server complexity for user complexity for user
[1] Mesh No None 3 O(n) O(n)
[34] Mesh Yes None 3 [0]¢)D) O(n)
[38] Mesh No None General O(n) O(n)
[23] Star No Fully trusted General O(logn) O(logn)
[33] Star No Semi-honest General o) O(n)
Ours Star Yes Semi-honest General O() o)

1.2.1 Group key exchange

The first provably secure GKE protocol is proposed by Bres-
son et al. [7]. Their security model follows the ordinary
indistinguishability-based 2-party AKE security model by
Bellare and Rogawary [2]. Their protocol is not dynamic (i.e.
the group member is fixed before starting sessions). Then,
several dynamic GKE (DGKE) protocols and security mod-
els are proposed [5,6]. These protocols need a linear number
of rounds. After that, several constant-round DGKE proto-
cols are studied [12,20,38]. The seminal work of one-round
GKE is the pairing-based tripartite AKE protocol introduced
by Joux [17]. However, it is unauthenticated and subject
to man-in-the-middle attacks. Many authenticated tripartite
AKE protocols are studied [1].

Several flavours of security models are proposed to capture
advanced security properties like forward secrecy against
outside adversary [19] (i.e. assuming that the adversary is
not part of the group), insider security [18] and key compro-
mise impersonation resilience [16] (i.e. no adversary with
the long-term private key of Alice can impersonate Bob to
Alice without knowledge of Bob’s long-term private key).
Exposure resilience of GKE protocols is firstly considered in
the security model by Manulis et al. [14,24]. Their model is
based on the eCK model for 2-party AKE [22] and guaran-
tees ephemeral key exposure resilience and weak forward
secrecy. This security model is extended by Suzuki and
Yoneyama [34] to grasp session state exposure. These pro-
tocols do not satisfy strong forward secrecy. Some GKE
protocols satisfy strong forward secrecy as in [39]. Their
protocol uses the compiler to provide strong forward secrecy
for 2-party AKE [11]. Since these GKE protocols are consid-
ered under the mesh topology, no central server is required,
but costs of users depend on the number of users. Also these
are not for general group setting, but for three-party setting.

1.2.2 Multi-cast key distribution
Since the main application of MKD is mobile ad hoc net-

works (MANETS), most of MKD protocols use tree topology.
The advantage of the tree-based MKD is that total communi-

cation complexity is reduced to O(log n). For example, MKD
protocols based on logical key hierarchies (LKH) [8,9,31,36]
have been well studied. In LKH protocols, a binary tree of
depth d having exactly n leaf nodes is constructed where n
is the number of users such that 29~ < n < 27, The n leaf
nodes of the binary tree correspond to the n users. There is a
key associated with every node in the tree where k(X) is the
key for node X. The group key is k(R) where R is the root
node of the tree. User U is given the d + 1 keys belonging to
the nodes that lie on the unique path from U to R. Therefore,
each user needs to have O(logn) keys.

There are few papers studying MKD in the star topology
[23,27,29,33]. The motivation of previous star topology-
based MKD protocols is to reduce the rekeying cost of tree
topology-based MKD protocols. For example, in the proto-
col in [23] there is no need for rekeying when a member
joins and leaves the group. However, the secret key is cal-
culated by the key server and then is unicast to every group
member separately. Therefore, it increases the burden on the
server. In another star topology-based MKD schemes like in
[29], secret keys are calculated by the group members. This
eliminates the need to unicast the secret keys to every mem-
ber separately, henceforth reducing the load on the server.
However, most of these protocols have no formal security
proof, and the central server must be fully trusted. Sun et
al. [33] propose a provably secure star topology-based MKD
protocol with the semi-honest central server. Their security
model does not capture exposure resilience, and their pro-
tocol is not scalable because communication complexity for
uses depends on the number of users. A formal security model
for MKD protocols is introduced by Micciancio and Pan-
jwani [26]. However, their model allows the server to know
the session key shared by users. Also, exposure resilience is
not considered.

2 Preliminaries
2.1 Notations

Throughout this paper we use the following notations. If Set
is a set, then by m €g Set we denote that m is sampled
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uniformly from Set. If ALG is an algorithm, then by y <«
ALG((x; r) we denote that y is output by ALG on input x
and randomness r (if ALG is deterministic, r is empty).

2.2 Pseudo-random function and twisted
pseudo-random function trick

Let « be a security parameter and F = {F, : Dom, X
Kspace, — Rng.}, be a function family with a family
of domains {Dom,},, a family of key spaces {Kspace, },
and a family of ranges {Rng, }.

Definition 1 (Pseudo-random Function) We say that func-
tion family F = {F}, is the PRF family, if for any PPT
distinguisher D, |Pr[1 <« D] — Pr[1 « DRFO
< negl, where RF, : Dom, — Rng, is a truly random
function.

Next, we show the notion of the twisted PRF [15]. The
twisted PRF tPRF is a function that tPRF : {0, 1} x
Kspace, x {0,1} x Kspace, — Rng,. We construct
tPRF(a,a',b,b) .= F.(a,b) ® F.(b',a’) with PRF F,,
where a, b’ € {0,1}¥ and a’,b € Kspace,. The twisted
PREF is used to guarantee that t PRF (a, a’, b, b’") 10o0ks ran-
dom even if either (a, a’) or (b, b’) is exposed.

Lemma 1 (Theorem 1 in [21]) If F is PRE then

— [(a,a’),tPRF(a,d’,b,b")] is indistinguishable from
[(a,d’), R] where R is randomly chosen from Rng,, and

— [(b,b"),tPRF(a,d’,b,b")] is indistinguishable from
[(b,b"), R] where R is randomly chosen from Rng,.

2.3 Target collision resistant hash function

We say a function TCR : Dom — Rng is a target collision
resistant (TCR) hash function if the following condition holds
for security parameter «: for any PPT adversary A, Pr[x €g
Dom; x' < A(x) st.x # x’ ATCR(x) = TCR(x")] <
negl.

2.4 Public key encryption

Definition 2 (Syntax for Public Key Encryption Schemes)

A PKE scheme consists of the following 3-tuple (Gen, Enc,

Dec):

Gen : akey generation algorithm which on input 1“, where

k is the security parameter, outputs a pair of public

and secret keys (pk, sk).

Enc : an encryption algorithm which takes as input public
key pk and plaintext m outputs ciphertext CT.

Dec : adecryption algorithm which takes as input secret key
sk and ciphertext CT outputs plaintext m or rejection
symbol L.

@ Springer

Definition 3 (Chosen-Ciphertext Security for Public Key
Encryption) A PKE scheme is CCA-secure if the following
property holds for security parameter «: for any adversary
A= (A, Ay), | Pr[(pk, sk) < Gen(1¥); (mq, my, state)
— APOCRY by b eg {0, 1); CT* < Enc(pk, my); b’
— APOCKY (ke €T, state): b = b] — 1/2] < negl(x),
where DO is the decryption oracle which outputs m or L on
receiving CT and state is state information (possibly includ-
ing pk, mo and m;) which A wants to preserve. A cannot
submit the ciphertext CT = CT* to DO.

The CCA security means that the adversary can pose
queries to decryption oracle DO after receiving the challenge
ciphertext because A can access DO.

2.5 Ciphertext-policy attribute-based encryption

Definition 4 (Syntax for Ciphertext-Policy Attribute-based
Encryption Schemes) A CP-ABE scheme consists of the fol-
lowing 4-tuple (Setup, Der, AEnc, ADec):

(Params, msk) < Setup(1%, att) : a setup algorithm
which oninputs 1“ and att, where « is the security param-
eter and att is an attribute universe description, outputs a
public parameter Params and a master secret key msk.
usky < Der(Params, msk, A) : akey derivation algo-
rithm which on input Params, msk and attribute A
outputs a user secret key usk4.

CT <« AEnc(Params, P,m) : an encryption algo-
rithm which on input Params, an access structure P
and a plaintext m outputs a ciphertext CT.

m < ADec(Params,usks, CT) : a decryption algo-
rithm which on input usk4 and CT outputs plaintext m
if A satisfies P.

Definition 5 (Chosen-Ciphertext Security for Ciphertext-
Policy Attribute-based Encryption) A CP-ABE scheme
is CCA-secure if the following property holds for
security parameter «: for any PPT adversary
A = (A1, Ay), | Pr[(Params, msk) < Setup(1*, att);
(mo, my, P*,S) - Af@(Params,msk,‘),DO(Params,usk.,-)

(Params); b eg {0, 1}; CT* < AEnc(Params, P*, mp);
b o< AgO(Params,msk,~),DO(Params,usk,,~)(Params, CT*,
5); b = b] — 1/2| < negl, where £O is the key extraction
oracle, DO is the decryption oracle, and s is state information
that A wants to preserve from A; to A,. A cannot submit
sets of attributes which satisfy P* to £O and the ciphertext
CT* to DO.

We say a CP-ABE scheme is CPA-secure if A does not
access DO. Also, we say a CP-ABE scheme is selectively
secure if the adversary must commit P* before Setup.
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2.6 Message authentication codes

Definition 6 (Syntax for Message Authentication Codes) A
MAC scheme consists of the following 3-tuple (MGen, Tag,
Ver):

MGen : a key generation algorithm which on input 1%,
where k is the security parameter, outputs a MAC
key mk.

Tag : a tagging algorithm which on input mk and plain-
text m outputs an authentication tag o.

Ver : a verification algorithm which on input mk, m and
o outputs 1 if accepts, 0 otherwise.

Definition 7 (Unforgeability — against Chosen-Message
Attacks for Message Authentication Codes) A MAC scheme
is UF-CMA if the following property holds for security
parameter «: for any PPT forger A, Primk < MGen(1°);
(m*,0%) « AMOmk.). 1 Ver(mk, m*, o*)] < negl,
where MO is the MAC oracle. A cannot submit m* to MO.

2.7 Decisional Diffie-Hellman assumption

Definition 8 (Decisional Diffie—Hellman Assumption) Let
p beaprime, and let g be a generator of a finite cyclic group G

of order p. We define two experiments: Exp?®""¢? (D) and

8.p
Expgflg’”md (D). For a distinguisher D, inputs (g, A = g,

B = g”, C) are provided, where (a, b) € (Z,)?. C = g*
in Expd?'*! (D) and C = g in Exp}*""“"* (D), where ¢
€R Lp.Let (g, A =g B = g%, € = g) be the tuple in
Expgﬁ'"e”l(D) and (g, A = g% B = g%, C = g°) be the
tuplein Expgflg"r and (D). We say that the DDH assumption in
G holds for security parameter « if for any PPT distinguisher
D | Pr[Expy’y /(D) = 1] — Pr{Expy’, " (D) = 1] <
negl.

3 Security definition

In this section, we introduce a new security definition of
DMKD under the star topology. Our definition captures
strong exposure resilience and time-based forward secrecy.
The model is based on [34,35,38].

3.1 Protocol participants and initialization

LetUd := {Uy, ..., Uy} be a set of potential protocol users.
Each user U; is modelled as a PPT Turing machine w.r.t.
security parameter k. For user U;, we denote static secret
(public) key by SSK; (SPK;). U; generates its own keys,
SSK; and SPK;, and the static public key SPK; is linked
with U;’s identity in some systems like PKI. Each user U;

and the authentication server S are connected by the unau-
thenticated star topology. That is, they do communications
through an unicast channel over an insecure network like the
Internet. Users do not directly communicate. S is also mod-
elled as a PPT Turing machine. S has the static secret key by
SSK s and the static public key SP K.

3.2 Session and state information

There are three phases (Dist, Join, Leave) for DMKD. Dist
means the session key distribution phase that a new group
is established and a session key is generated for users in
the group. Join means the user joining phase that a set of
new users join an established group and a session key is re-
generated for users in the new group. Leave means the user
leaving phase that a set of users leave an established group
and a session key is re-generated for remaining users in the
group. An invocation of a phase is called a session. We sup-
pose that a session contains n users {U;,, ..., U;,}, where
2 < n < N. Let I1 be a phase identifier such that IT €
{Dist, Join, Leave}. A session owned by user instance U#

is managed by a tuple (TT, Ulé‘f, {Ul.jll, o Ul.{l”}). Ul.jf means

the jyth instance of U;,. Sessions owned by user instances

{Uijl, LU e Uty are called matching ses-
1 Lg—1 Lg+1 in

sions of the session of Ué‘f. Hereafter, for simplicity, we
can describe U;, as U; without loss of generality. We sup-
pose that the total number of sessions in the system is £yax.-
We consider the notion of time frames. Each user U; and S
communicate to update some state information state; when
the session is firstly executed in a time frame. Hereafter, U;
uses state; in sessions within the time frame. Also, we con-
sider the session key update based on time frames. Update
means the session key update phase that the shared session
key is updated when a new time frame begins. If a session
key is shared in the Dist/Join/Leave phase in the past time
frame, the session key is updated by Update. We note that the
session is not changed after Update phase, but only the ses-
sion key is changed. In Dist phase, Ui] generates ephemeral

secretkey ESK l] and sends ephemeral public key EP K l] to

S. When S receives all EPKl.j fori,j =1,...,n,then S
returns messages to users. Users and S repeat some rounds,
and then users finally share session key S K and complete the
session. After completing the session, each user U; updates
state; to remain necessary information for Update, Join
and Leave phases. state; is passed to another inactivated

instance Ul.j "o participate in the next activation of Update,
Join or Leave phase. Similarly, in Update, Join and Leave
phases, users and S execute some interactions and users
update the session key. DMKD consists of many concurrent
executions of Dist, Update, Join and Leave phases.
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3.3 Adversary

The adversary A, which is modelled as a PPT Turing
machine, controls all communications between parties inc-
luding session activation and registrations of users by per-
forming the following adversary queries.

— Establish(U;, S P K;): This query allows A to introduce
anew user. In response, if U; ¢ U (due to the uniqueness
of identities) then U; with the static public key SPK;
is added to /. Note that A is not required to prove the
possession of the corresponding secret key SSK;. If a
party is registered by a Establish query issued by A,
then we call the party dishonest. If not, we call the party
honest.

- Send(U;, message): This query allows A to send
message to instance Ul.j. message includes I1 €
{Dist, Join, Leave}. A obtains the response from Ul.j .
If Ul.j is an inactivated instance and IT = {Join, Leave},

state; is passed to U .

To capture exposure of secret information, the adversary
A is allowed to issue the following queries.

- SeSSionReveaI(Ui] ): The adversary A obtains the ses-
sion key SK for the session owned by Uij if the session
is completed.

— StateReveal(U;): The adversary A obtains current state
information state; of U;. State information does not
include the static secret key.

— ServerReveal: This query allows the adversary A to
obtain static secret key SSKg of the server S.

— StaticReveal(U;): This query allows the adversary A to
obtain static secret key SSK; of the user U;.

- EphemeraIReveaI(Ui] ): This query allows the adver-
sary A to obtain ephemeral secret key ESK l] of Ul.j if
the session is not completed (i.e. the session key is not
established yet).

3.4 Freshness

For the security definition, we need the notion of freshness.
Definition 9 (Freshness) Let sid* = (II, Ul-j, {Ui];‘, R
Ui{: }) be a completed session among honest users {Uy, .. .,

U,}, which is owned by Ul.j . Let sid”" be a matching session
of sid*. We say session sid* is fresh if none of the following
conditions hold:

1. The adversary A issues either of SessionReveaI(Uij )

or SessionReveal(U) ) for any sid" in the current time
frame,
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2. The adversary A issues either of SessionReveal (U ii ) or

SessionReveal( U,'];/) for any sid* in the past time frame
if A issues either of ServerReveal, StaticReveal(U;)
or StaticReveal(U;),

3. The adversary A issues ServerReveal before complet-
ing sid*,

4. The adversary A makes either of StateReveal(U;) or
StateReveal(U;/) in the current time frame or any of its
ancestors!,

5. The adversary A makes either of StaticReveal(U;)
before completing sid* or . .
StaticReveal(U;/) before completing sid* for any sid*,

6. The adversary A makes both of StaticReveal(U;) and
EphemeralReveal(U;), and

7. The adversary A makes both of StaticReveal(U;) and

EphemeraIReveaI(Ul.’;/) for any sid*.

We note that if both EphemeralReveal(U;) and
StaticReveal(U;) are posed, then we regard that
StateReveal(U;) in the time frame for instance Ui] is also
posed because state; in the time frame is trivially derived
from ESKI.] and SSK;.

3.5 Security experiment

For the security definition, we consider the following security
experiment. Initially, the adversary A is given a set of honest
users and makes any sequence of the queries described above.
During the experiment, the adversary .A makes the following

query.

— Test(sid™): Here, sid* must be a fresh session. Select
random bit b €g {0, 1}, and return the session key held
by sid* if » = 0, and return a random key if b = 1.

The experiment continues until the adversary .4 makes a
guess b'. The adversary A wins the game if the test session
sid* is still fresh and if the guess of the adversary A is correct,
i.e. b’ = b. The advantage of the adversary A is defined as
Advi™d(A) = Pr[A wins] — % We define the security as
follows.

Definition 10 (DMKD Security) We say that a DMKD pro-
tocol IT is secure in the DMKD model if the following
conditions hold:

1. If two honest parties complete matching sessions, then,
except for negligible probability, they both compute the
same session key.

2. For any PPT adversary A, Advi™4(A) is negligible in
security parameter « for the test session sid™.

1 We say that state; is an ancestor of state; if there exists a path
(statej, ..., state;) such that each state in the path is updated to the
next one.
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3.6 Summary of our security definition

Here, we give an intuition of security properties captured by
our security definition.

— Ephemeral key exposure resilience The adversary can
obtain ESKs of users by EphemeralReveal queries.
From the freshness definition, when the adversary does
not pose StaticReveal(U;) where U; is the owner of
the test session, then the adversary can pose
EphemeralReveal(U;) where the jth session of U; is
the test session. Thus, it guarantees that the session key
is still secure even if ESK s used to generate the session
key are totally exposed.

— Time-based backward secrecy The adversary can obtain
the session key of the test session by SessionReveal
queries if the session key was generated at a past time
frame. Generally, if the session key of the test session
is exposed, the adversary easily distinguishes the real
session key from a random key. In our security model,
we introduce the notion of the time frame and consider
the Update phase. Thus, when a new time frame begins,
the session key may be updated. Hence, it guarantees
that the updated session key looks independent from past
session keys even in the test session.

— Strong server key forward secrecy The adversary can
obtain both SSKs of users and the server by StaticReveal
and ServerReveal queries. From the freshness
definition, when the adversary does not pose
EphemeralReveal queries for the test session, then the
adversary can pose StaticReveal and ServerReveal for
users in the test session after completion of the session.”
Hence, it guarantees that past session keys are still secure
even if SSKs of users and the server are exposed. Also,
the adversary is allowed to modify messages in the test
session (i.e. there is a non-matching session) regardless
of posing StaticReveal or ServerReveal. Thus, while
in most of AKE protocols only weak forward secrecy
is guaranteed (i.e. the adversary is prohibited to pose
StaticReveal for non-matching sessions), our security
model guarantees strong forward secrecy.

4 New dynamic multi-cast key distribution
protocol under star topology

In this section, we show a DMKD protocol under the star
topology. In the Dist phase, a group of users shares a session
key with the help of the central server. In the Join phase,

2 If the adversary poses StaticReveal or ServerReveal before com-
pletion of the test session, then the session key is trivially distinguished
from a random key. Also, it means that the server is honest-but-curious.

new users can join the group that previously established the
session key with lower costs than executing a Dist phase
by the new group members. In the Leave phase, a subset
of group users leaves from the group with lower costs than
executing a Dist phase by the remaining group members.
After establishing the session key, users can update the key
at a new time frame. In the Update phase, the server sends
information to refresh the session key to users, and users can
locally update the key.

For simplicity, we show a simple setting that only one user
joins/leaves the group simultaneously. We show the general
setting that multiple users can join/leave the group simulta-
neously in Sect. 7.

4.1 Design principle

The session key in our protocol is generated from two key
materials K1 and K,. K| guarantees ephemeral key expo-
sure resilience and strong server key forward secrecy, and
K> guarantees time-based backward secrecy. Here, we give
an intuition of the design of our protocol.

The way to share K is based on the ring structure and is
similar to the previous dynamic group key exchange protocol
(the YT protocol) [38]. In the YT protocol, each user broad-
casts g’ in Round 1 and computes g"~!"# and g"i"i+!. Then,
the left key K l.(l) based on g"i~!"i and the right key K l.(r) based
on g"i"i+1 are generated, and each user broadcasts K i(l) DK I-(r)
in Round 2. Also, arepresentative user generates k and broad-
casts the masked k with his left key to all users. Then, each
user can recover the left and right keys for all group mem-
bers with his/her K l.(l) and K i(r). Thus, they can share k and
generate K| based on k. However, we cannot simply apply
the YT protocol to our protocol. First, the YT protocol is
insecure if ESKs of users are exposed, that means ephemeral
key exposure resilience is not satisfied. The other problem
is scalability. To broadcast messages and to compute k, both
communication and computational complexity of each user
depend on the number of users, and thus, if the YT protocol
uses very large system, the load of users increases. Therefore,
achieving both exposure resilience and scalability is not an
easy task.

We can solve the first problem on ephemeral key exposure
resilience by using the twisted PRF trick. We use outputs of
the twisted PRF based on the SSK and the ESK instead of
all randomness of users in our protocol. From Lemma 1, it is
guaranteed that an output of the twisted PRF is indistinguish-
able from the random value unless both SSK and ESK are
exposed. The freshness definition also guarantees that both
SSK and ESK are not exposed in the test session. Therefore,
our protocol satisfies ephemeral key exposure resilience.
Also, we can solve the second problem on scalability thanks
to the difference of the network topology. In the YT pro-
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(c1, K, T}, T',CT}, o)

Fig. 1 Dist phase for the case of N =3

tocol, each user must communicate with other users directly
because of the mesh topology, and all costs inevitably depend
on the number of users. On the other hand, in our protocol,
each user only communicates with the server because of the
star topology. Thus, we can confine commutation depend-
ing on the number of users to the server in our protocol. The
server only sends a constant number of messages to each user.
Therefore, communication and computational complexity of
each user do not depend on the number of users, and thus, our
protocol is scalable. We note that complexity of the server
depends on the number of users; however, it is inevitable and
not serious because the server has sufficient computational
power and communication bandwidth in reality.

The other key material, K7, is generated by the server. It
is encrypted by a CP-ABE scheme with the access structure
that the ID is of the recipient and the time is within the current
time frame. Since for every time frame each user receives a
new decryption key with attribute of his/her ID and the cur-
rent time, K> can be decrypted if the ID of the recipient is
valid and the decryption key is sent at the same time frame.
The new decryption key is stored as state information. After
generating the session key, when a new time frame begins,
the server sends the encrypted form of new K5 and each user
locally updates the session key. Though the adversary can
pose StateReveal queries, the freshness definition guaran-
tees that state information of the test session in the current
time frame or any of its ancestors is not exposed. Thus, even
if the adversary obtains session keys at past time frames, the
session key at the current time frame is still secure. Therefore,
our protocol satisfies time-based backward secrecy.

@ Springer

(c1, K, T3, T, CT5, 07%)

4.2 System setup

S runs the setup algorithm Setup of CP-ABE and generates
a public parameter Params and a master secret key msk.
Let p be a «-bit prime and G be a finite cyclic group of
order p with generator g, 2. Let TCR : {0, 1}* — {0, 1}*
be a TCR hash function. Let t PRF : {0, 1}* x Kspace, x
{0, 1Y x K space, — Zpandt PRF’ : {0, 1}* x Kspace, x
{0, 1} x Kspace, — Kspace, be twisted PRFs. Let
F:{0,1}xG — Zf,, F' :{0,1}* x Z, — Kspace,
and F” : {0, 1}¥ x Kspace, — {0, 1}, F"" : {0, 1} x
Kspace, — Z, be PRFs. S stores msk as SSKg and
publishes (Params, p,G,g,h, TCR,tPRF,tPRF’, F,
F',F", F")as SPKs.

There are N users U ..., Uy. Each user U; runs the key
generation algorithm of PKE Gen and generates a public key
pk; and a secret key sk;. Also, U; generates secret strings for
the twisted PRF (st;, st/) and (sts, stg), where st;, sts €g
Kspace, and st/, stg eg {0, 1}<. U; stores (sk;, st;, st]) as
SSK; and publishes pk; as SPK;.

4.3 Dist phase

Asetofusers U;,, ..., U;, (n < N) starts a new session and
shares a session key. For simplicity, w.l.0.g., we suppose that
Uiy, ..., U;,) = Uy, ..., U,). We illustrate the message
flow of Dist phase for the case of N = 3 in Fig.1.

(State Update at New Time Frame) If the session
is the first session for U; at the time frame TF,
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then for the current time time S generates usk; <—
Der(Params, msk, A;) with attribute A; = (U;, time)
and mk; < MGen and computes CT; < Enc y, (usk;,
mk;). Then, S sends CT; to U;, and U; obtains (usk;, mk;)
< Decgy, (CT;) and updates (usk;, mk;) in state;.
(Round 1 for Users) U; generates r; €gr {0, 1}*, fl./ ER
Kspace,, ki eg {0, 1}, k| eg Kspace,, §; €g {0, 1}*
and 5/ e€r Kspace, as ESK; and computes r; =
tPRF (7,7, st;, st)), ki = tPRF (k;, k], st;, st]) and
si =tPRF(5;, 5], st;, st). Then, U; computes R; = g"
and ¢; = gk h* and sends (R;, ¢;) to S.

(Round 1 for Server) On receiving (R;, ¢;) from all users,
S computes sid = TCR(cy, ..., cy) and chooses a rep-
resentative user from (Uy, ..., U,). Here, w.l.o.g., we
suppose that U is the representative user. For i € [1, n],
S sends (sid, Ri—1, Ri+1) to U;. Also, S notices that U
is the representative user.

(Round 2 for Users) For i € [2,n], on receiving
(sid, Ri_1, Riy1), Ui computes K = F(sid, R}" ),
K" = F(id, R, ) and T; = K" @ K. Then,
Ui computes o; < Tag,; (Ri,ci, Ri—1, Riy1, ki,
si, T;, Ui, sid) and sends (k;, s;, T;, 0;) to S.
Onreceiving (sid, R,, R>), U1 computes Kl(l) = F(sid,
R, K" = FGsid, Ry, Ti = K @ K\ and
T = Kl(l) @ (ki|ls1). Then, U; computes o] <
Tag,, (Ri,c1, Ry, Ro, T1,T',Uy,sid) and sends
(T, T',01) to S.

(Round 2 for Server) On receiving (Ty, T',01) and
(ki, si, T;, 07), S verifies Ver,x, (R1, c1, Ry, R, T1, T,
Uy, sid,o1) and Verpy (R;,ci, Ri—1, Rit1, ki, si, T;,
U;, sid, o;),and if the verification fails, then aborts. Also,
fori € [2,n], S checks if ¢; = gkihs" holds, and if the
verification fails, then aborts. § generates 125 er {0, 1}<,
IE’S er Kspace,, K €g {0, 1} and I?{ €r Kspace,
as ESKs and computes ks = tPRF (ks, I?S, sts, stg),
Ky =tPRF'(K\, K{,sts,sty) andk' = (P, ki) ®
ks.Fori € [2,n], S computes T; = @151‘51‘—1 T;. For
i €[1,n], S computes CTi’ < AEnc(Params, P;, K1)
with access structure P; := (ID = U;) A (time €
TF). S computes o] < Tag,,;, (R1, c1, Ry, Ra, T1,
T', Uy, sid, k', CT/) and sends (k’, CT{, o}) to U;. For
i € [2,n], S computes o/ <« Tag,,;. (R;, ci, Ri—1,
Riy1, ki, si, T;, Uy, sid, e, k', T/, T',CT/) and sends
(c1, k', T/, T',CT/, o}) to U;.

(Session Key Generation and Post-computation) Fori €
[2, n], on receiving (c1, k', T/, T', CT/, o/), U; verifies
Ver,i, (R;, ci, Ri—1, Rit1, ki, si, Ti, U;, sid, cq, K, Ti/’
T', CT/, o/), and if the verification fails, then aborts.
U; computes Kl(l) =T'® Kl.(l) and ki||s1 =T @ K](l>,
and checks if ¢; = gklhs1 holds, and if the verification
fails, then aborts. U; decrypts K1 <= ADec,; (C Ti/ , P,
computes Ky = F'(sid, k' @ k;) and outputs the session

key SK = F"(sid, K1) ® F"(sid, K»). As state infor-
mation, U; adds sid, Hi(l) =R, Hl-(r) = R, and
r = F"(sid, K1) @ F"(sid, K») to state;.

On receiving (k', CT{, o}), Uy verifies Ver,, (Ry, c1,
Ry, Ry, Ty, T', Uy, sid, k', CT{, o), and if the verifi-
cation fails, then aborts. Uy decrypts K; <— ADec,,
(CT{, P1), computes K» = F'(sid, k' @ k1) and outputs
the session key SK = F”(sid, K1) ® F"(sid, K3). As
state information, U; adds sid, Hl(l) =R}, Hl(r) =R}
andr = F"'(sid, K1) @ F"'(sid, K») to statey.

4.4 Join phase

A user U;,,, joins an established session by Uy, ..., Upy.
W.lo.g., we suppose that U;, ., = Uy41.

In the Join phase, users U; fori € [2,n — 1] can reduce
computation than the Dist phase. They do not need to com-
pute g". The ring structure to compute K still works because
r in state; is used to connect the ring instead of using r;.
We illustrate the message flow of Join phase for the case of
N =3inFig.2.

(State Update at New Time Frame) If the session
is the first session for U; at the time frame T F’,
then for the current time time S generates usk; <
Der(Params, msk, A;) with attribute A; = (U;, time)
and mk; < MGen and computes CT; < Ency, (usk;,
mk;). Then, S sends CT; to U;, and U; obtains (usk;,
mk;) < Decgy, (CT;) and updates (usk;, mk;) in state;.
(Round 1 for Users) For i € {l1,n,n + 1}, U; gener-

ates r; eg {0, 1}, Fi/ €ER KspaceK, ki erp {0, 1}*,
ki er Kspace,, 5 eg {0,1}) and §/ er Kspace,
as ESK; and computes r; =t PRF (7, F[, st;, st!), k; =
tPRF (ki lgl/ st;, st))ands; =t PRF(5;, 5], st;, st]). U;
computes R; = g’ and¢; = gki h% and sends (R;, ¢;) to
S.

For i € [2,n — 1], U; generates ki er {0,1}*,
k! er Kspace,, 5; €g {0,1) and §/ eg Kspace,
as ESK; and computes k; = 1 PRF (k;, 12;, st;, st) and
si =tPRF(5;,5], st;, st]). U; computes ¢; = gkinsi and
sends ¢; to S.

(Round 1 for Server) On receiving (R;,c;) for i €
{l,n,n + 1} and ¢; for i € [2,n — 1], S computes
sid = TCR(cy, ..., cytr) and chooses a representative
user from i € {1,n,n + 1}. Here, w.l.o.g., we suppose
that U is the representative user. S sends (sid, R,, R1)
to Uy41.Fori € {1, 2}, S sends (sid, Ri—1) to U; where
Ry = Ry41.Fori € [3,n — 2], S sends sid to U;. Also,
S notices that Uj is the representative user.

(Round 2 for Users) On receiving (sid, R,+1), U; com-
putes K" = F(sid, R, K\” = F(sid, R}), T =

Kf[) @ Kfr) and T/ = Kl(l) @ (k1l|s1). Ur computes
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New time frame

cT,
CT,
CTs
CTy
Key distribution
Ry, cr)
o
(R3,¢3)
(R4, ¢4)
(sid, Ry)
(sid, Ry, R3)
(sid,Ry4)
(sid,R3, Ry)
(T, T",01)
(k2,52,T,02)
(k3, 53, T3,073)
(k4, 54, T4,04)
(K,CT{,0%)

(c1,K, T35, T",CT;,0%)

(e1, K, T3, T",CTy, %)

Fig. 2 Join phase for the case of N = 3

o1 < Tag,,; (R1,c1, Ryt1, T1, T', Uy, sid) and sends
(T, T',01) to S.

On receiving (sid, R1), U> computes Kél) = F(sid,
R)), KV = F(sid,g") and T» = K" ® K. U,
computes oy < Tag,;, (c2, Ry, ko, 52, Tr, Uy, sid) and
sends (k», 52, T, o) to S.

For i € [3,n — 2], on receiving sid, U; computes
o <~ Tagmki (¢i, ki, s;, Ui, sid) and sends (k;, s;, 0;) to
S.

On receiving (sid, R;), U,—1 computes K,EQI = F(sid,
g, K\ = F(sid, R)) and T,y = K\ &
K,(li)] Uy—1 computes op,—1 <« Tag,;  (cn—1, Ry,
kn—1,Sn—1, Tn—1, Uy—1, sid) and sends (k,—1, Sp—1,
Ty—1,0n—-1)t0 S.

On receiving (sid, R,+1), U, computes K,(Ll) = F(sid,
R, K\ = F(sid, R",) and T,, = K\" @ K\. U,
computes o, <— Tagmkn(Rns cn, Ruqa, kn, Sn, Tn, Up,
sid) and sends (k,, s,, T, 0,) to S.

On receiving (sid, R,, R1), U,4+1 computes K,(llJ)rl =

F(sid, Ry, K| = F(sid, R"™") and T4 =
I

K,(H)rl EBK,EQI. Up+1 computes oy, 41 < Tag,,,  (Rpt1,

Cn+1, Rna Rla kn+17 Sn+1, T}’l+]a U}‘l+1’ Sld) and sends

(kn+l Sl Tt O'n+1) to S.
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(c1, K, T}, T, CT}. o)
I Ak L SN

(Round 2 for Server) On receiving (T}, T', 1) from Uy,
(ki, Siy Ti, O'i) fori € {2} U [l’l - 1, n—+ 1] and (ki, Si, O',')
fori € [3,n — 2], S verifies authentication tags, and if
the verification fails, then aborts. Also, fori € [2,n+ 1],
S checks if ¢; = gkihsi holds, and if the verification
fails, then aborts. S generates 125 er {0, 1}~, Igg €R
KspaceK,Kl €r {0, 1}¥ andk{ €r Kspace, as ESKg
and computes ks = tPRF (ks, I;/S, sts, stg), K1 =
tPRF'(Ky, K}, sts, stg) and k' = (Py—;p s ki) ®ks.
Fori € [2,n 4 1], S computes T; = @15]51-7] T;,
where for i € [3,n — 1], T; is treated as empty (i.e.
Iy =--- =T, ). Fori € [1,n+ 1], S computes
CTl/ < AEnc(Params, P;, K1) with access structure
P :=(ID = U;) A (time € TF).

S computes o] <« Tag,,;, (R1, c1, Rut1, T1, T, U,
sid, k', CT|) and sends (k', CT/, o) to Uj.

S computes ) <« Tag,,, (c2, R1, k2, 52, T2, Ua, sid,
c1, k', T;, T",CT,) and sends (c1, k', T, T', CT;, o) to
U,.

Fori € [3,n — 2], S computes o] <« Tag,,;. (ci, ki, si,
Ui, sid, c1, k', T/, T',CT/) and sends (c1,k', T/, T,
CTi/, O'i/) to Uj.

S computes o, _; < Tag,,  (ci—1, Ru.kn—1, 801,
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New time frame

CT,
CT,
CT;
Key distribution
(R1,c1)
(R3.¢3)
(sid, R3)
(sid,R\)
(T, T',01)
(k3, 53, T3,03)
*,CTy,00)

Fig. 3 Leave phase for the case of N = 3 when U is the leaving user

(c1, K, T}, T', CT}, %)

To—1, U,_1,sid, cy, k', T’ _» T',CT;_)) and sends  because Hl.(l) and Hl.(r) in state; are used to connect the ring

(cl’ k T,: 1°
S computes o
sid, c1, k', T,, T',CT,) and sends (c1, k', T,,, T',CT,,
o,) to Uy,.

S computes o/ w1l < TagmknJrl (Rn+1, ¢n+1, Ry, Ry,
kntt, Su+1> Tyv1, Unyr,sid, cy, K/, Tri+1’ T, CT/+1)
and sends (cy, kK’ Tr;+1’ T',CT! I n+1) to Uyy1.
(Session Key Generatlon and Post-computation) For i €
[2, n + 1], on receiving (c1, k', T/, T', CT/, 0/), U; ver-
ifies the authentication tag, and if the verification fails,
then aborts. U; computes K 1(1) =T &K ,.(l) where for
ieBn-1K"=T'®g andki|lsi = T"® K"
and checks if ¢ = gklhs1 holds, and if the verification
fails, then aborts. U; decrypts K1 <— ADec,,; (C Ti’ , P,
computes Ky = F'(sid, k' @ k1) and outputs the session
key SK = F"(sid, K1) ® F"(sid, K»). As state infor-
mation, U; updates r = F"'(sid, K1) & F"'(sid, K3) in
state;. Also, U, updates H( N o— R el in statey,. Uy11
adds sid, H(l)l = R and H(r)1 = R|""" to staten1.
On receiving (k', CTY, al) U Verlﬁes the authentica-
tion tag, and if the verification fails, then aborts. U
decrypts K; < ADecys, (CT/, P1), computes K» =
F'(sid, k' @ ki) and outputs the session key SK =
F"(sid, K1) @ F"(sid, K»). As state information, U,
updates sid, Hl(l) = R, and r = F"(sid, K1) @
F"'(sid, K») in state;.

/

4.5 Leave phase

A user U; leaves an established session by Uy, ..., U,.

In the Leave phase, users U; € Z\{U;_1, U;j, Uj,4+1} can
reduce computation than the Dist phase. They do not need
to compute g’. The ring structure to compute K still works
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T'.CT,_,,0,_,) toU,_i. instead of using g"i~!"" and g""i+!. We illustrate the message
< Tagmkn(Rn, Cns Rus1s kny sy Ty, Uy, flow of Leave phase for the case of N = 3 in Fig.3.

(State Update at New Time Frame) If the session
is the first session for U; at the time frame T F’,
then for the current time time S generates usk; <
Der(Params, msk, A;) with attribute A; = (U;, time)
and mk; < MGen and computes CT; < Enc , (usk;,
mk;). Then, S sends CT; to U;, and U; obtains (usk;,
mk;) < Decg, (CT;) and updates (usk;, mk;) in state;.
(Round 1 for Users) U; € {U; -1 Uji1} generates
Fi er {0, 1}, 7/ er Kspace,, k; g {0, 1}*, k’ €Rr
Kspace,, 5; €r {0,1} and 5] eg KspaceK as
ESK; and computes r; = tPRF(#;, 7/, st;, st}), k; =
tPRF (ki k], st;, st)) and s; = tPRF(5;, 3], st;, st)).
Then, U; computes R; = g’i and ¢; = g% h% and sends
(R;, ci) to S.

Ui € I\{Uj_1,Uj,Ujy1} generates ]Ei er {0, 1},
k! er Kspace,, 5; €g {0,1) and §/ eg Kspace,
as ESK; and computes k; = t PRF (k;, I;lf, st;, st]) and
si = tPRF(S;,5], st;,st)). Then, U; computes ¢; =
gk’ and sends c; to S.

(Round 1 for Server) On receiving (R;, ¢;) from U; €
{Uj-1, Ujy1} and ¢; from U; € I\{U;-1,U;, Uj1},
for i such that U; € Z\{U;}, S computes sid =
TCR({c; }7\{v;}) and chooses a representative user from
Ui € {Uj_1,Uj;1}). Here, w.l.o.g., we suppose that
Uj_1 is the representative user. S sends (sid, Rj11) to
Uj_1. S sends (sid, Rj_1) to Uj41. Then, S sends sid
to U; € I\{Uj_1,U;, Uj41}. Also, S notices that U;_;
is the representative user.

(Round 2 for Users) On receiving (sid, Rjy1), Uj—

! ! . i
computes K\ = F(sid, H{" ), K\ | = F(sid, R7/.]),

@ Springer
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T =K @k and 7' = K| & (kj_1llsj1).
Uj_1 computes 01 < Tagmkj_ (Rj,l,c],l,RH],
Ti—1,T',Uj_1,sid) and sends (Tj_1, T',0;_1) to S.
On receiving (sid, Rj—1), Uj41 computes Kj(l_i)rl =
F(sid, Rr’“) Kj(r+)1 = F(sid, H(r)l) and Tjy1 =
K(I)IEBK/(rle Ujiicomputes o < Tagmij(RjH,
Cjt1, Rj—1.kjy1,8j41, Tjt1, Ujyr,sid) and sends
(kjt1,8j+1, Tj+1,0j41) tO S.

On receiving sid, U; € I\{U;-1, Uj, Uj41} computes
k" = F(sid, H"), kK" = F(sid, H") and T;
Ki(l)eaKi(r). U; computes 0; < Tagmk,_ (ci, ki, si, T;, U;,
sid) and sends (k;, s;, T;, 0;) to S.

(Round 2 for Server) On receiving (7j—1,T’,0;_1)
from U;_; and (k;, s;, T;, 0;) from other users, S veri-
fies the authentication tag, and if the verification fails,
then aborts. Also, for U; € I\{U;_1,U;}, S checks
if ¢; = gkfhsi holds, and if the verification fails, then
aborts. S generates ks € {0, 1}¥, I?S er Kspace,,
Ki er {0,1) and K| er Kspace, as ESKs and
computes ks = tPRF(lES,Iz’S, sts,stg) and Ki =
tPRF'(Ky, K|, sts, sty). Fori suchthat U; € T\{U,_1,
U,}, S computes k' = (Pfki}) @ ks. For i such that
U e I\{Uj} and i < j — 1, S computes T/ =
@D1<t<i—1,j—1<¢<n Te» where T is empty. For i such
that U; € Z\{U,} and j + 1 < i, S computes T/ =
@D, _1<¢<i—1 Te, where T is empty. For U; € Z\{U;}, §
computes CT; < AEnc(Params, P;, K1) with access
structure P; := (ID = U;) A (time € TF).
Scomputesa < Tagmk (Rj—1,¢cj—1, Rjy1, Tj—1,
T, U]_l,szd K, CTJ’_l) and sends (k’, CTJT_I, o}_l)
toUj_j.

S computes a’+ <« Tag,,;. " (Rj+1 cit1, Rj—1,kjq1,

]+1, T, CT;H) and
sends (cj_1, k' Tj+1’ T, CT]’+1, 1+1) toUjy1.
For U; € I\{U;_1,U;,Uj41}, S computes o/ <
Tagmkl_ (Ci, k,’, Si, Ti, U,', Sid, Cj—1, k/, Ti/’ T/, CTl/) and
sends (cj—1, k', T/, T", CT/, o)) to U;.
(Session Key Generation and Post-computation) On
receiving (Cj_l, k/, Ti/’ T/, CTi/, O'i/), U,' EI\{Uj_l, Uj}
verifies the authentication tag, and if the verification
fails, then aborts. U; computes K ,([l | = Tl.’ ® K ,.(l)
and k;_yllsj—1 = T' @ K](.ljl and checks if ¢cj_y =
gkf—l h’i=! holds, and if the verification fails, then aborts.
U; decrypts K1 < ADecy,; (C Ti’, P;), computes Kr =
F'(sid, k" @ kj_1) and outputs the session key SK =
F’(sid, K1) @ F"(sid, K;). As state information, U;
updates sid,r = F"'(sid, K1) ® F"'(sid, K,) in state;.
Onreceiving (k’, CT;_1 , aj’._l), U, verifies the authen-
tication tag, and if the verification fails, then aborts. U;_;
decrypts K| < ADecuskjfl(Cij_l, Pj_1), computes

sitts Tjrr, Ujr, sid, cj1, K,
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K> = F'(sid, k" @ kj_1) and outputs the session key
SK = F'’(sid, K1) @ F"(sid, K;). As state informa-
tion, U; updates sid, r = F"'(sid, K1) ® F"'(sid, K>)
in statej.

Additionally, U; 1 updates H j(r)l -

R ”1 in stareji.

R]’Hl in state;_1,

!
and Uj 1 updates H](le =

4.6 Update phase

When a new time frame begins, a set of users U;,, ..., U;,

(n < N) update the session key SK shared by them in the

Dist/Join/Leave phase at the past time frame to a new ses-

sion key SK'. For simplicity, w.l.0.g., we suppose that (U,
LU = Uy, .., Uy).

(State Update at New Time Frame) If the session
is the first session for U; at the time frame TF,
then for the current time time S generates usk; <
Der(Params, msk, A;) with attribute A; = (U;, time)
and mk; < MGen and computes CT; < Enc y, (usk;,
mk;). Then, S sends CT; to U;, and U; obtains (usk;,
mk;) < Decgy, (CT;) and updates (usk,, mk;) in state;.
(Informatlon for Update) S generates K1 €g {0, 1}” and
K €r Kspace, and computes K| = tPRF’ (Kl, 1>
sts,sls) and CT/ < AEnc(Params, P;, K1) w1th
access structure P; ;= (ID = U;) A (time € TF).
Then, S sends CT;/ to U;.

(Session Key Update) On receiving CT/, U; decrypts
K1 < ADec,, (C Tl./ , P;) and outputs the updated ses-
sion key SK' = F"(sid, K1) ® SK.

5 Complexity for users
5.1 Computational complexity

We consider dominant operations like modular exponentia-
tions and operations for public key crypto and ignore other
light-weight operations like XORs and operations for secret
key crypto.

In the Dist phase, online computations (i.e. from Round 1
to post- computations) for a user are g"i and g%i h% for Round
1, R | and R}, | for Round 2, and g¥'h*! and the decryption
of CTl’ for the session key generation. In the Join phase,
maximum online computations for a user are g" and gki h*
for Round 1, R, 1 *, and RlJrl for Round 2, and gkIhS1 and
the decryption of CT/ for the session key generation. In the
Leave phase, maximum online computations for a user are
g"" and gkih% for Round 1, R;i_l for Round 2, and g¥1A"
and the decryption of CT; for the session key generation. In
the Update phase, the online computation for a user is the
decryption of CT; for the session key update.

- 26 -



TWRFEAIRT O 27+ THIICES U MRNICT A/ RX—2 3 VORI ICT7 a—)VBEMR > 2 —

Multi-cast key distribution: scalable, dynamic and provably secure construction

Therefore, for all phases, computational complexity of
users is constant for the number of users.

5.2 Communication complexity

In the Dist phase, sent and received information for a user in
online (i.e. from Round 1 to post-computations) are (R;, ¢;)
and (sid, Ri—1, Rj+1) for Round 1, and (k;, s;, T;, 0;) and
(c1, k', T/, T',CT/, 6/) for Round 2. In the Join phase,
maximum sent and received information for a user in
online are (R;, ¢;) and (sid, R;—1, R;+1) for Round 1, and
(ki, si, T;, 07) and (c1, k', T/, T', CT/, ¢/) for Round 2. In
the Leave phase, maximum sent and received information
for a user in online are (R;, ¢;) and (sid, R;_1) for Round
1, and (ki, si, Ti, 0i) and (cj—1, k', T}, T", CT} 1,07, )
for Round 2. In the Leave phase, received information for a
user in online is C7; for the session key update.

Therefore, for all phases, communication complexity of
users is constant for the number of users.

6 Security

Theorem 1 We assume that T CR satisfies the TCR prop-
erty, tPRF and t PRF’ are twisted PRFs, F, F', F" and
F" are PRFs, (Gen, Enc, Dec) is a CCA-secure PKE,
(Setup, Der, AEnc, ADec) is a selective CCA-secure CP-
ABE, (MGen, Tag, Ver) is an UF-CMA MAC scheme, and
the DDH assumption in G holds. Then, our scheme is secure
in the DMKD model.

Here, we show a proof sketch. The proof can be divided
four cases: (1) the test session is in the Dist phase, (2) the test
session is in the Join phase, (3) the test session is in the Leave
phase, and (4) the test session is in the Update phase. For
Cases (1), (2) and (3), secrecy of the session key is guaranteed
by secrecy of K. Thus, we use the game hopping proof
technique [32], and finally, K is replaced with a random
value. To prevent malicious behaviours of the adversary, we
show that the probability that messages in the test session
are modified is negligible thanks to the security of PKE and
MAC and the DDH assumption. For Case (4), secrecy of
the session key is guaranteed by secrecy of K». Thus, K> is
replaced with a random value similar to other cases. In this
case, we rely on the security of CP-ABE to prevent malicious
behaviours of the adversary.

Proof We prove Theorem 1 for all four cases as follows.
6.1 Case of Dist phase

We change the interface of oracle queries and the computa-
tion of the session key. These instances are gradually changed

over hybrid experiments, depending on specific subcases. In
the last hybrid experiment, the session key in the test session
does not contain information of the bit b. Thus, the adver-
sary clearly only outputs a random guess. We denote these
hybrid experiments by Hy, . . ., H7, and the advantage of the
adversary .4 when participating in experiment H; by Adv (A,
H;).

6.1.1 Hybrid experiment Hy

This experiment denotes the real experiment for DMKD
security, and in this experiment the environment for A is
as defined in the protocol. Thus, Adv(A, Hy) is the same as
the advantage of the real experiment.

6.1.2 Hybrid experiment H;

If sid in two sessions are identical, the experiment halts.

When randomness in generating c; is identical or the TCR
property of H is broken, sid in two sessions may be identical.
However, such an event occurs with negligible probability.
Thus, |[Adv(A, H;) — Adv(A, Hp)| is negligible.

6.1.3 Hybrid experiment Hy

The experiment selects user instances {Ui]] S Uijn" }) and

the owner U l:j randomly in advance. If A poses Test query toa
session except {U l.jl L U,{l” }) owned by U/ , the experiment
halts.

Since the guess of the test session matches with .A’s choice
with probability 1/€,,,+ where £,,,, is the total number of
sessions in the system, Adv(A, Hy) > (1/€,4x) - AdV(A,
H)).

6.1.4 Hybrid experiment H3

If A modifies a message in the test session and the session
is complete, the experiment halts. We denote such an event
Bad.

Bad may occur only if either of the following events occur:

Bad; : A obtains information of mk; from CT;.

Bad, : A forges o; for a modified message.

Bads : A forges o/ for a modified message.

Bad, : A finds (k], s)) such that ¢; = g¥ih% = gkin* and

(ki s7) # (ki, ;).

Since H, does not differ from Hj3 if Bad does not occur,
from the Difference Lemma [32] |Adv(A, H3) — Adv(A,
H,)| < Pr[Bad]. We show Pr[Bad] is negligible.

First, we show that if Bad; occurs, we can construct
an adversary B breaking the CCA security of (Gen, Enc,
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Dec). B receives the public key pk* and sets pk* to SPK;.
When A poses Send(Ul.j ,, CT;) for sessions other than the
test session, B poses CT; to DO and continues to sim-
ulate the experiment with received (usk;, mk;). When A
poses Send(S, init) for the test session, B chooses mkq and
mk; and obtains the challenge ciphertext CT* encrypting
(usk, mkgy) or (usk, mky). Then, B sends CT* as CT; to A.
After that, if A poses Send containing a MAC tag of a mod-
ified message with mk;/, then B outputs b = b'. Therefore,
if A obtains information of mk; from CT;, B can break the
CCA security.

Next, we show that if Bad, or Bads; occurs, we can
construct a forger B breaking unforgeability of (MGen,
Tag, Ver). When A poses Send(U/, (sid, Ri—1, Ri+1)) or
Send(Ul.], (ki, si, T;, 0;)) for the test session, B poses mes-
sages to MO and continues to simulate the experiment with
the received MAC tag. It means that mk; is set as the chal-
lenge MAC key. When A poses Send containing a forged
MAC tag o* for mk;, then B outputs o*. Therefore, if A
forges o; or o/ for a modified message, B can break UF-
CMA.

Finally, we show that if Bads occurs, we can construct a
distinguisher B breaking the DDH assumption. B receives the
tuple (g, A, B, C) andsets g = g,h = Ato SPKg. When A
poses Send(Ul.’, init) for the test session, B chooses (k;, s;),
computes ¢; = gk" h® and returns (R;, ¢;) to A. After that, if
A poses Send(S, (k/, s/, T;, 0;)) such that ¢; = g ih% and
(k!,s]) # (ki, s;), then B computes a = 12{%1:: B verifies if
B% = C, and if so, outputs 1, otherwise (I)utputs 0. There-
fore, if A finds (k/, s;) such that ¢; = ghinsi = gkz{hst{ and
(k!,s!) # (ki, s;), B can break the DDH assumption.

Hence, Pr[Bad] is negligible and |Adv(A, H3z) —Adv(A,
H,)| is negligible.

6.1.5 Hybrid experiment Hy

The computation of (r;, ki, s;, ks) for all users in the test
session is changed. Instead of computing tPRF, it is changed
as choosing (r;, ki, s;, ks) randomly.

From the freshness definition (Definition 9) A cannot pose
both of StaticReveal(U;) and EphemeraIReveaI(Ui’ ), and
both of StaticReveal(U;/) and EphemeraIReveaI(Ui{,)
for any sid*. Hence, A cannot see either of (F,-,Fl./) or
(st;,st}). From Lemma 1 r; = tPRF(F, 7], st;,st]) is
indistinguishable from randomly chosen r;. Similarly, k; =
tPRF (k;, k., st;,st]), ks = tPRF(ks, ki, sts, sts) and
si = tPRF(5;, 5], st;, st]) are indistinguishable from ran-
domly chosen k;, ks and s;, respectively.

Therefore, |Adv(A, Hy) — Adv(A, H3)| is negligible.

@ Springer

6.1.6 Hybrid experiment Hs

The computation of R;’ ; and R}, in the test session is
changed. Instead of computing exponentiations, it is changed
as choosing R and R’ randomly.

In this experiment, r;_1, r; and r;+| are randomly cho-
sen and .4 cannot see r;_1, r; and r;4. From the definition
of DDH assumption (Definition 8) R = Rir"_1 is indistin-
guishable from randomly chosen R. Similarly, R" = er’+ 118
indistinguishable from randomly chosen R’'.

Therefore, |Adv(A, Hs) — Adv(A, Hy)| is negligible.

6.1.7 Hybrid experiment Hg

The computation of Ki(l) and Ki(r) in the test session is
changed. Instead of computing PRF, it is changed as choosing
K l.(l) and K" randomly.

In this experiment, R;' | and R, are randomly cho-
sen. From the definition of PRF (Definition 1) K =
F(sid, Rir’;l) is indistinguishable from randomly chosen

Ki(l). Similarly, Kl.(r) = F(sid, Rier) is indistinguishable
from randomly chosen K l.(r).
Therefore, |Adv(A, Hg) — Adv(A, Hs)| is negligible.

6.1.8 Hybrid experiment Hy

The computation of K in the test session is changed. Instead
of computing PRE, it is changed as choosing K> randomly.

In this experiment, k' = (B,-,;-, ki) ® ks is random
because k; and kg are randomly chosen. Also, k1 is randomly
chosen, and thus, k¥’ @ k; is random. From the definition
of PRF | Ky = F'(sid, k' & kj) is indistinguishable from
randomly chosen K>.

Therefore, |Adv(A, H7) — Adv(A, Hg)| is negligible.

6.1.9 Hybrid experiment Hg

The computation of K} = F”(sid, K») in the test session is
changed. Instead of computing PRF, it is changed as choosing
K’, randomly.

In this experiment, K> is random. From the definition of
PRF 1 K) = F’"(sid, K») is indistinguishable from ran-
domly chosen K3.

Therefore, |Adv(A, Hg) — Adv(A, Hy)| is negligible.

6.1.10 Bounding the advantage in Hg

In Hg, F”(sid, K>) is replaced with random K7. Hence,
SK = F"(sid, K1) @ K} is also random. Then, regardless
of the challenge bit b for the test session, when A poses Test
query, a random session key is returned.

Therefore, Adv(A, Hg) is negligible.
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6.2 Case of Join phase

The proof is almost the same as the case of the Dist phase.
The difference is to add a hybrid experiment between Hy
and Hs. In this experiment, the computation of r in the test
session is changed. Instead of computing PREF, it is changed
as choosing r randomly.

From the freshness definition (Definition 9) 4 cannot pose
either StateReveal(U;) or StateReveal(U;/) in the cur-
rent time frame or any of its ancestors. Also, though A can
pose SessionReveal (U l.j,'/) for sessions other than the test
session, r = F"'(sid, K1) ® F"'(sid, K,) is independent
of SK = F'(sid, K1) ® F"(sid, K7) from the definition
of PRF. Hence, A cannot see r. Therefore, the difference
between this experiment and the previous experiment is neg-
ligible.

6.3 Case of Leave phase

The proof is almost the same as the case of the Dist phase.
The difference is to add a hybrid experiment between Hs and
Hp. In this experiment, the computation of Hl.(r) and Hi(l) in
the test session is changed. Instead of computing exponenti-
ations, it is changed as choosing H and H’ randomly.

From the freshness definition (Definition 9) A cannot pose
either StateReveal(U;) or StateReveal(U; ) in the cur-
rent time frame or any of its ancestors. Also, since if both
EphemeralReveal(U;) and StaticReveal(U;) are posed,
then we regard that StateReveal(U;) in the time frame
for instance Ui] is also posed, the adversary cannot see
ri—1, ri and rjy; corresponding to Hi(r) and Hl.(l) from
Lemma 1. From the definition of DDH assumption (Defi-
nition §) Hl.(l) = Rl.ri_ | is indistinguishable from randomly
chosen H’. Similarly, Hl.(r) is indistinguishable from ran-
domly chosen H. Therefore, the difference between this
experiment and the previous experiment is negligible.

6.4 Case of Update phase

We denote these hybrid experiments by Hy, . . ., Hs, and the
advantage of the adversary .4 when participating in experi-
ment H; by Adv(A, H;).

6.4.1 Hybrid experiment Hy

This experiment denotes the real experiment for DMKD
security, and in this experiment the environment for A is
as defined in the protocol. Thus, Adv(A, Hy) is the same as
the advantage of the real experiment.

6.4.2 Hybrid experiment H;

If sid in two sessions are identical, the experiment halts.
As the case of the Join phase, |Adv (A, H;)—Adv(A, Hy)|
is negligible.

6.4.3 Hybrid experiment Hy

The experiment selects user instances {Ui]]. L, Ul.{l" }) and
the owner U ii randomly in advance. If A poses Test query toa
session except {U l.jl L Ul{l” }) owned by U l:j , the experiment
halts.

As the case of the Join phase, Adv(A, Hy) > (1/€4x) -
Adv(A, Hy).

6.4.4 Hybrid experiment H3

The computation of C7; in the test session is changed.
Instead of encrypting K, it is changed as encrypting ran-
domly chosen K.

From the freshness definition (Definition 9) A can pose
SessionReveaI(Ul.j) or SessionReveaI(Ui’;/) for any sid*
in the past time frame, but cannot pose StaticReveal(U;),
StaticReveal(U;;) for any sid®, ServerReveal,
StateReveal(U;) and StateReveal(U;) in the current time
frame. Hence, A cannot see usk; or usk;.. We show that if A
distinguishes H3 from Hj, we can construct an adversary B
breaking the selective CCA security of (Setup, Der, AEnc,
ADec). First, B outputs P* := (ID = U;) A (time € TF)
for the test session. Then, B receives the public parame-
ter Params and sets Params to SPKg. When A poses
Send(Ul.],,, CT/) for Uy # U;, B poses Ay to EO where
Aj = (Uy,time) and continues to simulate the experi-
ment with received usk;;. When A poses Send(Ul.j/, CT/)
for sessions other than the test session, B poses C T[.’ to DO
and continues to simulate the experiment with received K.
When A poses Send(S, init) for the test session, B com-
putes K = tPRF'(K;, I?{, stg, stg) and randomly chosen
K7 and obtains the challenge ciphertext CT* encrypting K
or K. Then, B sends CT* as CTi/ to A. After that, if A
outputs b’, then B outputs b = b'". If b = 0 holds, the environ-
ment for A is identical to H,, and otherwise, the environment
for Ais identical to Hz. Therefore, if A distinguishes Hz from
H,, B can break the selective CCA security.

Hence, |Adv(A, H3) — Adv(A, Hy)| is negligible.

6.4.5 Hybrid experiment Hy
The computation of K| = F”(sid, K1) in the test session is

changed. Instead of computing PRF, it is changed as choosing
K| randomly.
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In this experiment, K; is random. From the definition of
PRF (Definition 1) K| = F”(sid, K1) is indistinguishable
from randomly chosen K.

Therefore, |Adv(A, Hy) — Adv(A, H3)| is negligible.

6.4.6 Bounding the advantage in Hy

In Hy, F”(sid, Ky) is replaced with random K. Though A
can obtain SK in the past time frame, SK’ = K| & SK is
random. Then, regardless of the challenge bit b for the test
session, when A poses Test query, a random session key is
returned.

Therefore, Adv(A, Hy) is negligible. O

7 General setting of our protocol

In this section, we show the general setting that multiple users
can join/leave the group simultaneously.

7.1 System setup
The system setup is the same as the simple case.
7.2 Dist phase

The Dist phase is the same as the simple case.

7.3 Join phase

A new set of users Uj,_,, ..., Uj,,, join an established ses-
sion by Uy, ..., U,. W.Lo.g., we suppose that (U;,,, ...,
Uini) = WUnits -, Unst)-

In the Join phase, users U; fori € [2,n — 1] can reduce
computation than the Dist phase. They do not need to com-
pute g’ The ring structure to compute K still works because
r in state; is used to connect the ring instead of using ;.

(State Update at New Time Frame) If the session
is the first session for U; at the time frame T F’,
then for the current time time S generates usk; <
Der(Params, msk, A;) with attribute A; = (U;, time)
and mk; <« MGen and computes CT; <
Enc; (usk;, mk;). Then, S sends CT; to U;, and
U; obtains (usk;, mk;) < Decgy, (CT;) and updates
(usk;, mk;) in state;.

(Round 1 for Users) For i € {1} U [n,n + k], U; gen-
erates 7; €g {0, 1}, 7/ eg Kspace,, k; € {0, 1}*,
ki er Kspace,, 5; eg {0,1} and 5/ er Kspace,
as ESK; and computes r; =t PRF (7;, 7}, st;, st]), kj =
tPRF (ki, k|, st;,st})ands; = tPRF(5;, 5], st;, st)). U
computes R; = g’ and ¢; = gk h®% and sends (R;, ¢;) to
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For i € [2,n — 1], U; generates ki ex {0, 1}*,
ki er Kspace,, 5 eg {0,1}) and 5/ er Kspace,
as ESK; and computes k; = 1 PRF (k;, 12;, st;, st!) and
si =tPRF(5;,5], st;, st]). U; computes ¢; = gkinsi and
sends ¢; to S.

(Round 1 for Server) On receiving (R;, ¢;) fori € {1} U
[n,n + k] and ¢; fori € [2,n — 1], S computes sid =
TCR(cy, ...,cntk) and chooses a representative user
fromi € {1}U[n, n 4+ k]. Here, w.l.0.g., we suppose that
U is the representative user. For i € [n + 1,n + k], S
sends (sid, Ri_1, Ri+1) to U; where Ry, 4;+1 = R;p. For
i €{1,2}, Ssends (sid, Ri_1) to U; where Ry = R, 1.
Fori € [3,n—2], S sends sid to U;. Also, S notices that
U is the representative user.

(Round 2 for Users) On receiving (sid, R, 1), U; com-
putes K\ = F(sid, R} ), K\” = F(sid, g""),
T = K](I)EBKI(” and 7' = K](I)EB(k] [|s1). U computes
o1 < Tag,,; (R, c1, Rutk, T1, T', Uy, sid) and sends
(T, T',01)to S.

On receiving (sid, Ry), U computes Kél) = F(sid,
RD), KV = F(sid,g") and T» = K" @ K. U,
computes 0y < Tagmkz(cz, Ry, ky, 50, T>, Us, sid) and
sends (ka, 52, T», 07) to S.

For i € [3,n — 2], on receiving sid, U; computes
o] <« Tagmki (¢i, ki, s;, Ui, sid) and sends (k;, s;, 0;) to
S.

On receiving (sid, R;), U,—1 computes Kr(llll = F(sid,
¢, K = F(sid, RZ) and T,_; = K, @
K,Y_)l U,—1 computes o,_1 < Tagmknfl(cn_h R,,
kn—1,8n—1, Ty—1,Uy—1, sid) and sends (k,_1,Sy—1,
Th—1,04—1) t0 S.

On receiving (sid, R,+1), U, computes K,El) = F(sid,
R0, K\ = F(sid, R, ) and T, = K\" @ K. U,
computes o, < Tag,, (Ru,cn, Rut1, kns Sns Tn, Un,
sid) and sends (k;,, s,,, T;,, o) to S.

Fori € [n+1, n+k], onreceiving (sid, Ri_1, Ri+1), U;
computes K\ = F(sid, R ), K" = F(sid, R} )
and T; = Ki(l) eBKi(r). U; computes 0; <— Tagmk,_ (R;, ci,
Ri_1, Riy1, ki, si, T;, U;, sid) and sends (k;, s;i, T;, 07)
to S.

(Round 2 for Server) On receiving (T}, T', 1) from Uy,
(ki, si, T;, 07) fori € {2}U[n —1,n+k] and (k;, s;, 0})
fori € [3,n — 2], S verifies authentication tags, and if
the verification fails, then aborts. Also, fori € [2, n+ k],
S checks if ¢; = gkihs" holds, and if the verification
fails, then aborts. S generates 125 er {0, 1}~, 12/3 €R
KspaceK,Kl €r {0, 1}¥ and]%i €r Kspace, as ESK
and computes ks = tPRF(ks, lg/S sts, stg), K1 =
tPRF'(K, Igi sts, stg) and k' = (Po<; <4 ki) Dks.
Fori € [2,n + k], S computes T/ = @15;‘5;‘—1 T;,
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where for i € [3,n — 1], T; is treated as empty (i.e. Hi(l) and Hi(r) in state; are used to connect the ring instead
T; = --- =T, ). Fori € [I,n + k], S computes  of using g"~'"i and g""i+!.

CTl/ < AEnc(Params, P;, K1) with access structure
Pi:=(ID = U;) A (time € TF).

S computes o < Tag,; (R, c1, Ropr, T, T', Uy,
sid, k', CT|) and sends (k', CT/, o{) to Uj.

S computes o) <« Tag,,,(c2, R1, k2, 52, T2, Ua, sid,
c1, k', T;, T",CT,) and sends (c1, k', T, T', CT;, o) to
U,.

Fori € [3,n — 2], S computes o/ <« Tag,,;. (ci, ki, si,
Ui, sid,c1, k', T/, T',CT/) and sends (c1,k’, T/, T,
CT!,0!)to Ui

S computes o, _; < Tag,,  (ci—1, Ru.kn—1, 801,
Tyo—1, Up—i,sid,c, k', T,_,, T',CT,_,) and sends
(ct,k'\ T, _,,T'.CT,_,,0,_,) to U,_1.

S computes o, < Tag,,, (Rn, ¢n. Ry 1, kns Sus Ty, U,
sid, c1, k', T,, T',CT,) and sends (c1, k', T, T',CT,,
o,) to Up.

Fori € [n+41,n+k], S computes o/ < Tag,,;, (R;, ci,
Rif] . Ri+] s ki, Si, Tl‘, Ui, Sid, cl, k/, Ti,’ T/, CTi/) and
sends (c1, k', T/, T', CT/, o) to U;.

(Session Key Generation and Post-computation) Fori €
[2, n + k], on receiving (c1, k', T/, T', CT/, o}), U; ver-
ifies the authentication tag, and if the verification fails,
then aborts. U; computes K fl) =T & Ki(l) where for
ieBn-1K" =T @®g andky|lsi = 7" ® K"
and checks if ¢ = gklhs1 holds, and if the verification
fails, then aborts. U; decrypts K1 <— ADec,,; (C Ti/ , P,
computes Ky = F'(sid, k' @ k;) and outputs the session
key SK = F"(sid, K1) ® F"(sid, K;). As state infor-
mation, U; updates r = F"(sid, K1) ® F" (sid, K3)
in state;. Also, U, updates H\” = R, in state,.
Fori € [n+ 1,n + k], U; adds sid, Hi(l) = R;Ll and
Hi(r) = R, to state;.

On receiving (k', CT}, o}), Uy verifies the authentica-
tion tag, and if the verification fails, then aborts. U
decrypts K1 < ADec,, (CT{ , P1), computes Kr» =
F'(sid, k" & ki) and outputs the session key SK =
F"(sid, K1) @ F'(sid, K>). As state information, U
updates sid, Hl(l) = R, and r = F"(sid, K1) &
F"'(sid, K») in statey.

7.4 Leave phase

A set of users R = (Uj,...,Uj,) leave an established
session by Uy, ..., U,. Let N = (Uj -1, Uj 41, Uj,—1,
Uptts.-., Uj,—1,Uj, 1) be a set of users neighbouring
leaved users. W.1.0.g., we suppose that U; € .

In the Leave phase, users U; € Z\(R U N) can reduce
computation than the Dist phase. They do not need to com-
pute g’ The ring structure to compute K still works because
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(State Update at New Time Frame) If the session
is the first session for U; at the time frame T F’,
then for the current time time S generates usk; <—
Der(Params, msk, A;) with attribute A; = (U;, time)
and mk; <— MGen and computes CT; < Enc , (usk;,
mk;). Then, S sends CT; to U;, and U; obtains (usk;,
mk;) < Decg, (CT;) and updates (usk;, mk;) in state;.
(Round 1 for Users) U; € N generates 7; €x {0, 1}*,
7 eg Kspace,, k; eg {0, 1}*, k] e Kspace,, 5 €
{0, 1} and El’ €r Kspace, as ESK; and computes r; =
tPRF (i, 7, st;, st)), ki = tPRF(k;, k., st;,st]) and
si =tPRF(5;, 5], st;, st)). Then, U; computes R; = g"
and ¢; = gkih* and sends (R;, ¢j) to S.

Ui € I\(R UN) generates k; e {0, 1}, k| eg
Kspace,, 5; er {0, 1} and 5§/ ez Kspace, as ESK;
and computes k; = tPRF(Ig,-,l;lf,st,-,sti/) and s5; =
tPRF(5;,5], st;, st)). Then, U; computes ¢; = gkinsi
and sends ¢; to S.

(Round 1 for Server) On receiving (R;, ¢;) from U; € N/
and ¢; from U; € Z\(RUWN), fori such that U; € T\R,
S computes sid = T CR({c;}7\R), chooses a represen-
tative user from U; € N. Here, w.L.o.g., we suppose that
U is the representative user. For i such that U; € N and
Uiy1 € R, S sends (sid, Rj) to U; where j is the mini-
mum index such that U; € N and j > i. For i such that
Ui € N and U;_; € R, S sends (sid, Rj) to U; where
j is the maximum index such that Uy € N and j' < i.
Then, S sends sid to U; € Z\(R UN). Also, S notices
that U is the representative user.

(Round 2 for Users) For Uy,if U; = Uz and Uy = U,
hold, then on receiving (sid, R3, R,—1), U; computes
K" = F(sid, R ), K" = F(sid, R}), Ty = K" &
K" and 77 = K" @ (ki||s1). For Uy, it Uy = U,
and Uy € N hold, then on receiving (sid, R,_1), Uj
computes K\ = F(sid, R'" ), K\" = F(sid, H"),
Ti=KP @ K" and 7" = K" @ (ki||s1). For Uy, if
Uj=Usand U, € N hold, then on receiving (sid, R3),
Uy computes K\ = F(sid, H"), K" = F(sid, R}),
T = Kl(l) EBKl(r) and T’ = Kl(l) @ (k1]]s1). Uy computes
o] <« Tagmkl (Ry,c1,(R3, Ry_1,) T, T', Uy, sid) and
sends (77, T', 01) to S.

On receiving (sid, R;), U; such that U; € N and
Uiy1 € R hold computes Kl.(l) = F(sid, Hi(l)),
K" = F(sid,R}) and T, = K" & K. U; com-
putes o; < Tag,; (R;,ci, Rj, ki,s;, T;, U;, sid) and
sends (k;, s;, T;, i) to S.

On receiving (sid, Rjs), U; such that U; € N and
U;—1 € R hold computes Ki(l) = F(sid, R;’}), Ki(r) =
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F(sid, Hl.(r)) and T; = Kl.(l) o Ki(r). U; computes
o; < Tag,; (Ri,ci, Rj, ki,si, T;, U;, sid) and sends
(ki,si, T;, o) to S.

On receiving sid, U; € Z\(R U N) computes Ki(l) =
F(sid, H"), K" = F(sid, H”) and T; = K" &
Ki(r). U; computes o; < Tag,,; (ci, ki, si, T;, Ui, sid)
and sends (k;, s;, T;, 0;) to S.

(Round 2 for Server) On receiving (71, T, o1) from
Uy and (k;, s;, T;, 0;) from other users, S verifies the
authentication tag, and if the verification fails, then
aborts. Also, for U; € Z\(U; U R), S checks if
c; = ghih% holds, and if the verification fails, then
aborts. S generates ks er {0, 1}%, IE’S er Kspace,,
K, er {0,1} and I%{ €r Kspace, as ESKg and
computes ks = tPRF(ks, 12’5, stg,stg) and K =
tPRF'(Ky, K, sts, sty). For i such that U; € Z\(U;y U
R), S computes k' = (Ptki}) @ ks. For i such that
U; € T\'R, S computes Tl/ = @151‘51‘—1 T;, where for
j such that U; € R, T; is empty. For U; € I\R, §
computes CT/ <« AEnc(Params, P;, K1) with access
structure P; := (ID = U;) A (time € TF).

S computes o < Tag,; (Ri,c1, (R3, Ry—1,) Th, T,
Uy, sid, k', CT{) and sends (k', CT/, o) to Uj.

For i such that U; € N and U; ;1 € R, S computes ol.’ <~
Tagmk[ (Ri, Ci, Rj, ki, Si, Ti, Ui, Sl'd, cl, k/, Ti/’ T/, CTZ/)
and sends (c1, k', T/, T', CT/, o) to U;.

Fori such that U; € N and U;—; € R, S computes O’i/ <~
Tagmki (R;, ci, Rj, ki, si, T, Ui, sid, c1, k', Ti/’ T,
CT/) and sends (c1, k', T/, T', CT!, o/) to Uj;.

For U; € I\(RUN), S computes o < Tag,,. (ci, ki,
si,» T;, Ui, sid, c1, k', T/, T', CT/) and sends (c1, k', T},
T',CT/, o/) to U;.

(Session Key Generation and Post-computation) On
receiving (c1, k', T/, T',CT!, o)), Ui € I\(U; UR)
verifies the authentication tag, and if the verification
fails, then aborts. U; computes K 1(1) = Tl.’ &) Ki(l) and
killsi = T’ @ K" and checks if ¢; = g*1h*! holds, and
if the verification fails, then aborts. U; decrypts K| <—
ADec,, (CT/, P;), computes Ky = F'(sid, k' @ ki)
and outputs the session key SK = F’(sid, K;) &
F"(sid, K3). As state information, U; updates sid, r =
F"(sid, K1) @ F"'(sid, K») in state;. For i such that
U; € Nand U;4; € R, U; updates Hi(r) = R;i in state;.
For i such that U; € N and U;—; € R, U; updates
Hl.(l) = R;’} in state;.

On receiving (k', CT}, o}), Uy verifies the authentica-
tion tag, and if the verification fails, then aborts. U
decrypts K1 < ADec,, (CTl’, P1), computes K, =
F'(sid, k" & k1) and outputs the session key SK =
F"(sid, K1) ® F"(sid, K»). As state information, U
updates sid,r = F"'(sid, K1)® F"'(sid, K;) instate;.

@ Springer

If Uy, € R, then U; updates Hl(r) = R;‘ in statey. If
U, € R, then U, updates Hl(l) = R;], in state;.

7.5 Update phase
The Update phase is the same as the simple case.
7.6 Complexity for users

Computational complexity of the general scheme is the same
as the simple scheme. The Dist phase and the Update phase
are the same as the simple scheme. In the Join phase, max-
imum online computations for a user are g’i and g k% for
Round 1, Rl.r’;l and R?H for Round 2, and g¥14%! and the
decryption of CT; for the session key generation. In the
Leave phase, maximum online computations for a user are
g't and gkin®i for Round 1, R" | for Round 2, and g*1 7*! and
the decryption of C T for the session key generation. Hence,
for all phases, computational complexity of users is constant
for the number of users.

Communication complexity of the general scheme is also
the same as the simple scheme. The Dist phase and the
Update phase are the same as the simple scheme. In the Join
phase, maximum sent and received information for a user in
online are (R;, ¢;) and (sid, R;—_1, Rj+1) for Round 1, and
(ki, si, T, 07) and (c1, k', T/, T', CT/, o/) for Round 2. In
the Leave phase, maximum sent and received information
for a user in online are (R;, ¢;) and (sid, R;_1) for Round 1,
and (k;, s;, T;, 07) and (c_1, k', TJTH, T, CT;+1’ ajf+1) for
Round 2. Hence, for all phases, communication complexity
of users is constant for the number of users.

7.7 Security

Since the Dist phase and the Update phase are the same as
the simple scheme, the security proof is also the same. Here,
we discuss the security of the Join phase and the Leave
phase.

For the Join phase, new k users join the group in the
general scheme, while a single user joins the group in the
simple scheme. However, in the security proof, Rir"_1 and
Ririul for new users are similarly changed to random values
as in the hybrid experiment Hy of Sect. 6.1. Also, r fori €
[2, n—1]is changed to a random value as in Sect. 6.2. Hence,
we can prove the security of the Join phase in the general
scheme by the same way as the simple scheme.

For the Leave phase, m users leave the group in the general
scheme, while a single user leaves the group in the simple
scheme. However, in the security proof, Hl.(r) and Hl.(l) for
remaining users are similarly changed to random values as
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in Sect. 6.3. If all secret keys for m users are exposed, the
adversary cannot distinguish this transition from the defini-
tion of DDH assumption (Definition 8). Hence, we can prove
the security of the Leave phase in the general scheme by the
same way as the simple scheme.
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Abstract In this research, we propose and evaluate a deci-
sion support system using an interactive large-scale high-
resolution display. This decision support system supports
the summarization and decision-making of a large amount
of disaster information during the occurrence of a large-
scale natural disaster. Municipal employees at the disaster
control headquarters can display disaster information on
the large-scale display with a touch or flick on a laptop or
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and necessity of the decision support system, we surveyed
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1 Introduction

When large-scale natural disasters, such as the Great
East Japan Earthquake, and local natural disasters, such
as typhoons, occur, disaster response measures are taken
at the municipality level, not at the country or prefecture
level. When a natural disaster occurs, disaster control head-
quarters and disaster alert headquarters are established by
the local government. As control centers, these headquar-
ters should gather the necessary disaster information from
the control tower without delay to take timely and appro-
priate disaster response measures. However, many local
governments’ disaster control headquarters have not intro-
duced systems for summarizing and sharing the disaster
information. Currently, local government’s disaster control
headquarters typically use blackboards and vellum papers
to summarize and share disaster information. The disaster
control headquarters is the primary decision-making body
during the occurrence of a natural disaster. By summariz-
ing and sharing disaster information using blackboards and
vellum papers, they risk missing important information.
Therefore, to solve this issue, we must provide modern
tools for information collection and sharing in disaster con-
trol headquarters.

2 Related work

The Cabinet Office’s comprehensive disaster prevention
information system [1-3] supports early assessment of the
damage situation as well as prompt and accurate decision-
making during the occurrence of a large-scale natural dis-
aster. In addition, this system can share geospatial infor-
mation about the disaster among relevant administrative
departments. However, although this system has a huge

@ Springer
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budget, its cost effectiveness has been questioned from
various quarters. In addition, the system provides no means
to cooperate with the municipalities, so it is impossible to
share detailed information with each municipality. Further-
more, it is a large-scale system that requires a huge budget.
Therefore, it is difficult for municipalities to introduce this
system.

The Ministry of Internal Affairs and Communications’
public information commons [4] is an information infra-
structure aimed at summarizing and sharing disaster infor-
mation, which is then transmitted to residents promptly and
accurately. Residents can obtain information from the public
information commons through various media, such as televi-
sion, radio, mobile phone, and a Web portal. However, the
public information commons is designed to allow the disas-
ter information to be shared with the prefecture in order to
assess the situation in each municipality. It is, therefore, dif-
ficult to share disaster information with other municipalities.

3 Purpose of the research

In this research, we construct a decision support system
for disaster countermeasures using an interactive large-
scale high-resolution display. This system allows registered
information to be quickly shared with the disaster control
headquarters. It also displays digitized disaster information
and valuable “big data” information posted on SNS and
elsewhere on a large display in the disaster control head-
quarters. Consequently, the system supports the summari-
zation and decision-making of a large amount of disaster
information. The large display provides a large-scale dis-
play environment that uses an inexpensive commercially
available liquid crystal display as a platform for simultane-
ously displaying a variety of content. In addition, it offers
a decision-making system that considers a diverse range of
disaster information (about house collapses, medical insti-
tutions, relief supplies, and traffic) and media (e.g., videos,
pictures, Web pages, and documents). The decision-making
system displays disaster information on the large-scale dis-
play with a touch or flick from a laptop or tablet.

4 System configuration

The configuration of our system is shown in Fig. 1. The
system comprises a disaster information interactive sharing
agent, disaster information input agent, disaster informa-
tion application server, and disaster information database
server.

In addition, we introduced a tiled display system, allow-
ing us to construct an interactive large-scale high-resolution

@ Springer

Tiled Display Wall System

Disaster Information

Master Node
- Input Agent

g’ %gY By

Disaster Information Interactive Sharing Agent
Disaster Information  Disaster Information
Application Server Database Server

Fig. 1 System configuration

Fig. 2 Tiled display system

touch-enabled display. A tiled display wall was used to
display high-resolution data on the large-scale display [5—
8]. The tiled display wall system is used for constructing
remote collaboration environments, such as a high-pres-
ence video conferencing system and a multi-point remote
operation system.

We developed the interactive large-scale display envi-
ronment by employing a tiled display system at the disaster
control headquarters. The tiled display system used in this
research is shown in Fig. 2.

When a large-scale natural disaster occurs, many stake-
holders gather at the disaster control headquarters. Fig-
ure 3 shows the disaster control headquarters established
in Takizawa City, Iwate Prefecture, when the Great East
Japan Earthquake occurred. In such situations, large-scale
displays play an important role in allowing members gath-
ered at the disaster control headquarters to share the dam-
age information and make appropriate decisions.

In addition, we surveyed multiple local governments
and confirmed the necessity of large-scale displays. In the
survey, municipal employees expressed an opinion that
“we are sharing information on the blackboard at present,
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Fig. 3 Actual disaster control headquarters for the Great East Japan
Earthquake

so that we can respond quickly to disasters by using large-
scale displays.”

5 Decision support system

When a natural disaster occurs, the disaster control head-
quarters should summarize the huge amount of disaster
information received both from the relevant administrative
departments and from residents and assess the damage sta-
tus. Therefore, we constructed a decision support system to
summarize the disaster information registered by the dis-
aster information registration system and support informa-
tion-sharing and decision-making.

The disaster control headquarters needs the information
summarized in Table 1 for decision-making and can con-
firm this information at a glance using the decision support
system. This information is obtained mainly from firefight-
ers, police, and municipal employees. On the other hand,
casualty and damage information acquired from residents
is also very important for decision-making by the disaster
headquarters as this information is very up to date. The
information received from residents is mainly reported to
the disaster control headquarters via telephone.

Decision Support System -The Great Earthquake- Disaster Pi

Information Contents

=[]

Disaster Damage

\ .I -
e | ~N
Disaster Basic

Time Series ) Past Disaster
Information Hub Information
Information Disaster Information Information

Fig. 4 Screenshot of the main screen of the decision support system

Decision Support System -The Great Earthquake-
Weather Information

Disaster Prevention and Relief Division
Casualties Information

Dead Person 589
Date  ThuOct27 | ThuOct28  ThuOct29 ik S )
Injured Person 4598

party, Public Transportation
gl SUNNYand | SUNNY SUNNY | Train Some Service
cLoupy & P - . :
City P L W Bus Normal Service
" Taxi Suspended Service

Expressway Normal Service

Detail Information
High atmospheric pressure covers East Japan. Today  Lifeline Information, Evacuation Advisory/Order Information
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Fig. 5 Screenshot of the basic disaster information-sharing system

5.1 Main screen of the decision support system

The main screen of the decision support system is shown
in Fig. 4. The decision support system is used on the inter-
active large-scale display established at the local govern-
ment’s disaster control headquarters. When the user selects
an item on the main screen, the selected content is reflected
on the interactive large-scale display.

5.2 Basic disaster information-sharing system

A screenshot of the basic disaster information-sharing sys-
tem is shown in Fig. 5. This system can share information
from the casualty, public transport, electrical, water, and
evacuation order registration systems. The basic disaster
information-sharing system supports decision-making,
such as arranging water supply vehicles or recommending
evacuation.

Table 1 Necessary information

.. . Type of disaster information
for decision-making

Information provider

Public transport information
Casualty information

Medical institution information
Damage information

Road block information

River information

Shelter information

Electrical information

Water supply information

Railway and bus companies

Firefighters, police, municipal employees, and residents
Medical institutions

Firefighters, police, municipal employees, and residents
Firefighters, police, municipal employees, residents
Firefighters, police, municipal employees, and residents
Municipal employees

Power company

Municipal water department and residents
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Fig. 7 Screenshot of the hub information-sharing system

5.3 Disaster damage information-sharing system

A screenshot of the disaster damage information-sharing
system is shown in Fig. 6. This system can share infor-
mation from the disaster damage, road block, damage
area, electrical, water supply, and evacuation order infor-
mation registration systems. The disaster damage infor-
mation-sharing system supports decision-making, such as
requests to the self-defense force for cooperation or dis-
patch of municipal employees.

5.4 Hub information-sharing system

A screenshot of the hub information-sharing system is
shown in Fig. 7. The hub information-sharing system can
share information from the temporary evacuation center,
relief supply hub, and morgue information registration
systems. It supports decision-making, such as dispatch-
ing municipal employees to the evacuation center or dis-
tribution of relief supplies.

5.5 Time-series disaster information-sharing system

A screenshot of the time-series disaster information-shar-
ing system is shown in Fig. 8. This system can share all
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Fig. 8 Screenshot of the time-series disaster information-sharing sys-
tem

4. Somewhat difficult
0%

5. Difficult
0%

3. No opinion
17%

Operability

Fig. 9 Operability evaluation [total number of municipal employees
(n) =23]

the disaster information registered in the disaster infor-
mation registration system. In addition, it supports deci-
sion-making by enabling prompt measures to be taken
based on damage information presented in the time-series
form.

6 Evaluation

To evaluate the operability, readability, functionality, and
necessity of the decision support system, we surveyed 23
municipal employees of the disaster prevention division
through a questionnaire.

6.1 Operability of the decision support system

The operability evaluation results for the decision sup-
port system are shown in Fig. 9. With regard to the oper-
ability of the decision support system, approximately
80% of the subjects answered “easy” or “somewhat easy”
and none of the subjects answered “somewhat difficult”
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understand
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understand
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to understand
65%

Fig. 10 Readability evaluation (n = 23)

4. Somewhat dissatisfied
0%

5. Dissatisfied
0%

el 1. Satisfied
3. No opinion 22%

22%

2. Somewhat
satisfied
56%

Fig. 11 Functionality evaluation (n = 23)

or “difficult.” Therefore, the results of the questionnaire
indicate that the decision support system is easy in terms
of operability.

6.2 Readability of the decision support system

The readability evaluation results for the decision support
system are shown in Fig. 10. With respect to the readabil-
ity of the decision support system, approximately 90% of
the subjects answered “easy to understand” or “somewhat
easy to understand” and none of the subjects answered
“somewhat hard to understand” or “hard to understand.”
Therefore, the results of questionnaire indicate that the
decision support system is easy in terms of readability.

6.3 Functionality of the decision support system
The functionality evaluation results for the decision support

system are shown in Fig. 11. With regard to the functional-
ity of the decision support system, approximately 70% of

4. Somewhat unnecessary
0%

5. Unnecessary
0%

3. No opinion
17%

1. Necessary
57%

Fig. 12 Necessity evaluation (n = 23)

4. Somewhat ineffective
0%

5. Ineffective
0%

3. No opinion
13%

1. Effective
. 4%
Effectiveness

Fig. 13 Effectiveness evaluation for the large-scale display (n = 23)

the subjects answered “satisfied” or “somewhat satisfied,”
and none of the subjects answered “somewhat dissatisfied”
or “dissatisfied.” Therefore, the results of the questionnaire
indicate that the decision support system serves its function
well.

6.4 Necessity of the decision support system

The necessity evaluation results for the decision support
system are shown in Fig. 12. Regarding the necessity of
the decision support system, about 80% of the subjects
answered “necessary” or “somewhat necessary”, and none
of the subjects answered ‘“somewhat unnecessary” or
“unnecessary”. Therefore, the results of the questionnaire
indicate that the decision support system is needed.

6.5 Effectiveness of the large-scale display
The effectiveness evaluation results for the large-scale dis-

play are shown in Fig. 13. Regarding the effectiveness of
the large-scale display, about 90% of the subjects answered

@ Springer

-39 -



KFREEEFRE Y o7 b THIRICES U HRWNICTA /N— 3 VORIl ICTZu—hVEBEHEYL Y X —  Artif Life Robotics

“effective” or “somewhat effective”, and none of the sub-
jects answered ‘“‘somewhat ineffective” or “ineffective”.
Therefore, the results of the questionnaire indicate that the
large-scale display is effective.

7 Conclusions

In this research, we constructed and evaluated a decision
support system to formulate disaster countermeasures using
an interactive large-scale high-resolution display. The sys-
tem enabled rapid sharing of registered information at the
disaster control headquarters, displaying a range of disaster
information on the large-scale display from diverse infor-
mation sources and media.

To evaluate the operability, readability, functionality,
and necessity of the decision support system, 23 munici-
pal employees of the disaster prevention division were sur-
veyed through a questionnaire. The system received a great
evaluation in all the evaluation items.
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Cross-lingual Product Recommendation System Using
Collaborative Filtering

Kanako Komiya', Minoru Sasaki!, Hiroyuki Shinnou’ and Yoshiyuki Kotani'?

We developed a cross-lingual recommender system using collaborative filtering with
English-Japanese translation pairs of product names to help non-Japanese buyers who
speak English when they are visiting Japanese shopping websites. Customer purchase
histories at an English shopping site and those at another Japanese shopping site were
used for the experiments. Two experiments were conducted to evaluate the system.
They were (1) two-fold cross validation where half of the translation pairs were masked
and (2) experiments where all of the translation pairs were used. The precisions,
recalls, and mean reciprocal ranks (MRRs) of the system were evaluated to assess the
general performance of the recommender system in the first set of experiments. We
investigated the effect formatting the translation pairs and the performance according
to the type of feature value of the vectors (binary versus rating values). In contrast,
the kind of items that were recommended in a more realistic scenario were shown
in the second experiment. The results reveal that masked items were found more
efficiently than when the bestseller recommender system was used and, further, that
items only on the Japanese site that seemed to be related to the buyers’ interests
could be found by the system in the more realistic scenario.

Key Words: Cross-lingual, Recommendation, Collaborative Filtering, Translation Pair

1 Introduction

Japanese pop culture such as that exemplified by manga, anime, and gaming has gained
popularity with the younger generation in recent years. In addition, e-commerce has become
widely used throughout the world and had enabled people to purchase products from abroad.
However, there are some cases in which non-Japanese buyers are unable to find the products
they want through Japanese shopping websites because the websites require Japanese queries.
It is particularly difficult to translate product names such as the titles of anime or movies using
machine translation. We developed a cross-lingual recommender system using collaborative fil-
tering with English-Japanese translation pairs of product names to alleviate this problem. Even
if non-Japanese buyers cannot formulate Japanese queries on Japanese shopping websites, the

recommender system should capture their interests from their purchase histories and recommend
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various products that they want.

Since we had no customer purchase histories for shopping sites in both English and Japanese,
the customer purchase histories at an FEnglish shopping site and those at another Japanese shop-
ping site were used together for the experiments. The precisions, recalls, and mean reciprocal
ranks (MRRs) of four types of systems were evaluated to investigate the performance of the
cross-lingual recommendation. Two kinds of experiments were conducted to evaluate the system:
(1) two-fold cross validation, where half of the translation pairs were masked and (2) experiments
where all the translation pairs were used. The experiments reveal that the system with collabo-
rative filtering outperformed a bestseller recommender system and products only at the Japanese
site that seemed to be related to buyers’ interests could be found by the system.

This paper is structured as follows. Section 2 reviews related work on recommendations
and other trials to solve the problem where non-Japanese buyers cannot buy some products via
Japanese shopping sites. Section 3 explains the outline of the recommendation system that we
developed. Section 4 describes the data we used, Section 5 demonstrates two processes to achieve
our system, and Section 6 explains the experimental settings. We present the results in Section

7 and discuss them in Section 8. Finally, we conclude the paper in Section 9.

2 Related Work

Recommender systems, which involve recommending items such as products, pages, and arti-
cles, have been studied intensively in recent years. Methods of recommendation can be categorized
into two types, i.e., content based and collaborative filtering based recommendations. We focused
on the latter type in the current study.

There has been a large amount of work on the similarities between users for collaborative
filtering. For example, (Symeonidis, Tiakas, and Manolopoulos 2010) defined similarities that
took into consideration the strength of links between users on social network services (SNSs) and
they used a graph based on similarities between links on SNSs and customer purchase histories.

In addition, (Kawamae, Sakano, Yamada, and Ueda 2009) proposed collaborative filtering
based on the relationships between users who tended to purchase products ahead of other users
by considering changes in users’ interests. (Chang and Quiroga 2010) proposed a method of
recommendation using bookmark data and content from Wikipedia to consider the serendipity
of recommendations. (Musto, Semeraro, Gemmis, and Lops 2015) proposed content-based rec-
ommendation and (Ozsoy 2016) proposed an item recommendation system using the technique

of word embedding.
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Our purpose is to help the non-Japanese users of Japanese shopping sites who speak English
to purchase products that are sold only on Japanese shopping sites. One way to solve this
problem is to use machine translation techniques. However, it is difficult for machines to translate
the titles of the books or movies because they contain few literal translations. In addition,
machine translation techniques cannot be used, especially when we have no parallel corpora.
(Tsuji, Nemoto, Luangpiensamut, Abe, Kimura, Komiya, Fujimoto, and Kotani 2012) proposed
transliteration from Japanese product names to alphabetical queries to address this problem.
We developed a cross-lingual recommender system and exploited another way of recommending
products that are only sold on a Japanese shopping site to non-Japanese users. We believe that
these two methods could be used together.

To our knowledge, the closest work to ours is the cross-lingual paper or keyword recommender
systems proposed by (Uchiyama, Nanba, Aizawa, and Sagara 2011) and (Takasu 2010). However,
they recommended papers or keywords for the abstracts of papers rather than products such as
books and movies, and they did not use translation pairs but parallel corpora instead.

Recommendations using Linked Open Data (LOD) also correlate with our system because they
also use no parallel corpora. (Pham, Jung, Nguyen, and Kim 2016) and (Mirizzi, Noia, Ostuni,
and Ragone 2015) made cross-lingual recommendations using LOD without using collaborative
filtering. However, we extracted the translation pairs from Wikipedia.

In addition, this research has a close relation to cross-domain recommender systems. Accord-
ing to (Cantador and Cremonesi 2014}, our research belongs to linked-domain recommendation.

The contributions of this paper are as follows. (1) We achieved a cross-lingual recommendation
system without any parallel corpora. We conducted linked-domain recommendation using simple
collaborative filtering with only translation pairs and customer purchase histories at two shopping
sites in different languages. (2) We assessed our system using cross validation of the translation
pairs. This contribution enabled the cross-lingual recommender systems to be evaluated. In

addition to the evaluation of the system, we showed some examples in a more realistic scenario.

3 Recommendation System to Help Non-Japanese Buyers

Figure 1 depicts the data flow diagram of the recommender system using collaborative filtering
with translation pairs. Hereafter, buyers from Japanese shopping sites are referred to as “Japanese

't

users,” and buyers from English shopping sites are referred to as “English users.”

As Figure 1 shows, Japanese items are recommended for each English user when the customer

purchase history of that user is input into the system. The system performs two processes, item
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Wikipedia I
A customer buying history
Extraction of of a English user
translation pairs (cf. Fig.3)

Translation temn Japanese customer
pairs X . buying histories
(cf. Fig.4) Identification (cf Fig.2)

Recommendation
(Coliaborative filtering)

I

Japanese items for
the English user

Fig. 1 Data flow diagram

identification and recommendation, that is, (1) the items at an English shopping site are identified
as those at a Japanese shopping site using translation pairs extracted from Wikipedia and (2)

the items at the Japanese shopping site are recommended using collaborative filtering.

4 Data

Two kinds of data, i.e., the customer purchase histories at English and Japanese shopping
sites and English-Japanese translation pairs, were necessary to recommend items at a Japanese
shopping site to non-Japanese buyers. Because we had no customer purchase histories of a
shopping site in both English and Japanese, customer purchase histories from an English shopping
site and those from another Japanese shopping site were used together in the experiments.

The review data of the Rakuten Ichiba in Rakuten Data Release! and MovieLens 10 M
Dataset of GroupLens Research (Harper and Konstan 2015)2 were used for the customer purchase
histories on Japanese and English shopping sites, respectively. GroupLens Research has data on
the movies. However, the Rakuten Data Release contains data on products in various genres.
Therefore, the reviews from Rakuten Books,®> which includes data on movies and books, were
extracted for the experiments. We used the reviews as the customer purchase histories because

they could only be written by users who had bought the items. We used not only movie data

! http://rit.rakuten.co.jp/opendata.html
2 http://www.grouplens.org/
3 http://books.rakuten.co.jp/
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but also book data because the original stories of some movies were first written as books and
movies are often novelized. The customer purchase histories we used are transactions that consist
of three items of data: user IDs, product names, and their ratings. The ratings were graded by
each user on a scale from one to five. Hereafter, items that were bought at both the English and
Japanese sites are referred to as “common items.” and are important because our system uses
collaborative filtering.

The numbers of transactions, users, and transactions per user of the original data and the data
of common items according to language are listed in Table 1 (in the column labeled “Without”).

The English-Japanese translation pairs were collected from Japanese Wikipedia? using regular
expressions.> Because the translation pairs consisted of Japanese movie titles extracted from
their original titles, they included not only English translations but also translations into other
languages such as French, Spanish, and Chinese. Table 1 lists the number of translation pairs,
number of item types® in the original data, number of item types with translations in the original

data, and common items (in the column labeled “Without”).

Table 1 Statistics of the original data and data of the common items

Format Without With
Language Japanese | English | Japanese | English
Original Transactions 352,692 | 442,849 | 346,104 | 442,845
Original Users 82,176 | 62,839 81,159 | 62,839
Original Transactions/user 4.29 7.05 4.26 7.05
Common Items | Transactions 794 | 10,947 2,553 | 32,623
Common Items | Users 705 2,835 1,935 7,372
Common Items | Transactions/user 1.13 3.86 1.32 4.43
Translation pairs 14,327 14,324
Original Types of items 235,777 196,326
Original Types of items with translation 2,633 4,081
Common Items | Types of items with translation 236 506

4 http://ja.wikipedia.org/wiki/ (accessed 2012/12/20)

5 Wikipedia data only contain translation pairs for famous items. It is desirable to use methods that generate
more translation pairs to alleviate the sparsity of the data. For example, image recognition could be used in
the future.

6 We used the word “type” to distinguish the number of types from the number of tokens, i.e., the frequency.
For example, the number of item types equals that of the product IDs if the products have them.
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5 Item Identification and Recommendation

As Figure 1 illustrates, the recommender system using collaborative filtering with translation
pairs consists of two processes: item identification and recommendation using collaborative fil-
tering. We used collaborative filtering with item overlap as Figure 2 shows (see (Cantador and

Cremonesi 2014}).

5.1 Item Identification
The same items at the two sites are identified using English-Japanese translation pairs because
they have different product names according to the language. Figures 3, 4 and 5 have examples

of Japanese customer purchase histories, English customer purchase histories, and the translation

Fig. 2 Collaborative filtering with item overlap

- A

User ID Product name Ratings
1 [FW)] [ZEEZE (HER)] Crystal Ball X NYLON JAPAN RU—AI5K - Z7U— h—Fh
Ny TR (R4 MNKTIvT ) 4
1 TSUMORI CHISATO 2010-11 AUTUMN & WINTER COLLECTION 5
(EXEHER] 4
BREEDPALEIRIDIATVYIVIY 2
(ERERl] FyLvovvvar! (5) 4
GERHERL] (R > - 4 5K EE5] Mr.Children / SENSE 1

LV VR VI

User ID Product name Ratings

1 crystalballnylonjapan RY—A 3 KRS 7V —h—b v I F 4
tsumorichisato201011autumnwintercollection 5
BRELHPALEDIIDIAT YTV 2

FyYLoYIivi 4

mrchildrensense 1

[ S

Fig. 3 Examples of Japanese customer purchase histories
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/

User ID Product name Ratings
Chasing Amy 5

Mr. Smith Goes to Washington 3
Return of the Jedi 5
Nadja 2

Weekend at Bernie’s 3
Brothers McMullen, The

e e

3

User ID Product name Ratings
chasingamy 5
mrsmithgoestowashington 3
returnofjedi 5
nadja 2

3
3

weekendatbernies

brothersmemullen

(P—‘I——*l——*)—-\b—'b—‘

\

Fig. 4 Examples of English customer purchase histories

FA T H—
BEBEOBEORE
NI R
BORE - ek
WEAV VYYD Tokyo Olympiad
FH OIR 2001: A Space Odyssey

Knight Rider

The Elephant’s Child

FARTA H—
BEORORE
NTw R
ROBEMTR
HEAY v
SO

knightrider
battleforplanetofapes
elephantschild
conquestofplanetofapes
tokyoolympiad

2001spaceodyssey

BATTLE FOR THE PLANET OF THE APES

CONQUEST OF THE PLANET OF THE APES

Fig. 5 Examples of translation pairs

pairs. The ones above the lines are the original text. As Figures 3 shows, Japanese customer
purchase histories contain noise like ¢ [R¥HEEL] » (freight free), « (F49) ” (pre-order), and

“(Book 2).” These expressions should be removed to identify the product names. In addition,

the formats of product names are varied: The Godfather in the translation pair list is Godfather,

The in the customer purchase histories of the English shopping site. This kind of difference

585

47 -



RWORFHE LT 0 = 7 b THIICH S U7 RUNICT A/ N—2 3 VORI ICTY u— ) VEE 2 > 2 —

Journal of Natural Language Processing Vol. 24 No. 4 September 2017

often prevents the products from being correctly identified. Therefore, we formatted the product
names to improve product identification and called this process “formatting.”

The procedures of this process are as follows.

(1) Expressions within brackets are removed to remove expressions such as “ [R&EHER] »
(freight free), “ (F#J) ” (pre-order), and “(Book 2).”

(2) All the Japanese one-byte characters are converted into two-byte characters.

(3) All the two-byte Latin characters used on Japanese shopping sites are converted into
one-byte characters.

(4) All the Latin characters are converted into lower case.

(5) Articles are removed.

{6) Punctuation, marks such as apostrophes, and marks used on Japanese shopping sites such
as “%” and “)” are removed.

(7) Expressions like “special edition,” “Blu-ray Disc Video,” and “DVD 2 L 7 # — X BOX1”
(DVD collectors BOX1) are removed using a stop words list, which included 65 words.

The text under the lines in Figures 3, 4 and 5 are formatted examples.

In addition, Table 1 shows that the number of the original data items decreased” but the
number of common items increased as a results of the formatting. It also shows that the format-
ting decreased the number of translation pairs and the type of items in the original data, but
increased the number of types of items with a translation.

After formatting, the items at the English shopping site are identified as those at the Japanese
shopping site using the translation pairs extracted from Wikipedia. There are some items that
have no translation, but they have no impact on the collaborative filtering. In this study, we

demonstrate the effect of the item identification formatting.

5.2 Recommendation

We used collaborative filtering for the recommendations. Note that ordinary collaborative
filtering can be used now that the items at the English shopping site are identified on the Japanese
shopping site. The steps of this process are as follows.

(1) Vectors for English and Japanese users are generated. The features of the user vectors are
the indices of the products and their values are binary, i.e., bought or not, or their ratings.
(2) Similarities between the English and Japanese users are calculated. Cosine similarities are

used.

7 All the words in some transactions are removed by formatting.
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(3) Japanese users who are similar to English users are selected.

(4) Ttems that the Japanese users bought are recommended to the English users. (All the items
bought by a Japanese user who is the most similar to an English user are recommended
before any items bought by the Japanese user who is the second-most similar to him /her. If
the feature values are ratings, items are recommended in order of the ratings for Japanese

users.)

6 Experiments

Since the purpose of our research is to recommend items at a Japanese shopping site to non-
Japanese buyers, we wanted to recommend items that were only sold at a Japanese shopping site
to non-Japanese buyers. However, we could not automatically evaluate the performance of the
recommender system using the customer purchase histories of products that were sold only at a
Japanese shopping site because there were no customer purchase histories where English users
purchased items at a Japanese site.

Therefore, two kinds of experiment were carried out to evaluate the system. They were (1)
two-fold cross validation, where half of the translation pairs were masked and (2) experiments in
which all the translation pairs were used. The former experiment assesses the general performance
of the recommender system. In contrast, the latter experiments show what kinds of items were
recommended in a more realistic scenario. The system in both sets of experiments recommended
items from the Japanese shopping site to English users. A bestseller recommender system, in
which the bestsellers at a Japanese shopping site were recommended in order of the number of
times they were sold, was implemented and compared with the proposed method. The frequency
with which an item was sold was calculated using all the customer purchase histories at the
Japanese shopping site.® The Japanese customer purchase histories we used in these two kinds
of experiments are summarized in Table 1. In the experiments, if a Japanese product name had
multiple translations, we used all the translations. The items that were in the input vector were
not recommended because we believe that most users do not purchase items that they already

have.

8 The bestseller baseline emphasizes popular products. We used this baseline, although it is unknown whether
the data we used contain many of such products. This is because we think that our system can at least
recommend items to those who purchase items that are not popular products.
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6.1 Cross Validation of Translation Pairs

In this experiment, two-fold cross validation, where half of the translation pairs are masked,
was conducted. The items whose translation pair was masked were assumed to be the items sold
only at a Japanese site. Only common items were used both in Japanese and English customer
purchase histories because the other items on the two sites are too different from each other to
assess the system using cross validation. The experiment consisted of five steps.

(1) Only common items were collected for the experiment.

(2) Half of the translation pairs were masked for the recommendation phase.®

(3) The common items with masked translations were masked for the test with respect to the
English vectors.

(4) The system recommended items at a Japanese shopping site to English users.

(5) The system then checks if the recommended items have been bought by the English user
using the uncovered translation pairs.

The system recommended not only items with masked translation pairs but also items with
unmasked translation pairs. In addition, the translation pairs were divided into two groups
without looking for the list of common items. Therefore, the number of masked items differ
in the two validations. The item-based precisions and recalls at 1'° (one recommended item
per item) and at 10!! (10 recommended items per item), the user-based precisions at 1 and
at 10, and the MRRs'? of the system were evaluated to assess the general performance of the
recommender system. As the number of masked items differed in the two validations, micro-
averaged precisions and recalls were assessed and F-measures were calculated based on them.

However, macro-averaged MRRs were assessed because it is a criterion about ranks.

6.2 More Realistic Scenario

This experiment shows what kind of items were recommended in a more realistic scenario
using all the translation pairs. Therefore, not only common items but also the items bought only
by Japanese buyers were recommended. We present the examples and discuss them in Section 8
because the items only sold at a Japanese shopping site could not be automatically checked.

In addition, common items in English vectors were masked for the test and item-based preci-

9 Note that not the customer buying histories but the translation pairs were divided for cross validation.
10 The system recommended one item for one masked item.
11 The system recommended ten items for one masked item.
12 The system recommended any number of items for one masked item.
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sions at 1 and recalls were evaluated for reference.'® Cross validation of the items in the English
vectors was conducted; half of the common items were masked and checked to determine if they
were recommended by the system. Binary purchase values were used in this experiment. Two
methods were used for the evaluations: strict and lenient evaluation methods. The system output
is only correct in the strict evaluation when the masked item was recommended to users who
bought it. However, the system output is correct in the lenient evaluation when the recommended

item was bought by any of the users in the test set.

7 Results

Tables 2, 3, and 4 summarize item-based precisions, recalls, and F-measures, user-based
precisions, and MRRs of experiments with cross validation of translation pairs. In addition,
Table 5 shows item-based precisions, recalls, and F-measures of experiment in realistic scenario.
“~" and “4+” in the “Format” column means that the recommendations were performed without
and with formatting, respectively. “Binary” and “value” in the Feature column means that the
feature values for the recommendations were binary or rating values. “CFEF” in the tables means
collaborative filtering. “1” and “10” in the “N of Answers” column means that the results at

1 and 10, respectively. Bestseller (English) in Table 5 means the case that only English items

Table 2 Item-based precision, recall, and F-measure of experiment with cross validation of the trans-

lation pairs

Format | Feature | Method | N of Answers Precision Recall F-measure
— binary | CF 1 0.55% (6/1,097) 0.15% (6/3,906) 0.24%
— value CF 1 0.55% (6/1,097) 0.15% (6/3,906) 0.24%
— Bestseller 1 1.66% (65/3,906) 1.66% (65/3,906) 1.66%
+ binary | CF 1 6.39% (616/9,642) 5.27% (616/11,690) 5.78%
+ value CF 1 6.56% (632/9,641) 5.41% (632/11,690) 5.93%
+ Bestseller 1 3.08% (360/11,690) 3.08% (360/11,690) 3.08%
- binary | CF 10 0.53% (6/1,138) 0.15% (6/3,906) 0.24%
- value CF 10 0.70% (8/1,138) 0.20% (8/3,906) 0.32%
- Bestseller 10 2.76% (1,086/39,386) | 27.80% (1,086/3,906) 5.02%
+ binary | CF 10 6.12% (933/15,242) 7.98% (933/11,690) 6.93%
+ value CF 10 6.12% (932/15,241) 7.97% (932/11,690) 6.92%
+ Bestseller 10 3.32% (3,880/117,013) | 33.19% (3,880/11,690) 6.03%

13 These experiments were conducted not to assess the performance of the system but to show some examples in
a more realistic scenario.
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Table 3 User-based precision of the experiment with cross validation of the translation pairs

Format | Feature | Method | N of Answers | Precision
— binary | CF 1 0.39%
— value CF 1 0.39%
— Bestseller 1 1.08%
+ binary | CF 1 6.72%
+ value CF 1 6.81%
+ Bestseller 1 1.41%
— binary | CF 10 0.34%
- value CF 10 0.50%
— Bestseller 10 18.51%
+ binary | CF 10 9.42%
+ value CF 10 9.38%
+ Bestseller 10 16.17%

Table 4 MRR and rank of the experiment with cross validation of the translation pairs

Format | Featrue | Method | MRR Rank
— binary | CF 0.0181 | 55.31th
— value CF 0.0182 | 54.89th
- Bestseller | 0.0480 | 20.83th
+ binary | CF 0.1556 | 6.43th
+ value CF 0.1355 | 7.38th
+ Bestseller | 0.0584 | 17.12th

Table 5 Item-based precision, recall, and F-measure of the experiment in a realistic scenario

Method Strictness Precision Recall F-measure
CF Strict 1.58% (74/4,678) 1.48% (74/4,998) 1.53
Bestseller Strict 0.00% (0/4,998) 0.00% (0/4,998) 0.00
Bestseller (English) | Strict 0.90% (45/4,998) 0.90% (45/4,998) 0.90
CF Lenient | 14.92% (698/4,678) | 13.97% (698/4,998) 14.43
Bestseller Lenient | 0.00% (0/4,998) 0.00% (0/4,998) 0.00

recommended. (This system could not recommend items sold only at a Japanese site.)

We defined the item-based precision, user-based precision, and recall as follows:

Nitem

Precision tem = Npwom (1)

Precisionser = % (2)

Recall;iom = Nﬁim (3)
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where Nitem, NDitem, Nuser, NPuser, and N7 correspond to the number of correct items output
by the system, number of items output by the system, number of users the correct items are
recommended to, number of all users to whom items are recommended by the system, and
number of all masked items. Here, % is added to Ny ser When one item is correct (k is the number
of items that are masked for the user in question). Thus, user-based precision can be 100% only
when all the items of all the users are correctly recommended.

In addition, MRR was calculated as:

1 N 1
— __ 4
MRR N ;Zl ramk (i) (4)

where N denotes the number of test data (users) and rank(i) denotes the highest ranking of
the correct products that are recommended to user . When none of the items recommended to
user ¢ are correct, rank(i) is zero.

The rank of Table 4 shows the rank of the correct items that are generally recommended.

8 Discussion

8.1 Cross Validation of Translation Pairs

Table 2 shows that the collaborative filtering system outperformed the bestseller recommender
system with respect to all criteria except for recall at 10 when item-based precisions, recalls, and
F-measures are compared. In addition, although the recalls at 10 of bestseller recommender
system (27.80% without formatting and 33.19% with formatting) substantially outperformed
those of the collaborative filtering system (0.15% and 0.20% without formatting and 7.98% and
7.97% with formatting), this is only because the bestseller recommender system recommended
many items; it recommended more than 34 times (without formatting) or seven times (with
formatting) as many items as the collaborative filtering system recommended. Table 2 also
shows that formatting makes the results better regardless of the method. In addition, the results
improved with respect to all criteria except for the precision of the collaborative filtering system
when the number of recommended items was increased from 1 to 10. The results are almost the
same as for the precisions of the collaborative filtering system. Moreover, the results are almost
identical to each other when the feature values were binary or ratings.

Table 3 shows that the bestseller recommender system was better in the use-based precision

at 1 when the titles were not formatted,'* but the collaborative filtering system was better when

14 The results are very low.
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the titles were formatted. The same table shows that the bestseller recommender system was
better at user-based precision at 10 regardless of formatting. The collaborative filtering system
with formatting was the best when the user-based precisions at 1 are compared and the bestseller
system was the best when the user-based precisions at 10 are compared. These results indicate
that the collaborative filtering system recommended fewer correct products but did so more
quickly. In addition, the results are almost identical to each other when the feature values were
binary or rating values.

Moreover, Tables 2 and 3 show that the collaborative filtering system was better for the item-
based precision at 10 but the bestseller system was better for the user-based precision at 10.
These results indicate that the collaborative filtering system was better for the user who bought
many items and that the bestseller system tends to recommend the correct products more for
the user who buys fewer items. The original collaborative filtering has a cold start problem and
this is also the case here.

Finally, Table 4 show that, as for MRR, the collaborative filtering system outperforms the
bestseller system when the titles are formatted. In addition, formatting makes the results better
regardless of the method. Moreover, the results are almost identical to each other yet again
whether the feature values were binary or ratings. The collaborative filtering system with for-
matting when binary values were used was the best system. Table 4 shows that for the 6.43th
item, the collaborative system recommends was generally correct although for the 17.12th item
the bestseller recommender system recommends is generally correct. This indicates that the
bestseller recommender system has to wait more than twice as long as the collaborative filtering

system to make a sale.

8.2 More Realistic Scenario

Table 5 shows that the performance of the collaborative filtering system is low. In particular,
the low values for lenient evaluations of the recommendations from the Japanese shopping site
to English users indicate how different they are. The reason for the poor performances of recom-
mendations from the Japanese shopping site is the difference in the items that the two shopping
sites sell.

However, none of the items the bestseller recommender system recommended were bought by
any English users. In addition, not only the strict precision and recall but also those of the lenient
evaluation were 0%. Moreover, the bestseller recommender system could correctly recommend
only 45 items even if the system recommended only items with translation pairs. These results

reveal that naive collaborative filtering could better recommend items that the English buyers
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bought than the bestseller recommender system.

Since the purpose of our research was to recommend items at a Japanese shopping site to
non-Japanese buyers, the system is successful if it can recommend products that seem to be
related with buyers’ interests at only the Japanese site, even if the precision or recalls are low.

Therefore, we finally present examples of the recommender system outputs. For users who
bought Fantasia, Wizard of Oz, The, Pinocchio, Alice in Wonderland, Snow White and the
Seven Dwarfs, Beauty and the Beast, and Cinderella, the system recommended The Aristocats,
The Little Mermaid, Dumbo, REN 5 b ) DU L & (Sleeping Beauty), Alice’s Adventures in
Wonderland, 101 & b A H % A (101 Dalmatians), L 5@ & U (Snow White), O A D+
297 %Yy b (Nausicad of the Valley of the Wind Set: Volumes 1 to 7), Peter Pan, Toy Story
3, and 7 — & A% SH3E (Look and Find Pooh). Here, the English names were the products that
had translation pairs and the Japanese names were those that did not have them. In addition,
Ny 7 - kv - Ta—F % — Part 3 (Back to the Future Part 3) or /Ny 7 o # 7 2 —
F v — 25th 7 =/N—%1) — (Back to the Future 25th Anniversary) were recommended to users
who bought Back to the Future. These results indicate that even if the recommended items were
determined to be incorrect by the system, they included many correct answers.

In addition, Nausicad of the Valley of the Wind Set: Volumes I to 7 and Back to the Future
25th Anniversary were products that were sold only at the Japanese shopping site. They also
seemed to be related to buyers’ interests. Therefore, we think that simple collaborative filtering
between two shopping sites in different languages could provide many effective recommendations.

These items could not be recommended by the bestseller recommender system at all.*®

However, Back to the Future Part 3 was also sold at the English shopping site, as was Back
to the Future Part III. The system could not identify that they were the same product. We
think that more accurate translation pairs will lead to fewer errors of that nature. Formatting
using the edit distance was tried, but it increased erroneous translations: RKf#H & EE (Angels
& Demons) was identified as KA & /NEBE (literally meaning angels and demons, but they are
totally different work). More precise formatting of product names should be investigated in the
future.

Finally, collaborative filtering has some limitations such as sparsity, scalability, and synonymy.
(Sarwar, Karypis, Konstan, and Riedl 2000) used singular value decomposition to reduce dimen-

sionality. We think that this technique could be used together with our method because it is

15 For example, the top-5 bestsellers were 1. One Piece (Japanese manga), 2. This Is It (CD) 3. Cath Kidston
“HELLO | FROM LONDON, 4. SO EM (Japanese manga, English title is Fullmetal Alchemist), and
5. IEIAEt Y = & O3B AE (a Japanese cookbook).
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effective in some domains. In addition, we plan to perform domain adaptation in a scenario in
which we use a small number of English customer purchase histories in addition to Japanese

customer purchase histories in the future.

9 Conclusion

We developed a system that recommends products at a Japanese shopping site to non-
Japanese users using naive collaborative filtering. The same items on both Japanese and English
sites were identified using translation pairs because the items had different product names accord-
ing to the language. Our experiments reveal that the collaborating filtering system outperformed
the bestseller recommender system. They also reveal that products only at the Japanese site
that seemed to be related to the buyers’ interests could be found by the system. In addition,
even if the recommended items were determined to be incorrect by the system, they included
many answers that seemed to be correct. We think that simple collaborative filtering between

two shopping sites in different languages could provide many effective recommendations.
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