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Abstract: Fujioka et al. proposed the first generic construction (FSXY construction) of exposure-resilient authenti-
cated key exchange (AKE) from a key encapsulation mechanism (KEM) without random oracles. However, the FSXY
construction implicitly assumes that some intermediate computation result is never exposed though other secret in-
formation can be exposed. This is a kind of physical assumption, and an implementation trick (i.e., some on-line
computation is executed in a special tamper-proof module) is necessary to achieve the assumption. Such a trick is
very costly and may be missed by human errors in implementation. From the viewpoint of the human factor, it is
desirable to avoid using complicated implementation tricks. In this paper, we introduce a new generic construction
without implementation tricks. Our construction satisfies the same security model as the FSXY construction with-
out increasing communication complexity. Moreover, it has another advantage that the protocol can be executed in
one-round while the FSXY construction is a sequential two-move protocol. Our key idea is to use KEM with public-
key-independent-ciphertext, which allows parties to be able to generate a ciphertext without depending on encryption

keys.

Keywords: authenticated key exchange, NAXOS trick, key encapsulation mechanism, exposure-resilience

1. Introduction

1.1 Background

Authenticated Key Exchange (AKE) is a cryptographic prim-
itive for sharing a common session key among multiple parties
through unauthenticated networks such as the Internet. In the or-
dinary PKI-based setting, each party locally keeps his own static
secret key (SSK) and publishes a static public key (SPK) corre-
sponding to the SSK. The validity of SPKs is guaranteed by a cer-
tificate authority. Tn a key exchange session, each party generates
some session-specific randomness. We call such a randomness
an ephemeral secret key (ESK) of the party. Using the ESK, each
party computes and sends an ephemeral public key (EPK) corre-
sponding to the ESK. A session key is derived from these keys
with a key derivation procedure. Parties can establish a secure
channel with the session key. For example, in the Diffie-Hellman
(DH) key exchange [9], the ESK of party A (resp. B) is random-
ness x (resp. y) and the EPK of party A (resp. B) is g* (resp. g¥).
Note that the SSK and SPK are not used in the DH key exchange.

An important research target of this area is to achieve exposure-
resilience. That means, even if an adversary learns some of secret
keys of partics, generated session keys must be protected. For
example, SSKs may be exposed if a party is corrupted, or a de-
vice itsell (e¢.g., a smart phone) that records a SSK is physically
stolen. In another scenario, ESKs may be exposed if computa-
tions inputting an ESK are executed in a memory area of a smart
phone, and a malicious developer steals it via a hidden malware

that is embedded in some apps. Therefore, it is desirable Lo guar-
antee exposure-resilience in a provably secure way.

There are several studies about modeling exposure-resilience
in the AKE setting. Canetti and Krawczyk [4] defined the first
security model of AKE capturing exposure of SSKs and session
state, that is called the Canetti-Krawczyk (CK) model. Session
state contains all unprotected session-specific information. Thus,
if an intermediate computation is done in some protected area
(e.g., tamper-proof module, TPM), the output of the computation
is not included in session state. However, the CK model does not
allow an adversary to learn any SSKs nor the session state of the
target session (called the test session). LaMacchia et al. [17] also
proposed very strong security models capturing exposure of both
SSKs and ESKs, which is called the extended CK (eCK) model.
While the eCK model allows an adversary to directly learn SSKs
and ESKs of the test session, exposure of the session state is not
captured and exact information contained in ESKs is ambiguity.
The CK* model [11], [16] combines these two models; that is, an
adversary can obtain SSKs and ESKs of the test session, and can
learn the session state of other sessions. Note that the eCK model
and the CK* model are not comparable [6], [7].

Many concrete AKE schemcs that arc sccure in these models
have been studicd. HMQV [16] is one of the most efficient proto-
cols and satisfies the CK* model. However, the security proof is
given in the random oracle model (ROM) under the knowledge-
of-exponent assumption [8] which is a widely criticized assump-
tion [20]. Boyd et al. [1], [2] propose a generic construction
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(BCGNP construction) of AKE from a key encapsulation mecha-
nism (KEM), that is secure in the CK model in the standard model
(StdM). The CK model does not capture exposure of ESKs in
the test session. Thus, unfortunately, it is unclear whether the
BCGNP construction is secure when the ESK of the test session
is exposed. Fujioka et al, [11] show that the BCGNP construction
is insecure in the CK* model, and propose another generic con-
struction (FSXY construction) of AKE from KEM, that is secure
in the CK* model in the StdM.

1.2 Motivation

The FSXY construction uses a technique to resist exposure
of ESKs, which is called the twisted pseudo-random function
(PRF) trick [23]. This trick is essentially the same as the NAXOS
trick [17] except with/without random oracles (ROs). Roughly, a
party uses H(SSK,ESK) to compute an EPK instead of using the
ESK directly, where H is some intractable function like ROs. Un-
less both the SSK and the ESK are exposed, H(SSK,ESK) cannot
be computed by an adversary even if the ESK is exposed. Thus,
the FSXY construction guarantees the security against exposure
of ESKs.

However, such a trick has several problems. First, it needs
some implementation trick, because it is assumed that expo-
sure of H(SSK,ESK) never occurs while ESKs may be ex-
posed. A typical implementation is that all computations in-
putting H(SSK,ESK) are executed in a TPM such as a smart card.
Without the implementation trick (i.., H(SSK,ESK) is handled
by the same manner as ESKs), the twisted PRF trick is not mean-
ingful, and it may lead to an exposure attack (i.e., H(SSK,ESK)
and ESKs are exposed simultaneously) to the FSXY construction
though it is proved in the CK* model. Since some implementer
may miss setting the trick due to human errors, using the imple-
mentation trick causes potential vulnerability. The other is an
efficiency problem. As discussed above, computations inputting
H(SSK,ESK) must be executed in a TPM. In the FSXY construc-
tion, H(SSK,ESK) is used as randomness in generating a cipher-
text of chosen ciphertext secure (IND-CCA secure) KEM. This
computation must be done on-line (i.e., any pre-computation is
not possible) because the ciphertext is generated under the pub-
lic key of the peer of the session, and it can be computed after
the peer is determined. Therefore, the TPM must process a very
heavy on-line computation (i.e., an encryption algorithm of IND-
CCA secure KEM) for each session. It is clearly not desirable in
practice.

1.3 Our Contribution

First, we clarify that the FSXY construction is insecure in the
CK* model if the implementation trick does not work (i.e., the
outputs of the twisted PRF are handled in the same manner as
ESKs) in Section 3. Specifically, we give a simple attack using
exposure of the outputs of the twisted PRF. This fact shows that
the FSXY construction essentially needs very heavy on-line com-
putations in a TPM or similar implementation tricks.

Next, we introduce a new generic construction of AKE from
KEM, that is secure in the CK* model without relying on the
twisted PRF trick (i.e., no implementation trick is necessary)

© 2016 Information Processing Society of Japan

in Section 4*'. Our key idea is to use KEM with public-key-
independent-ciphertext (PKIC-KEM)[27]. PKIC-KEM allows
that a ciphertext can be generated independently from an encryp-
tion key, and a KEM key can be generated with the ciphertext,
the encryption key and randomness in generating the ciphertext.
While the previous work [27] uses a semantically secure (IND-
CPA secure) PKIC-KEM to obtain a one-round AKE scheme, we
use IND-CPA secure PKIC-KEM both to resist full ESK exposure
and to obtain one-round protocol *2. A typical example of IND-
CPA secure PKIC-KEM is the ElGamal KEM (i.e., an encryption
key is g7, a ciphertext is ', and the KEM key is ¢g*).

Furthermore, though the FSXY construction adapts a strong
randomness extractor as a part of the session key derivation pro-
cedure, we can replace it with a weaker building block, a com-
putational extractor (cExt). The cExt is a weaker and more effi-
cient primitive than the strong randomness extractor; the output
of the cExt is just guaranteed computationally indistinguishable
from random value but the strong randomness extractor guaran-
tees statistical indistinguishability. We can prove the security of
our construction only with the computational property; thus, we
can improve efficiency of the session key derivation procedure.
This technique is proposed in Refs. [28], {29]

The previous scheme [27] achieves a stronger security (i.e., in
the CK*-sFSMS® model) than our construction and the FSXY
construction. The CK*-sFSNR model contains strong forward
secrecy while our construction and the FSXY construction only
satisfy weak forward secrecy. Strong forward secrecy guarantees
that an adversary cannot recover a session key of a completed ses-
sion (i.e., a session in which the session key was already estab-
lished) even if static secret keys are compromised and the adver-
sary is active in the target session. On the other hand, weak for-
ward secrecy only guarantees the case when the adversary is pas-
sive in the target session. However, the previous scheme[27] re-
lies on the implementation trick as the FSXY construction. Thus,
the TPM must process a very heavy on-line computation.

There are some related works [19], [26] that achieve exposure-
resilient AKE schemes in the StdM without implementation
tricks. However, these schemes are specific constructions (i.¢.,
not generic construction), and rely on a strong building block,
PRFs with pairwise-independent random sources (#PRF). Tt is
not known how to construct 7PRF concretely. Table 1 shows a
comparison of exposure-resilient AKE schemes without imple-
mentation tricks. HMQV is the most efficient but relies on RO.
The schemes in Refs. [19], [26] are secure in the StdM but relies
on 7PRF. In addition, the scheme in Ref. [26] needs pairing op-
erations. Therefore, our scheme needs less communication cost
than the schemes in the StdM, and does not rely on 7PRF.

In Section 4, we show the difference of implementation images
of the FSXY construction and our construction in Fig. 3.

*!' Though the attack to the FSXY construction does not work in our con-

struction, the security model is the same as the FSXY construction. The
reason is that exact information contained in ESKs is not clear in the
model of AKE, and it depends on implementations of scheres. Thus, it
is hard to define such an implementation issue in the security model.
One-round means that parties can send their EPKs independently and
simultaneously in two-move protocols.

2
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Table I Comparison of exposure-resilient AKE.

Model implementation | Resource Assumption Computational cost | Communication
tricks? (#parings + #[mult,regular]-exp.) complexity
Ref. {16] CK* no ROM gap DH & KEA1 0+[2,2] 2|pl 512
Ref. [19] eCK no StdM DDH & #PRF 0+[2,6] 9lpl | 2304
Ref. [26] eCK no StdM DBDH & DLIN & aPRF 2+[2,8] 12ip| 3072
Ref. {11] CK* yes StdM DDH 0+[4,12] 8ipl 2048
Ref. [27] | CK*-sFS™K yes StdM DDH & DBDH & ¢-SDH 4+ (2, 14] 10{p| 2560
Ours CK* no StdM DDH 0+[4,12) 8|pl 2048

|pi means the size of a group element. For concreteness, the expected communication complexity for a 128-bit implementation is also given. Note that
computational costs are estimated without any pre-computation technique. The instantiation of our construction in this table uses the Cramer-Shonp
KEM [5] as IND-CCA secure KEM and the ElGamal KEM as IND-CPA secure PKIC-KEM.

2. CK* Security Model

In this section, we recali the CK* model [11], [16]. We slightly
modify the model to specify one-round protocols. It can be triv-
ially extended to any round protocol.

2.1 Notations

Throughout this paper we use the following notations. If Mis a
set, then by m €g M we denote that m is sampled uniformly from
M. If R is an algorithm, then by y « R(x; r) we denote that g is
output by R on input x and randommness r (if R is deterministic, r
is empty).

We denote a party by Up, and party Up and other parties are

" modeled as probabilistic polynomial-time (PPT) Turing machines
w.r.t. security parameter k. For party Up, we denote static secret
(public) key by S5 Kp (S PKp) and ephemeral secret (public) key
by ES Kp (EPKp). Party Up generates its own keys, ES Kp and
EPKp, and the static public key S PKp is linked with Up’s iden-
tifier in some systems like PKI *3. :

22 Session

An invocation of a protocol is called a session. Session ac-
tivation of party Up is done by an incoming message of the
form (IT, Up, Us), where we equate IT with a protocol identi-
fier, and Up is the party identifier of the peer. Party Up outputs
(1, Up,Up, EPKp), receives an incoming message of the form
(1, Up, Up, EPKp) from the peer Up, and then computes the ses-
sionkey S K.

A session of Up is identified by sid = (I1, Up, Up, EPKp) or
sid = (I, Up, Up, EPKp, EPKp). We say that Up is the owner
of session sid, if the second coordinate of session sid is Up.
We say that Up is the peer of session sid, if the third coordi-
nate of session sid is Up. We say that a session is completed
if its owner computes the session key. The matching session of
(IL, Up, Up, EPKp, EPK}) is session (I1, Up, Up, EPKp, EPKp)
and vice versa.

2.3 Adversary

- The adversary A, which is modeled as a PPT machine, controls
all communications between parties including session activation
by performing the following adversary query.

*3  Static public keys must be known to both parties in advance. They can
be obtained by exchanging them before starting the protocol or by re-
ceiving them from a certification authority. This situation is common for
all PKI-based AKE schemes.

© 2016 Information Processing Socicty of Japan

o Send(message): The message has one of the following
forms: (I, Up, Up), or (IL,Up, Up, EPKp). The adversary
A obtains the response from the party.

To capture exposure of secret information, the adversary A is

allowed to issue the following queries.

¢ SessionKeyReveal(sid): The adversary A obtains the ses-
sion key S K for the session sid if the session is completed.

+ SessionStateReveal(sid): The adversary A obtains session
state of the owner of session sid if the session is not com-
pleted (i.e., the session key is not established yet). Session
state includes all ESKs and intermediate computation results
except for immediately erased information but does not in-
clude the SSK. Concrete contents of session state is specified
in each protocol.

e Corrupt(Up): This query allows the adversary A to obtain
all information of the party Up. If a party is corrupted by a
Corrupt(Up) query issued by the adversary A, then we call
the party Up dishonest. If not, we call the party honest.

2.4 Freshness
For the security definition, we need the notion of freshness.
Definition 2,1 (Freshness) Let sid* = (II,Up, Up, EPKp,
EPKp) be a completed session between honest users Up and Up.
If the matching session exists, then let sid® be the matching ses-
sion of sid*. We say session sid” is fresh if none of the following
~conditions hold:
(1) The adversary A issues SessionKeyReveal(sid"), or
SessionKeyReveaI(EEF) if sid® exists,
(2) sid" exists and the adversary A makes either of the following
queries
o SessionStateReveal(sid") or
SessionStateReveal(EaT),
(3) sid” does not exist and the adversary A makes the following
query
e SessionStateReveal(sid").

2.5 Security Experiment
For the security definition, we consider the following security
experiment. Initially, the adversary A is given a set of honest
users and makes any sequence of the queries described above.
During the experiment, the adversary A makes the following
query at once.
o Test(sid™): Here, sid® must be a fresh session. Select ran-
dom bit b €g {0, 1}, and return the session key held by sid*

11
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Party Ux

ra, vy €Eg FS; rra €g RSe
(CTa, Ky) « EnCap,,, (Fo, (ra) ® F), (04))

(ekr, dkr) « wKeyGen(1*, rry)

Ky «— DeCapy, (CTg)

Kr < wDeCap,, (CTr)

K| « Ext(s, K4); K, — Ext(s, Kp); K « Ext(s, Kr)
ST = (UA, UB, ekA. eku, CTA, ek'r, CTE, CTT)

SK = GK; She GK; ShHe GK"(ST)

Common public parameter : F,F',G, Ext, s
SSK and SPK for party U, : SSKy := (dka,04), SPK, = ek,
SSK and SPK for party Ug : SSKg := (dkg,0p), SPKg := ekg

Ua,Up, CTy, ekr
————

Ua,Us,CT3,CTr
A BB T

Party Ug

rg. 7z €g FS; rrp €g RSE
(CTp. Kp) — EnGap,y,(Fo, (r5) @ F}, (98))

(CTr, Kr) « WEnGap,,, (rrs)

K, « DeCapy, (CTa)

K, « Ext(s,Ka); K, « Ext(s,Kp); K — Ext(s, Kr)
ST := (UA, UB, Ek,q. ekn, CTA, ek-r, CTE, CTT)

SK = Gx; SN e Gy She GK; (ST

Fig. 1 FSXY construction.

if b = 0, and return a random key if b = 1.

The experiment continues until the adversary A makes a guess
b’. The adversary A wins the game if the test session sid” is still
fresh and if the guess of the adversary A is correct, i.e., b = b.
The advantage of the adversary A in the AKE experiment with
the PKI-based AKE protocol I is defined as

AdVA¥E(A) = Pr[A wins] - %

‘We define the security as follows.

Definition 2.2 (Security) We say that a PKI-based AKE pro-
tocol I1 is secure in the CK* model if the following conditions
hold:

(1) If two honest parties complete matching sessions, then, ex-
cept with negligible probability, they both compute the same
session key.

(2) For any PPT bounded adversary A, Advﬁm(ﬂ) is negligible
in security parameter  for the test session sid*,

(a) if sid* does not exist, and the static secret key of the
owner of sid” is given to A.

(b) if sid” does not exist, and the ephemeral secret key of
sid* is given to A.

(c) if sid” exists, and the static secret key of the owner of
sid* and the ephemeral secret key of sid” are given to
A.

(d) if sid® exists, and the ephemeral secret key of sid* and
the ephemeral secret key of sid” are given to A.

(e) if sid” exists, and the static secret key of the owner of
sid” and the static secret key of the peer of sid” are given
to A. ’

(f) if sid” exists, and the ephemeral secret key of sid” and
the static secret key of the peer of sid” are given to A.

3. Exposure Attack to FSXY Construction:
Case of No Implementation Trick

In this section, we show an attack to the FSXY construction if

an adversary can expose the output of the twisted PRF of parties.

Therefore, it is a realistic attack when the FSXY construction is
implemented without a special TPM.

© 2016 Information Processing Society of Japan

3.1 Protocol of FSXY Construction

First, we recall the protocol of the FSXY construction.

It is a general construction from IND-CCA secure KEM
(KeyGen, EnCap, DeCap) and IND-CPA secure KEM
(wKeyGen, wEnCap, wDeCap), where the randomness space
of encapsulation algorithms is RSg, the randomness space of
key generation algorithms is RS and the KEM key space is
KS. Other building blocks are PRFs and a strong randomness
extractor. For a security parameter k, let F : {0, 1}'XFS — RSg,
F 0,1} xFS —» RSg,and G : (0,1} X FS — (0, 1}
be PRFs, where 8 is the key space of PRFs (JF S| = x). Let
Ext : SS x KS — F S8 be a strong randomness extractor with
randomly chosen seed s € SS, where SS is the seed space.

Party Up randomly selects op €x FS and r €g RS, and
runs (ekp,dkp) «— KeyGen(1*,r). Party Up’s SSK and SPK are
((dkp, op), ekp). Fig. 1 shows the protocol.

Here, we recall the definition of security for KEM, and min-
entropy of KEM keys as follows.

Definition 3.1 (Syntax of KEM) A KEM scheme consists of
the following 3-tuple (KeyGen, EnCap, DeCap):

(ek,dk) «— KeyGen(1*,7,) : akey generation algorithm which
on inputs 1* and r, € RS, where « is the security parameter and
RS is a randomness space, outputs a pair of keys (ek, dk).

(K,CT) « EnCap,(r.) : an encryption algorithm which
takes as inputs encapsulation key ek and r, € RSg, outputs
session key K € K8 and ciphertext CT € CS, where RSg is
a randomness space, KS is a session key space, and CS is a
ciphertext space.

K « DeCap,(CT) : a decryption algorithm which takes as
inputs decapsulation key dk and ciphertext CT € CS, and out-
puts session key K € KS.

Definition 3.2 (IND-CCA Security for KEM) A KEM
scheme is IND-CCA secure for KEM if the following prop-
erty holds for security parameter x; For any PPT adversary
A = (ALA), AV = |Pdr, « RSg;(ek,dk)
KeyGen(1%,r,); (state) « A% ek, b « (0,1)
r. « RSg; (K;.CT]) « EnCap,(r.); K} « K, b «
APV ek, (K}, CTy), state); b’ = b} - 1/2§ < negl, where DO
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is the decryption oracle, K is the space of session key and state
is state information that A wants to preserve from A; to A;. A
cannot submit the ciphertext CT = CT; to DO.

We say a KEM scheme is IND-CPA secure for KEM if A does
not access DO.

Definition 3.3 (Min-Entropy of KEM Key) A KEM
scheme is k-min-entropy KEM if for any ek, distribution Ds of
variable K defined by (K, CT) « EnCap,,(r.), distribution D,,,
of public information and random r, € RSg, Ho(DycsiDosher) = k
holds, where H,, denotes min-entropy. i

3.2 Implementation Trick of FSXY Construction

The FSXY construction uses the twisted PRF trick to com-
pute randomness in generating ciphertext CT4 and CTp. For in-
stance, randomness is computed as F,, (ra) ® F :,A (o 4) for party
U,. This trick allows that randomness is indistinguishable from
a uniformly random value if either of SSK o4 and ESK r; is not
exposed.

The FSXY construction assumes that the output of the twisted
PRF is never exposed. Indeed, though the CK* model allows
an adversary to learn ESKs, the output of the twisted PRF is not
contained in the ESK (i.e., The ESK of Uy is only (r4,7,r74).)
in the security analysis. In order to implement this assumption
in the real world, all computations related to the twisted PRF
must be executed in a protected area such as a TPM. Specif-
ically, party U, (resp. Up) must execute the computation of
(CT4, Kp)  ENCap,i, (Fs,(r4) ® F, (04) (tesp. (CTs, Kp)
EnCap,;,(Fyy(rs) ® F ;,H (o)) in his TPM on-line. The boxed
part of Fig. 1 is computed in TPM. Note that to run a complex
operation like encryption algorithms in a TPM is generally very
costly and should be avoided. For example, if the Cramer-Shoup
KEM [5] is used as IND-CCA secure KEM, the TPM must pro-
cess 4 exponentiations on-line for each session.

Remark 3.1 In the case of the twisted PRF, all computations
related to SSKs must not be exposed from the session state be-
cause SSKs are also assumed not to be leamed with ESKs si-
multaneously. In the FSXY construction, such computations cor-
respond to Kp « DeCapy, (CTp) and Ky « DeCapy,, (CT,).
However, it is not necessary to execute these computations in
TPM. After receiving the message from the peer, all compu-
tations are executed without stopping, and the session state is
immediately erased on finishing the session. Thus, the com-
putations which must be executed in TPM on-line are only the
part related to the twisted PRF and the derivation of SK. On
the other hand, before receiving the message from the responder,
the session state of the initiator contains all unprotected inter-
mediate values. Hence, if an implementation trick is not used,
Fs (ra)®F :,A(crA) is contained in the session state of the initia-
tor because it is erased just on finishing the session. Moreover,
we note that exposure of ESKs is distinguished from exposure
of the session state in the CK* model (i.e., ESKs are automati-
cally given to the adversary, and the session state is obtained via
the SessionStateReveal query. ). It means that ESKs may be ex-
posed independently from the session state, and ¥, (rg)®F ;;1 (o)
of the responder can be also exposed when an implementation
trick is not used even if the session state of the responder is im-

© 2016 Information Processing Society of Japan

mediately erased on finishing the session.

33 Owur Attack .

If an implementer misses this assumption, computations re-
lated to the twisted PRF may be executed not in a TPM. Then,
Fos, (rA)GaF::‘ (oa)and F,(rg) ® F:;‘(O'B) can be exposed as same
as ESKs (ra,r), rra) and (rp, 7, rrp). We show an attack to the
FSXY construction when we assume that any implementation
trick is not used.

An adversary plays the experiment of the CK* model in the
event corresponding to 2.d in Definition 2.2 (i.e., Both parties’
ESKs are exposed.). In this attack, F, (rA)GaF;:‘ (oa)and Fy(rg)
& F :,B(O'B) is regarded as a part of ESKs. The procedure of the ad-
versary is as follows.

(1) specify a session between U, and Up as the test session, and
leam ES K, = ("A,TA,TTA, FU—A(I'A) @ F::‘(O'A)) and ESKp =
(rs, g, TT8, Firy (r3) © F, (0°3))-

(2) compute Ky, Kp and Kr as (CT4, K4) « EnCap,,, (Fr,(ra)
@F:,A(O'A)), (CTg, Kp) « EnCap,,, (F5,(rp) ® F;;(O'B)) and
(CTr, K1) « wEnCap,, (rrs).

(3) execute the same key derivation procedure as a party with
Ky, K and Ky, and derive the session key S K.

Therefore, unless the output of the twisted PRF is strictly pro-
tected with an implementation trick, the FSXY construction is
insecure against such an exposure attack.

4. One-Round AKE without Implementation
Tricks

In this section, we propose a new generic construction of CK*-
secure AKE from KEM. Our scheme is secure against exposure
of all randomness in generating ciphertexts for KEM by avoiding
using the twisted PRF trick beside the FSXY construction. More-
over, while the FSXY construction is not one-round protocol, our
scheme is one-round protocol by using PKIC-KEM [27].

4.1 Preliminaries
4.1.1 Security Notions of KEM with public-key-
independent-ciphertext [27]

Here, we recall the syntax for PKIC-KEM, and definitions of
IND-CPA security for PKIC-KEM and min-entropy of KEM keys
as follows. '

Definition 4.1 (Syntax of PKIC-KEM) A PKIC-KEM
scheme consists of the following 4-tuple (wWKeyGen, wEnCapC,
wEnCapK, wDeCap):

(ek,dk) « wKeyGen(l‘ ;rg) 1 a key generation algorithm
which on inpats 1%, where « is the security parameter and r,
is randomness in space RS, outputs a pair of keys (ek, dk).

CT « wEnCapC(r.) : .
which outputs ciphertext CT € CS on inputs public parameters,
where r, is randomness in space RSk, and CS is a ciphertext

a ciphertext generation algorithm

space.
K « wEnCapK,,(CT;r,) : an encryption algorithm which
takes as inputs cncapsulation' key ek, ciphertext CT, and ran-
domness r., outputs KEM key K € KS, where r, is randomness
used in wENCapC, and XS is a KEM key space.
K « wDeCap,(CT) : a decryption algorithm which takes
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as inputs decapsulation key dk and ciphertext CT € CS, and
outputs KEM key K € KS.

Definition 4.2 (IND-CPA Security for PKIC-KEM)

A PKIC-KEM scheme is IND-CPA secure if the fol-
lowing property holds for security parameter x; For any
PPT adversary A = (A, Ar), Advim = |Prlr, e€x
RSg; (ek, dk) — wKeyGen(1*;r,); state — RAi(ek); b €g {0,1};
r, €g RSe; CT; «— wEnCapC(r,); K; « WENCapK,,(CT;r.);
K €g KS; b’ «— Ay(ek, (K;,CTy), state); b’ = b] — 1/2| < negl,
where state is the state information that A wants to preserve
from Aj to A;. .

Definition 4.3 (Min-Entropy of KEM Key) We say a
PKIC-KEM scheme is k-min-entropy PKIC-KEM if for any ek,
distribution Dy of variable K defined by CT «— wEnCapC(r,)
and X < wEnCapK,(CT;r,), distribution D,4,., of public
information and random r, € RSg, Hoo(DxsiDomer) = k holds,
where H., denotes min-entropy.

4.1.2 Security Notion of Computational Extractor

Let cExt : Salt x Dom — Rng be a function with finite do-
main Dom, finite range Rng, and a space of non-secret random
salt Salt.

Definition 4.4 (Computational Extractor [21]) We say a
function cExt is a computational extractor (cExt) if the following
condition holds for a security parameter x: For any PPT adver-
sary A, any salt s €g Salt and any distribution Dg,, over Rng
with Ho(Dgag) 2 &, | Prly €g Rng; 1 « Als, y)] - Prlx €g Dom;
y « cExt(s, x); 1 « A(s, P} < negl.

4.1.3 Security Notion of Pseudo-Random Function

Let « be a security parameter and F = {F, : Dom, x ¥ S, —
Rng,}, be a function family with a family of domains {Dom,},, a
family of key spaces {# S}, and a family of ranges {Rng, },-

Definition 4.5 (Pseudo-Random Function) We say that
function family F = {F,}, is the PRF family, if for any PPT
distinguisher D, Adv" = |Pr[1 « DFO] — Pl « DFFO)|
< negl, where RF, : Dom, — Rng, is a truly random function. -

4.2 Our Construction
4.2.1 Design Principle

The goal is to avoid the twisted PRF trick. In the FSXY con-
struction, parties share K4, Kp and Kr. K, is protected even if
SSK, and ES Kp are exposed, Kp is protected even if § S K and
ES K, are exposed, and K7 is protected even if both S K, and
S S K are exposed. The case that both ES K4 and ES K are ex-
posed is solved thanks to the power of the twisted PRF trick; that
is, Fy,(ra) ® F:;(U'A) and F,, (rg) ® F;,.(G'B) look random for
an adversary even in this case. To handle this case without the
twisted PRF trick, parties must share an additional value that is
protected even if both ES K4 and ES K are exposed.

Our solution is to change the way to generate SSKs and SPK(s.
In the FSXY construction, a SSK contains decryption key dkp
of IND-CCA secure KEM and op, and a SPK contains encryp-
tion key ekp. In our construction, party Up runs (eksp,dksp) <«
wKeyGen(1*, ') and CTsp «— WEnCapC(rsp) of IND-CPA se-
cure PKIC-KEM, where 7 and 7gp are randomly chosen. dksp
and rgp are added to the SSK (op is not necessary and is re-
moved), and eksp and CTgsp are added to the SPK. Because
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WENCapC can be executed without knowing an encryption key,
this key generation phase works correctly.

In each session, parties share Ky in addition to K4, K and K7.
Party U, generates Ks « wDeCap,,,(CTsg), and party Up gen-
erates Ky « wEnCapK,; (CTsp;rsp). The lexicographic or-
der of party identities determines which party is to run wDeCap.
From the syntax of PKIC-KEM, Kj is shared non-interactively,
and is protected even if both ES K4 and ES K are exposed. The
generation of Kr corresponds to the DH key exchange if PKIC-
KEM is instantiated by the EiGamal KEM.

We note that, from the definition of freshness, the adversary
cannot pose SessionStateReveal query for the test session. Also,
session state does not contain computation results that are imme-
diately erased on finishing the session as the FSXY construction.

Qur construction has another advantage that it is one-round
protocol. The FSXY construction is not one-round because the
responder’s EPK depends on the initiator’s EPK. We use the tech-
nique in Ref. {27] using PKIC-KEM to generate K7.

Also, the session key derivation procedure is more efficient
than the FSXY construction because a cExt is used instead of
a strong randomness extractor. On input a value having sufficient
min-entropy, a strong randomness extractor outputs a value which
is statistically indistinguishable from a uniformly chosen random
value. Indeed, such statistical indistinguishability is not neces-
sary to prove the security of our construction. Computational in-
distinguishability is sufficient, and the cExt is suitable. Naturally,
the FSXY construction is also secure with the implementation
trick if the strong randomness extractor is replaced with the cExt.
Indeed, in the full version of Ref. [11], the FSXY construction is
proved with the cExt. [12].

422 Protocol

The protocol of our generic construction is shown in Fig.2.

Public Parameters. Let (KeyGen, EnCap, DeCap) be an
IND-CCA secure KEM and (wKeyGen, wEnCapC, wEnCapK,
wDeCap) be an IND-CPA secure PKIC-KEM, where the ran-
domness space of encapsulation algornithms is RSg, the random-
ness space of key generation algorithms is RS and the KEM key
space is KS. Let G : {0, 1}* X FS — {0, 1}* be a PRF, where ¥ S
is the key space of PRFs (|F S| = x). LetcExt : SalixKS - FS8
be a cExt with a non-secret random salt s € Salt, where Salt is
the salt space.
Static Secret and Static Public Keys. Party Up selects
r,r €z RS; and rsp €x RSg, and generates (ekp,dkp) «
KeyGen(1*,r), (eksp,dksp) «— wKeyGen(1%,r) and CTsp «
WEncapC(rsp). Party Up’s SSK is (dkp, dksp,rsp) and SPK is
(ekp, eksp, CTsp). Note that a party does not use all contents of
the SSK to generate K in a session: Session State. The session
state of a session owned by Uy contains ephemeral secret keys
(ra,rra), encapsulated KEM key K, and ad-hoc decryption key
dky. Other information that is computed after receiving the mes-
sage from the peer is immediately erased when the session key is
established. Similarly, the session state of a session owned by Up
contains ephemeral secret keys (rg, rrg) and encapsulated KEM
key Kp.

Other intermediate values (e.g., decapsulated KEM keys, and
outputs of cExt) are not contained in the session state because
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Pa.rty Ua

rq €g RSE', rra €g RS(;
(CTa, K1) — EnCap,, (r4)
(ekz,dkr) — wKeyGen(1“, rr,)

Ky — DeCapy, (CTs)

Kr «— wDeCap, (CTy)

Ks « wDeCapy,, (CTsp)

K] « cExi(s,Ky); Ké «— cExt(s, Kp)

K} — cExt(s,Kr); Ky «— cExt(s,Ks)

ST = (UA, UB,SPKA, SPKB, CTA, Ekj, CTE, CTT)
SK = Gx: ShHe Gx;(ST) @Gx; She G,(IL(ST)

Commeon public parameter : G, cExt, s
SSK and SPK for party U, : SSK, := (dka,dksa,rsa), S PK,y := (e¢kys, eksa, CTsa)
SSK and SPK forpany UB : SS5Kg = (dkn,dksy‘ rsy),sPKB = (ekn,eksn, CTSB)

Ua,Up,CTy, eky
JA B A CTT,
Uy, U, CTp,CTr
A VBB T

Party Ug

rp €g RSEg; rrp €g RSk
(CTp, Kp) «— EnCap,;, (ri)
CTy « wEnCapC(rrg)

Kx « DeCapy, (CTa)

Ky «— WEnCapK,,, (CTr; rrs)

Ks « wEnCapK,,  (CTsg;rsp)

K} « cExt(s,Kyp); K < cExt(s,Kp)

K3 — cExi(s, Kr); K « cExt(s,Ks)

ST .= (UA, UB,SPKA, SPKR, CTA, Ekr, CTE, CTT)
SK = GK; ShHe Gx; (87 w’(; She GK;(ST)

Fig. 2 Our construction.

these values are simultaneously computed with the session key
and immediately erased after completing the session.

4.3 Security

We show the following theorem. .

Theorem 4.1 If (KeyGen, EnCap, DeCap) is IND-CCA se-
cure and x-min-entropy KEM, (wKeyGen, wEnCapC, wEnCapK
wDeCap) is IND-CPA secure and x-min-entropy PKIC-KEM, G
is a PRF, and cExt is a cExt, then our generic construction is
CK*-secure.

Here, we give an overview of the securily proof.

We have to consider the following four exposure patterns in the

CK* security model (matching cases):

2-(c): SS K4 and ESKp, 2-(d): ESK, and ES K},
2-(e): SSK4and SSKp, 2-(F): ESK4 and SSKj.

In case 2-(c), K, is protected by the security of CT, because
r4 and dkg are not exposed. In case 2-(d), K is protected by the
security of CTg because dkss and rgp are not exposed. In case
2-(e), Kt is protected by the security of CT7 because dkr and rrp
are not exposed. In case 2-(f), Kp is protected by the security of
CTp because rp and dk, are not exposed.

Then, we transform the CK* security game, and the session
key in the test session is randomly distributed in the final game.
First, we change the protected KEM key into a random key for
each pattemn; therefore, the input of cExt is randomly distributed
and has sufficient min-entropy. Next, we change the output of
cExt into randomly chosen values. Finally, we change one of the
PRFs (corresponding to the protected KEM) into a random func-
tion. Therefore, the session key in the test session is randomly
distributed; thus, there is no advantage to the adversary. We can
show a similar proof in non-matching cases.

Proof. Let x be the security parameter, and let A be a PPT (in
x) bounded adversary. Suc denotes the event that A wins. We
consider the following events that cover all cases of the behavior
of A.
e Let E; be the event that the test session sid” has no matching
session Sid , the owner of sid* is the initiator and the static
secret key of the initiator is given to A.

© 2016 Information Processing Society of Japan

e Let E; be the event that the test session sid* has no match-
ing session sid , the owner of sid* is the initiator and the
ephemeral secret key of sid" is given to A.

o Let E; be the event that the test session sid* has no matching
session sid , the owner of sid" is the responder and the static
secret key of the responder is given to A.

¢ Let E, be the event that the test session sid* has no match-
ing session %‘, the owner of sid* is the responder and the
ephemeral secret key of sid® is given to A.

e Let Es be the event that the test session sid® has matching
session 56‘, and both static secret keys of the initiator and
the responder are given to A.

e Let E; be the event that the test session sid”™ has matching
session sid , and both ephemeral secret keys of sid” and sid*
are given to A. :

e Let E7 be the event that the test session sid* has matching
session -S_ia', and the static secret key of the owner of sid*
and the ephemeral secret key of sid* are given to A.

e Let E be the event that the test session sid* has matching
session sid , and the ephemeral secret key of sid® and the
static secret key of the owner of sid” are given to A.

To finish the proof, we investigate events E; A Suc (i = 1,...,8)
that cover all cases of event S uc. In this paper, we show the proof
of event Eg because it is most different from that of the FSXY
construction. The proof of other events can be proved by similar
ways, and we show the differences from event F.
431 Event Eg A Suc

We change the interface of oracle queries and the computation
of the session key. These instances are gradually changed over
six hybrid experiments, depending on specific sub-cases. In the
last hybrid experiment, the session key in the test session does not
contain information of the bit b. Thus, the adversary can clearly
only output a random guess. We denote these hybrid experiments
by Hy, . .., Hs and the advantage of the adversary A when partic-
ipating in experiment H; by Adv(A, H,).
Hybrid experiment Hy: This experiment denotes the real ex-
periment for CK* security and in this experiment the environment
for A is as defined in the protocol. Thus, Adv(A, Hy) is the same
as the advantage of the real experiment.
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Fig. 3 Implementation image of FSXY construction and our construction.

Hybrid experiment H;: In this experiment, if session identities
in two sessions are identical, the experiment halts. When two ci-
phertexts from different randomness are identical and two pubtic
keys from different randomness are identical, session identities
in two sessions are also identical. In any IND-CCA secure KEM
and IND-CPA secure PKIC-KEM, such an event occurs with neg-
ligible probability. Thus, |Adv(A, H;) — Adv(A, Hy)| < negl.
Hybrid experiment H,: In this experiment, the experiment se-
lects a party U, and integer i € [1, £] randomly in advance. f A
poses a Test query to a session except i-th session of Uy, the ex-
periment halts. Since a guess of the test session matches with A’s
choice with probability 1/N¢, Adv(A, H;) > 1/N£- Adv(A H,).
Without loss of generality, we can suppose that the intended peer
of the i-th session of Uy is Up.

Hybrid experiment H;:  In this experiment, the computa-
tion of Ks in the test session is changed. Instead of computing
Ks « wDeCapy;  (CTsp) or Ky «— wEnCapK,, , (CTsg; rsa),
it is changed as choosing K5 « XS randomly. We construct an
IND-CPA adversary S from A in H; or H;. S performs the fol-
lowing steps. Init. S receives (ek”, K;, CTy) as the challenge of
IND-CPA game for PKIC-KEM.

Setup. S chooses PRF G : {0, 1}* x FS — {0, 1}*, where FS is
the key space of PRFs, and cExt cExt : Salt x KS — FS with
random salt s € Salt, where S alt is the salt space. These are pro-
vided as a part of the public parameters. Also, S sets all N users’
static secret and public keys except U, and Ujp.

For Up (except Uy and Up), S selects r, 7’ €g RS and rsp €r
RSE, and generates (ekp, dkp) — KeyGen(1*,r), (eksp,dksp) «
wKeyGen(1%,r’) and CTsp « WENRCapC(rsp). Party Up’s SSK
is (dkp, dksp, rsp) and SPK is (ekp, eksp, CTSP).

For Uy, S selects r €g RSq and ryp €p RSk, and generates
(eka,dks) « KeyGen(1%, r) and CT p « WENCapC(rap). Party
U,’s SSK is (dka, *,rap) and SPK is (eky4, ek*, CTsp), where * is
unknown part for S.

For Ug, S selects r,r” €g RSg, and generates (ekg,dkn) «
KeyGen(1*, r) and (ekpp, dkgp) «— wWKeyGen(1*,7’). Party Up’s

© 2016 Information Processing Society of Japan

SSK is (dkg,dkpp, *) and SPK is (ekp, ekpp, CT}), where * is un-

known part for S.

Simulation. S maintains the list Lgg that contains queries and

answers of SessionKeyReveal. S simulates oracle queries by A

as follows. We suppose that P sorts before P lexicographically.

(1) Send(IT,Up,Up): S computes the ephcmefal public key
(Up,Us,CTp, ekr) obeying the protocol, returns it and
records (IT, Up, Up, (Up, Up, CTp, ekr)).

(2) Send(IT, Up, Up): S computes the ephemeral public key
(Up,Up,CTp, CTy) obeying the protocol, returns it and
records (IL, Up, U, (Up, Up,CT3,CT7)).

(3) Send(Il, Up, Up, (Up, Up,CTp, CTy)): ¥ P = A, P =
B, the session is i-th session of A, then S sets K7y :=

K;, computes the session key S K" obeying the protocol,

and records (I1,Uys, Up,(Ua, U, CTya, eky),(Ug, Uy, CTp,

CT7)) as the completed session and SK* in the list Lsx.

Else if (IT,Up,Up,(Up,Up,CTp, €kr)) is not recorded,

S records the session (I1,Up, Up,*,(Up, Up,CTp, CTr))

and waits Send(I1,Up,Up). Otherwise, S computes

the session key SK obeying the protocol, and records

(L Up,Up,(Up,Up,CTp,eky),(Up, Up,CTp, CTr)) as the

completed session and S X in the list Lsk.

(4) Send(IL,Up,Up, Up, Up,CTp,ekr)): Y P = A4,
P = B, the session is the matching session of i-th
session of A, then S sets Ky = K, computes the

session key SK- obeying the protocol, and records
(I, Upg, Uy, Ua, Up, CTA,ekT), (UB, Uy, CTp, CTy)) as the
completed session and S K* in the list Lyk. Else if (11,
Us, Up, (Us, Up,CTp, CTr)) is not recorded, S records
the session (IL Up, Up,(Up,Up,CTp, ekr),*) and waits
Send(Il, Up, Up). Otherwise, S computes the session key
S K obeying the protocol, and records (I, Us, Up, (Up, Up,
CTp,ekr),(Up,Up,CTp, CT7)) as the completed session
and S K in the list Lgx.
(5) SessionKeyReveal(sid):
(a) M the session sid is not completed, S returns an error
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message.
(b) Otherwise, S returns the recorded value S XK.

(6) SessionStateReveal(sid): S responds the ephemeral secret
key and intermediate computation results of sid as the defini-
tion. Note that the SessionStateReveal query is not posed
to the test session from the freshness definition.

(7) Corupt(Up): S responds the static secret key and all
unerased session states of Up as the definition.

(8) Test(sid): S responds to the query as the definition.

(9) If A outputs a guess b’, S outputs b’.

Analysis. For A, the simulation by S is same as the experiment

H; if the challenge is (K, CT;). Otherwise, the simulation by S

is same as the experiment Hz. Also, both K7 in two experiments

have x-min-entropy because (wKeyGen,wEnCapC,wEnCaqK,
wDeCap) is x-min-entropy PKIC-KEM. Thus, if the advantage
of S is negligible, then |Adv(A, H3) — Adv(A, H,)| < negl.

Hybrid experiment H;: In this experiment, the computa-

tion of Kj in the test session is changed. Instead of computing

K, « cExt(s,Ks), it is changed as choosing K} € S randomly.

Since K is randomly chosen in Hj, it has sufficient min-
entropy. Thus, by the definition of the cExt, {Adv(A, Hy) —
Adv(A,H,)| < negl.

Hybrid experiment Hs: In this experiment, the computation

of SK in the test session is changed. Instead of computing

SK = GK; ShHe GK& ShHe GK; (SHea GK;(ST), it is changed

as SK = Gg;(ST) ® G, (ST) ® G (ST) @ x where x € {0, 1)* is

chosen randomly.

‘We construct a distinguisher 2 between PRF F* : {0, 1}* x
FS - [0,1)* and a random function RF from A in H4 or H;.
7 performs the following steps.

Setup. 7 sets G = F°, and chooses cExt cExt : XS —» FS.

These are provided as a part of the public parameters. Also,

Y sets all N users’ static secret and public keys. S selects

r,r¥ €g RSg and rsp €g RSk, and generates (ekp,dkp) «

KeyGen(1*,r), (eksp,dksp) « wKeyGen(1*,r') and CTsp «

wEnCapC(rgp). Party Up’S SSK is (dkp,dksp, rsp) and SPK is

(ekp, eksp,CTsp).

Simulation. 7 maintains the list Lsx that contains queries and
answers of SessionKeyReveal. 7Y simulates oracle queries by
A as follows.

(1) Send(I1, Up,Up): D’ computes the ephemeral public key
(Up,Up,CTp, ekr) obeying the protocol, returns it and
records (I1, Up, Up, (Up, Up, CTp, ekr)).

(2) Send(I1, Up, Up): I’ computes the ephemeral public key
(Up,Up,CTp, CTr) obeying the protocol, returns it and
records (I1, Up, Up, (Up, Up,CTp,CTT)).

(3) Send(IL, Up, Up,(Up,Up,CTp, CTr)): I P = A,
P = B, the session is i-th session of A, then ¥
poses ST to his oracle (i.e., F* or a random function
RF), obtains x € (0,1}, computes the session key
SK = GK;(ST) (5>] GK;(ST) (5>] GK;(ST) @ x, and records
(L, Ux,Ug,(Ua,Us,CTa, eks),(Up,Us,CTg, CTr)) as
the completed session and S K” in the list Lgg. Else if
(IL Up, Up,(Up, Up, CTp, ekr)) is not recorded, 7 records
the session (II, Up, Up, *,(Up, Up,CTp, CTr)) and waits

© 2016 Information Processing Society of Japan

Send(T1, Up, Up). Otherwise, 2 computes the session key
S K obeying the protocol, and records (I1, Up, Up, (Up, Us,
CTp,ekr),(Up,Up,CTp, CTr)) as the completed session
and S K in the list Lgx.

(4) Send(I1, Up, Up, (Up,Up,CTp,eky)): If P = A, P = B,
the session is the matching session of i-th session of A,
then 2¥ poses ST to his oracle (i.e., F* or a random func-
tion RF), obtains x € {0,1}*, computes the session key
SK = GK; ShHe GK;(ST) @ GK;(ST) @ x, and records
(IL Ug,Ua,(Ua,Ug,CTy, eky),(Up, Us,CTyg, CTr)) as the
completed session and S K* in the list Lyx. Blse if (I,
Up, Up, (Up, Up,CTp, CTr)) is not recorded, 9 records
the session (I1, Up, Up,(Up,Up,CTp, ekr),*) and waits
Send(I1, Ug, Up). Otherwise, 2 computes the session key
S K obeying the protocol, and records (IT, Up, Up, (Up, Up,
CTp,ekr),(Up,Up,CTp, CTr)) as the completed session
and S K in the list £x.

(5) SessionKeyReveal(sid):

(a) If the session sid is not completed, 2 retums an error
message.
(b) Otherwise, 2 returns the recorded value SK.

(6) SessionStateReveal(sid): 2’ responds the ephemeral se-
cret key and intermediate computation results of sid as the
definition.” Note that the SessionStateReveal query is not
posed to the test session from the freshness definition.

(7) Corrupt(Up): 2¥ responds the static secret key and ail
unerased session states of Up as the definition.

(8) Test(sid): D' responds to the query as the definition.

(9) If A outputs a guess b’ = 0, 2 outputs that the oracle is the
PRF F*. Otherwise, 2 outputs that the oracle is a random
function RF. ’

Analysis. For A, the simulation by 7Y is same as the experiment

H, if the oracle is the PRF F*. Otherwise, the simulation by 2

is same as the experiment Hs. Thus, if the advantage of 2V is

negligible, then JAdv(A, Hs) — Adv(A, H,)| < negl.
In Hs, the session key in the test session is perfectly random-
ized. Thus, A cannot obtain any advantage from Test query.
Therefore, Adv(A, Hs) = 0 and Pr{Es A Suc] is negligible.
o

432 Event E; A Suc

The proof in this case is similar to the event Eg A Suc. There

is a difference in the experiment H;. In the event Eg A Suc,
instead of computing K5 < wDeCap,  (CTsp) or K «
wEnCapK,, , (CTsp; rsp), it is changed as choosing Ky « KS,
where we suppose that Up is the intended partner of Uy, in
the test session. In the event E; A Suc, instead of computing
(CTa4, K,) « EnCap,; (r), it is changed as Ky « KS. Since A
cannot obtain r4 and dkg by the freshness definition in this event,
we can construct an adversary S from A in the similar manner in
the proof of the event Eq A Suc. Note that if A poses Send query
to Ug other than the test session, S simulates K, by posing the
decryption oracle.

433 Event E; A Suc

The proof in this case is almost same as the event Eg A Suc.
434 Event E; A Suc

The proof in this case is similar to the event Eg A Suc. There
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is a difference in the experiment H;. In the event Eg A Suc,
instead of computing Ky < wDeCap,  (CTsp) or Ky «
wEnCapK,,  (CTsg;rsp), it is changed as choosing K5 « XS,
where we suppose that Up is the intended partner of Uya in
the test session. In the event E; A Suc, instead of computing
(CTg,Kp) « EnCap,, (r), itis changed as Kp « K.S. Since A
cannot obtain rp and dk, by the freshness definition in this event,
we can construct an adversary S from A in the similar manner in
the proof of the event Eg A Suc. Note that if A poses Send query
to U, other than the test session, S simulates K by posing the
decryption oracle.
435 Event E4 A Suc

The proof in this case is almost same as the event Eg A Suc.
436 Event Es A Suc

The proof in this case is similar to the event Eg A Suc. There
is a difference in the experiment H;. In the event E¢ A Suc,
instead of computing Ks « wDeCapy  (CTsp) or Ks «
wEnCapK,, , (CTsa; rsp), it is changed as choosing K5 « XS,
where we suppose that Up is the intended partner of Uy in
the test session. In the event Es A Suc, instead of computing
Kr « wDeCap,,, (CTr) or K1 « wEnCapK,, (CTr;rrp), it is
changed as K7 « KS. Since #A cannot obtain rr4 and rrg by the
freshness definitior in this event, we can construct an adversary S
from A in the similar manner in the proof of the event Eq A Suc.
4.3.7 Event E; A Suc

The proof in this case is almost same as the event E; A Suc.
4.3.8 Event Eg A Suc

The proof in this case is almost same as the event E; A Suc.

4.4 Instantiations

We can instantiate IND-CCA secure KEM by various schemes.
For example, we can use efficient IND-CCA KEM schemes
from the decisional DH [5] (DDH), computational DH [13], [14],
hashed DH [15], bilinear DH [3], the McEliece and LPN [10], and
the (ring-)LWE [18], [24] assumptions. We can easily show that
these schemes have x-min-entropy KEM keys. The KEM part of
the Cramer-Shoup PKE consists of g7 € G, where G is a finite
cyclic group of order prime p, ¢ is part of ek, and r is uniformly
chosen randomness, and |r{ is 2x. Thus, g} has min-entropy larger
than . Similarly, other schemes are also x-min-entropy KEM.

Conversely, instantiations of IND-CPA secure PKIC-KEM are
limited. The ElGamal KEM is the representative instantiation
from the DDH assumption. Also, we can use lattice-based KEM
like the Regev’s KEM [25] from the LWE assumption, or code-
based KEM like the Nojima et al.’s KEM [22] from the LPN as-
sumption. However, to ignore non-negligible error of decasu-
lation, a very large parameter size is necessary; and thus, these
schemes become inefficient.

5. Concluding Remark

This paper studied the exposure-resilience of AKE schemes in
terms of implementation tricks. It was shown that some AKE

¢

schemes are not exposure-resilient if implementation tricks do
not work. We also gave a generic construction that is exposure-
resilient without implementation tricks.

A remaining problem of future researches is to clarify security
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models capturing the difference between security with/without
implementation tricks.

References

[1]  Boyd, C., Cliff, Y., Gonzilez Nieto, J.M. and Paterson, K.G.: Effi-
cient One-Round Key Exchange in the Standard Model, ACISP 2008,
pp-69-83 (2008).

[2] Boyd, C., Chff, Y., Gonzilez Nieto, J.M. and Paterson, K.G.: One-
round key exchange in the standard model, JACT, Vol.l, No.3,
pp.181-199 (2009).

[3] Boyen, X, Mei, Q. and Waters, B.: Direct chosen ciphertext security
from identity-based techniques, ACM Conference on Computer and
Communications Security 2003, pp.320~329 (2005).

[4]  Canetti, R. and Krawczyk, H.: Analysis of Key-Exchange Protocols
and Their Use for Building Secure Channels, EUROCRYPT 2001,
pp.453—474 (2001).

[5] Cramer, R. and Shoup, V.: A Practical Public Key Cryptosystem Prov-
ably Secure Against Adaptive Chosen Ciphertext Attack, CRYPTO
1998, pp.13-25 (1998).

[6] Cremers, CJ.F.: Session-state Reveal [s Stronger Than Ephemeral
Key Reveal: Attacking the NAXOS Authenticated Key Exchange Pro-
tocol, ACNS 2009, pp.20-33 (2009).

{7)  Cremers, CJ.F.: Examining Indistinguishability-Based Security Mod-
els for Key Exchange Protocols: The case of CK, CK-HMQYV, and
eCK, ASIACCS 2011, pp.80-91 (2011).

[8] Damgird, 1.: Towards Practical Public Key Systems Secure Against
Chosen Ciphertext Attacks, CRYPTO 1991, pp. 445456 (1991).

[9] Diffie, W. and Hellman, M.E.: New Directions in Cryptography, IEEE
Trans. on Info. Theory, Vol.TT-22, No.6, pp.644—654 (1976).

[10] Dowsley, R., Miiller-Quade, J. and Nascimento, A.C.A.: A CCA2 Se-
cure Public Key Encryption Scheme Based on the McEliece Assump-
tions in the Standard Model, CT-RSA 2009, pp.240-251 (2009).

[11] Fujioka, A., Suzuki, K., Xagawa, K. and Yoneyama, K.: Strongly Se-
cure Authenticated Key Exchange from Factoring, Codes, and Lat-
tices. Public Key Cryptography 2012, pp.467-484 (2012).

[12] Fujioka, A., Suzuki, K., Xagawa, K. and Yoneyama, K.: Strongly Se-
cure Authenticated Key Exchange from Factoring, Codes, and Lat-
tices, Designs, Codes and Cryptography (2014).

[13] Hanaoka, G. and Kurosawa, K.: Efficient Chosen Ciphertext Secure
Public Key Encryption under the Computational Diffie-Hellman As-
sumption, ASTACRYPT 2008, pp.308-325 (2008).

[14] Haralambiev, K., Jager, T., Kiltz, E. and Shoup, V.: Simple and Ef-
ficient Public-Key Encryption from Computational Diffie-Hellman in
the Standard Model, Public Key Cryptography 2010, pp.1-18 (2010).

[15] Kiliz, E.: Chosen-Ciphertext Secure Key-Encapsulation Based on Gap
Hashed Diffie-Hellman, Public Key Cryptography 2007, pp.282-297
(2007).

{16] Krawczyk, H.: HMQV: A High-Performance Secure Diffie-Hellman
Protocol, CRYPTO 2003, pp.546-566 (2005).

[17] LaMacchia, B, Lauter, K. and Mityagin, A.: Stronger Security of Au-
thenticated Key Exchange, ProvSec 2007, pp.1-16 (2007).

[18) Lyubashevsky, V., Peikert, C. and Regev, O.: On Ideal Lattices and
Learning with Errors over Rings, EUROCRYPT 2010, pp.1-23 (2010).

{19] Moriyama, D. and Okamoto, T.: An eCK-Secure Authenticated Key
Exchange Protocol without Random Oracles, ProvSec 2009, pp.154—
167 (2009).

[20) Naor, M.: On Cryptographic Assumptions and Challenges, CRYPTO
2003, pp.96-109 (2003).

{21] Nisan, N. and Zuckerman, D.: Randommness is Linear in Space, J.
Comput. Syst. Sci., Vol.52, No.1, pp.43-52 (1996).

[22] Nojima, R., Imai, H., Kobara, K. and Morozov, K.: Semantic secu-
rity for the McEliece cryptosystem without random oracles, Designs,
Codes and Cryptography, Vol.49, No.1-3, pp.289-305 (2008).

[23] Okamoto, T.: Authenticated Key Exchange and Key Encapsulation in
the Standard Model, ASTACRYPT 2007, pp.474—484 (2007).

[24] Peikert, C. and Waters, B.: Lossy Trapdoor Functions and Their Ap-
plications, STOC 2008, pp.187-196 (2008).

[25] Regev, O.: On lattices, leaming with errors, random linear codes, and
cryptography, J. ACM, Vol.56, No.6 (2009).

[26) Yang, Z. and Schwenk, J.: Strongly Authenticated Key Exchange Pro-
tocol from Bilinear Groups without Random Oracles, ProvSec 2012,
pp.264-275 (2012).

[27] Yoneyama, K.: One-Round Authenticated Key Exchange with Strong
Forward Secrecy in the Standard Model against Constrained Adver-
sary, IWSEC 2012, pp.69-86 (2012).

[28] Yoneyama, K.: Generic Construction of Two-Party Round-Optimal
Attribute-Based Authenticated Key Exchange without Random Ora-
cles, IEICE Transactions, Vol.96-A, No.6, pp.1112-1123 (2013).

{29] Yoneyama, K.: One-Round Authenticated Key Exchange with Strong

18

_24 -



OGY0:Z€08é £«A®e=tpE hH,$*$5 EO"38TwNZ "~
*$5-€"8¢--Z€-1»”

Journal of Information Processing Vol.24 No.1 9-19 (Jan. 2016)

Forward Secrecy in the Standard Model against Constrained Adver-
sary, IEICE Transactions, Vol.96-A, No.6, pp.1124-1138 (2013).

[30] Yoneyama, K.: One-Round Authenticated Key Exchange without Im-
plementation Trick, IWSEC 2013, pp.272-289 (2013).

Kazuki Yoneyama received his B.E,
M.E. and Ph.D. degrees from the Univer-
sity of Electro-Communications, Tokyo,
Japan, in 2004, 2006 and 2008, respec-

tively. He was a researcher of NTT Se-
cure Platform Laboratories from 2009 to

A\ W ‘),\L 2015. He is presently engaged in research

on cryptography at the Ibaraki University,
since 2015. He is a member of the International Association for
Cryptologic Research (IACR), IPSJ, IEICE and JSIAM.

© 2016 Information Processing Society of Japan 19

=25 -



OGT0:Z€0é £«A®e-~tpe hH,$*$5 EO"3aiwNZ™
*$5-€"8¢--Z€-7»"

-26 -



OGY0:ZEOé £«A®e—~tpf " hH,$*$5 EO"3aiwNZ™
*$5-€"8¢--Z€-1»”

-27 -



OGT10:Z€0é6 £«A®e~tpue hH,$*$5 EO"3aiwNzZz™
*$5-€7"8¢--Z€-T»”

- 28 -



OGY0:Z€EO0é £«A®e~tuf hH,$*$5 EO"3aiwNZ™
*$5-6"8¢--Z€-T1»"

-29.-



OGY0:Z€EO0é £«A®e-tuf hH,$*$5 EO"3a1wNZ™~
*$5-€"8¢--Z€-1»"

-30 -



OGT10:Z€0é £«A®e~tpe hH,$*$5 EO"3aiwNZ™
*$5-€"8¢--Z€-1»”

-31 -



OGY0:Z€EOé £«A®e—~tuf " hH,$*$5 EO”3aiwNZ
*$5-€"8¢--Z€-1»”

-32-



OGT10:Z€0é £«A®e—~tpuef hH,$*$5 EO"3aiwNz™
*$5-€6"8¢--Z€-T1»"

-33-



0GT10:Z2€0¢é £«A®s—~tpe hH,$*$5 EO"3aiwNZ™
*$5-€6"8¢--Z€-1»"

-34 -



OGﬂOZZ€Oé'£«A®'—|t|J£\hH,,$*$5 EO"3aiwNz™
*$5-€"8¢--Z€-»"

-35-



OGT0:Z€0é £«A®e-~tpe hH,$*$5 EO"3aiwNZ™
*$5-€"8¢--Z€-7»"

-36 -



OGT10:Z€0é £«A®e~tpe hH,$*$5 EO"3aiwNZ™
*$5-€"8¢--Z€-7»"

-37 -



O0GT10:Z€0¢é £«A®e-tpueE hH,$*$5 EO"2aiwNZ™
*$5—|é"§g--Z€-'|'»"

-38 -



OGT10:Z€0é £«A®e—~tpue hH,$*$5 EO"3aiwNz™
*$5_|én§g__z€_-l-»n

-39 -



OGY0:Z€EOé £«A®e-tpf hH,$*$5 EO"3aiwNZ™
*$5-€"8¢--Z€-1»”

- 40 -



OGY0:Z€E0é £«A®e-tuf " hH,$*$5 EO"3aiwNZ™~
*$5-€"8¢--Z€-1»”

- 41 -



O0GT0:Z€0¢é £«A®e-tpueE hH,$*$5 EO"2aiwNZ™
*$5—|é"§g--Z€-'|'»"

_42 -



O0GT10:Z€0¢é £«A®e-tpueE hH,$*$5 EO"3aiwNZ™
*$5—|é"§g--Z€-'|'»"

-43 -

























































































































































	【No.1】表紙
	【No.2】巻頭言
	【No.3】メンバー



