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Abstract: Fujioka et al. proposed •oe first generic construction (FSXY construction) of expos ’¬ -e-resilient au •oen ti-
cated key exchange (AKE) from a key encapsulation mechanism (KEM) without random oracles. However, the FSXY 
construction implicitly assumes ”’Ž† some intermediate computation result is never exposed though other secret in-
formation can be exposed This is a kind of physical assumption, and an implementation trick (i.e., some on-line 
computation is executed in a special tamper-proof mod ‹¥e) is neƒ¿ssary to achieve •oe assumption. Such a trick is 
very costly and may be missed by human c’¬ urs in implementation. From the viewpoint of the human factor, it is 
desirable to avoid using complicated implementation tricks. In •ois paper, we in Ê̂•B duce a new generic construction 
without implementation tricks. Our construction satisfies ”’ e same security model as the FSXY cons ‰ñction with-
out increasing communication complexity. Moreover •Ait has another advantage ”’ at the protocol can be executed in 
onc-round whit ”b•o c FSXY construction is a sequential twc ƒgmove protocol. Our key idea is to use KEM with public-
key-independent-ciphertext, which allows parties to be able to generate a ciphertext without depending on encryption 
keys. 

Keywords: authenticated key exchange, NAXOS trick, key encapsulation mechanism, exposure-resilience 

1. Introduction 

1.1 Background 

Authenticated Key Exchange (AKE) is a cryptographic prim-

itive for sharing a common session key among multiple parties 

through unauthenticated networks such as the Internet. In the or-

dinary PKT-based setting, each pa ‘õ y locally keeps his own static • 

secret key (SSK) and publishes a static public k‚Ì•f•i SPK) coƒÎc •E

sponding to the SSK. The validity of SPKs is guarantecd by ace ƒg

tificate authority. In a key exchange session, each party generates 

some session ‘Z specific randomness. We call such a randomness 

an ephemeral secre1 k‚Ì•f (ESK) of the party. Using the ESK, each 

party computes and sends an ephemeral public k‚Ì•f•i EPK) corre •E

sponding to the ESK. A session key is derived from these keys 

with a Œüy derivation procedure. Parties can establish a secure 

channel with the session key. For example, in the Di ˆ¹ e-Hellman

(DH) key exchange [9], the ESK of party A (resp. B) is random-

ness x (resp. y) and the EPK of party A (resp. 8) is g' (resp. gY). 

Note that the SSK and SPK are not used in the DH key exchange. 

An important research target of this area is to achieve exposure-

resilience. That means, even if an adversary learns some of secret 

keys of parties, generated session keys must he protected. For 

example, SSKs may bc exposed if a party is corrupted, or a de-

vice itself ( e •Eg., a smart phone •jŽR at records a SSK is physically 

stolen. In another scenario, ES Ks may be exposed if computa-

tions inputting an ESK are executed in a memory area of a smart 

phone, and a malicious developer steals it via a hidden malware 

1 Jbaraki University, Hitachi. Ibaraki 31 ‚Ó-8511. Japan 
a) kazuki.yoneyama s–¯•—vc.ibaraki.ac.jp
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that is embedded in some apps. The ‘É fo ‘É•C it is desirable to ˆÉ ar-

antee exposure-resilience in a provably secure way. 

Th er ” b • gE several studies about modeling exposu ‘É•| resili ”bnce

in the AKE setting. Canetti and Krawczyk [4] defined the first 

security model of AKE capturing exposure of SSKs and session 

state, that is called the Canetti-Krawczyk (CK) model. Session 

state contains all unprotected session-specific information. Thus, 

if an intermediate computation is done in some protected area 
(e.g., tamper-proof module, TPM), the output of the computation 

is not included in session statc. Howevcr, the CK model does not 

allow an adversary to learn any SSKs nor the session sta •ye of •oc

target session (called the test session). LaMacchia et al. [17] also 

proposed very s•Zong security models capturing exposure of both 

SSKs and ESKs, which is called the extended CK (eCK) model. 

Whil ”b the eCK model allows an adversary to directly learn SSKs 

and ESKs of the test session, exposure of the session state is not 

captured and exact information contained in ESKs is ambiguity. 

Th ”b CK+ model [ 11 ], [ 16] combines these two models; that is, an 

adversary can obtain SSKs ‘g d ESKs of the test session, and can 

learn the session state of other sessions. Note that the eCK model 

and the CK+ model are not comparable [6], [7]. 

Many concrete AKE schemes that arc secure in these models 

have heen studied. HMQV [ 16] is one of the most cfficient prot Že

cols and salisfies the CK+ model. How Œ û • Žr, th –¤security proof is 

given in the random oracle model (ROM) under the knowledge-

•BƒÇexponent assumption [8] which is a widely criticized assumi: ƒg

tion [20]. Boyd et al. [I], [2] propose a generic construction 

This paper “¯ the full version of the ext<'n<lc<l abstract which appeared in 
Ref. [30] and this work is done at NTI Secure Platfonn Laboratories. 

9 
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(BCGNP construction) of AKE Šéom a key encapsulation mecha —H

nism (KEM), that is secure in the CK model in the standard model 
(StdM). The CK model does not capture expos ’¬ e of ESKs in 

the test session. Thus, unfortunately, it is unclear whether the 
BCGNP construction is –ø cu ‘É when the ESK of •oe test session 

is exposed. Fujioka et al, [l l] show that the BCGNP cons ‰Á.ction
is ŒŒ’¾cure in the CK+ model • C ‰ ñd propose ‘c other generic con-

struction (FSXY construction) of AKE from KEM •CŽ© at is secure 
in the CK+ model in the StdM. 

1.2 Motivation 
The FSXY construction uses a technique to resist exposure 

of ESKs, which is called the twist ”bd pseudo-random •‰mction

(PR ’¬ trick[23]. This •ock is essentially the same as the NAXOS 
trick [17] except with/without random oracles (ROs). Roughly, a 

party uses H(SSK,ESK) to compute an EPK instead of using the 
ESK directly, where His some intractable function like ROs. Un-

less bo —Rthe SSK and the ESK are exposed, H(SSK,ESK) cannot 
be computed by ‰µ adversary even if the ESK is exposed. Thus, 

the FSXY construction guarantees the security against exposure 

ofESKs. 
However, such a trick has several problems. First, it needs 

some implementation trick, because it is assumed that expc ƒg

SU‘É of H(SSK,ESK) never occurs while ESKs may be ex-
posed. A typical implementation is that all computations in-

putting H(SSK,ESK) are executed in a TPM such as a sm •› card.
Without the implementation ‹¥ck (i.e., H(SSK •DSK) is handled 

by the same manner as ESKs), the twisted PRF trick is not mean •E

in “¯ 11, and it may lead to an exposure a“¬ .ck (i ƒ€ H(SSK,ESK)

and ESKs are exposed simultaneously) to the FSXY construction 
though it is proved in the CK+ model. Since some implementer 

may miss setting the trick due to human errors, using the imple-

mentation trick causes potential vulnerability. The other is an 
c•ß ciency problem. As discuss ”bd above, computations inputting 
H(SSK •DSK) must be exec1 —Õd in a TPM. In the FSXY construc-

tion, H(SSK,ESK) is used as randomness in generating a cipher-
text of chosen ciphertext secu ‘É•i IND •ECCA se ’@ re) KEM. This 

computation must be done on-line (i.e., any pre-computation is 
not possible) because the ciphertext is generated under •oe pub-

lic key of the peer of ”’ E session, and it can be computed after 
the peer is determined. Therefor • ¥ • oETPM must process a very 

heavy on-line computation (i.e Š• an encryption algorithm of IND •E

CCA ’È cure KEM) for each session. It is clearly not desirable in 

pracuce. 

1.3 Our Contribution 
Fi ‰B‚µ we clarify ” ’Ž†•oc FSXY construction is inse ‹© re in the 

CK+ model if the implementation trick does not work (i.e. •C•o E
outputs of the twisted PRF a‘É handled in the same manner as 

ESKs) in Section 3. Specifically, we give a simple attack using 
exposure of the outputs of the twisted PRF. This fact shows that 

the FSXY construction essentially needs very heavy on-line com-

putations in a TPM or similar implementation tricks. 
Next, we introduce a new generic construction of AKE from 

KEM, that is secure in the CK+ model without relying on the 

twisted PRF trick (i.e., no implementation trick is necess ‘nŠ§

c 2016 Infonnati ’@ Pr “ c • ‘sing S“c ietyof Jap –U

in Section 4 *1. Our key idea is to use KEM with public-k ‚Ì•|
independent-cipher/ext (P ‘j C-KEM) [27]. PKIC •EKEM allows 
that a ciphertext can be generated independently from an encryp-

tion key, and a KEM key can be generated with the ciphertext, 
the encryption key and randomness in generating the ciphertext. 

While the previous work [27] uses a semantically secure •i–â D•E

CPA secure) P–ã C-KEM to obtain a one-round AKE scheme, we 

use IND-CPA secure PKTC-KEM both to resist full ESK exposure 
and to obtain one-round protocol *2. A typical example of IND-

CPA SŽ• ure PKIC-KEM is the EIGamal KEM (i. ”b.•C an encryption 

key is ƒO•C a ciphertext is g', and the KEM key is ƒOúV•j.
Furthermore, though the FSXY construction adapts a strong 

randomness extr •y.ct or ‚§ a part of the session key derivation pre ƒg

cedur ”b•C we C‘ g – âplace it with a weaker building block, a com-
putational extractor (cExt). The cExt is a weaker and mo‘É effi-

cient primitive than the s•² ong randomness ex ’¬actor; the ou ‚ãut
of the cExt is just guaranteed computationally indistinguishable 

from random value but the strong randomness extractor guaran-
t–¯ s sta •o tical indistinguishability. We C‘j prove the security of 

our construction only with the computational property; thus, we 
can improve efficiency of the session key derivation procedure. 

This technique is proposed in Refs. [28], [29] 
The previous scheme [27] achieves a stronger security (i.e., in 

the CK+ -sFSNSR model) than our construction and the FSXY 

construction.ƒÑ •Sc CKŽµsFSNSR model contains strong forward 

secrecy while our cons ‰Áction ‰ñd •oe FSXY construction only 

satisfy weak forward secrecy. ‰Áong forward secrecy guarantees 

that an adversary cannot recover a session key of a completed ses-
sion (i.e., a session in which the session key was already estab-

Iished) even if static secret keys “B c compromised and the adver-
sary is active in the target session. On the other hand ‹å weak for-

W•g d secrecy only ˆÉ arantees •oEcase when the adversary is pas-
sive in the ‹¥ -get session. However, the ˆ É • §ious scheme [27] re-

lies on the implementation •o ck as ŒŒc FSXY construction. Thus, 
ŒŒc TPM mustpr1 “c ess a very heavy on-line computation. 

•S1ere are some related works [19], [26] that achieve �e�x�p�o U1�u�r�e "

resilient AKE schemes in the StdM wi —R•But implementation 
tricks. However, these schemes are specific constructions (i.e., 

not generic construction), and rely on a s ’¬ong ‰Áilding bl “c k,

PRFs wi •o pairwise-independent random sourƒ¿s •iƒÎPRF). It is 
not known how to cons ‰ñct trPRF concretely. Table 1 shows a 

comparison of exposure-resilient AKE schemes without imple ŠJ

mentation ‹¥ cks. HMQV is ”’ c most EŒÞcient ‰ÁErelies on RO. 

The schemes in Refs. [19], [26] are secure in —R”b StdM ‰Át relies 
onƒÎPRF. In addition, the scheme in Ref. [26] needs pairing op-

erations. Therefo –â•C our scheme needs less communication cost 
ŒŒan the schemes in the StdM, and d“c Snot rely on HPRF. 

In Section 4, we show the di Žeerence of implementation images 
of the FSXY construction and our construction in Fig. 3. 

•1 Though the attack to the FSXY cons ‰ñction do ‰ñ not work m our con •E

SŠ¯uction •C•o e’S CŽRity model is ŒŒesame ‘ n • oeFSXY construction. The 
reason is that exact information contained in ESKs is not clear in ŒŒe
model of AKE • C ‰ ñd it depends on implementations of schemes. Thus, it 
is hard to de Ž©ne such ‘ c • ‘ 1plementation ”†sue in lhe “c curity model. 

•2 One-round means !hat parties can send their EPKs independently and 
simultaneously in two-move protocols 

IO 
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Table 1 Comp ’u‚̈ on of exposure-resilient AKE 

Model implementation Resource Assumption Computational C•‘ t Communication 
•oclcs? (#parings+ #[multi •C–â•F gular]-exp.) complexity 

Ref. [16] CK• no ROM gapDH&KEAI 0+[2,2] 2lpf 512 
Ref. [19) eCK no StdM DDH&irPRF •B•{ [2.6) 91pl 2304 
Ref. [26] eCK no StdM DBDH & DUN & RPRF 2 + [2,8] 12fpl 3072 
Ref. [II] CK+ yes StdM DDH 0+[4,12) 8fpl 2048 
Ref. [27] cK•-sFsNsR y“c StdM DDH & DBDH & q-SDH 4 + [2. 14] IO!pl 2560 

• B “ c ‹ { CK+ no StdM DDH •B•{ [4, 12] 8fpl 2Ž—8

i‘Î me• › Ž ñthe size of a group element. For co ” z – âteness •C•o eexpected communication complexity for a 128 •Ebit in ‚ª ementation is also given. Note •oat
computational costs are estimated without ‰ñyp –â -Compu •œ–Ú oo technique.ƒÑbe instantiation of our co “c ttuction m •o s table ‰ ñ – Ú ” ’eCramer-Shoup 
KEM[5 •n“c IND-CCA S“ c ’ ¬EKEM ‘Z dthe “úG’¬ na!KEM —• IND-CPA “c cure P‘j C-KEM.

2. CK+ Securi ‹å Model

In ŒŒis ’È ction, we ‘É call the CK+ model [11], [16]. We slightly 

modify the model to specify one-round protocols. It can k •ov-

ially extended to any round prot “c ol.

2.1 Notatio ‰ñ

Throughout this paper we use the following notations. If M is a 

set, then by m ER M we denote that m is sampled uniformly from 

M. •SŒŠis an algorithm, then by p • © Œ Š•ix; r) we denote that y is 

output by ŒŠon input x and randomness r (if ŒŠis deterministic, r 

is empty). 

We denote a p “B ty by Up, and party Up and other p•g ties are 

modeled as probabilistic polynomial •Etime(P ‰~•A•j Turing machines 

w.r.t. security parameter K. For party Up, we denote static secret 

(public) key by SS Kp (S PKp •j‘g d ephemeral secret (public) key 

by ES Kp (EPKp). Party Up generates its o–¾ Ekeys. ES Kp and 

EPKp. and the static public key SPKp is linked with Up •fs iden-
tifier in some systems like PKI *3. 

2.2 s•d sion

An invocation of a protocol is called a session. Session ac-

tivation of party Up is done by an incoming message of the 

form (IT, Up, U f> ), where we equate IT with a protocol identi-

fier, and Up is the p•› y identifier of ”z peer. Party Up out ‰šts

(II, Up, Up, EPKp •j• C –c̄eives ’Ï incoming message of the form 

(IT. u,,, Up,EPKp) from the p“c r Up, and then computes •oc ses-

sionkey SK. 

A session of Up is identified by sid = (IT,Up,Up,EPKp) or 

sid •• ‰ZUp, Up, EPKp,EPKp). We say that Up is the owner 
of session sid, if the second coordinate of session sid is Up. 

We say that Up is ”’ Epeer of session sid, if the third coordi-

nate of session sid is Up. We say that a session is completed 
if its owner computes the session key. The matching session of 

(IT,Up,Up,EPKp,EPK,,) is sess10n (IT,Up,Up,EPKp,EPKp) 

and vice versa. 

2.3 Adversary 

The adversary .JI, which is modeled •d aPPT machine, controls 

all communications between parties including session activation 

by performing the following adversary query. 

•3 Static public keys must be known to bo •o parti ” ’ Œ Œadvance. They cŽl

be obtained by exch ’S ging them before starting ŒŒeprot ”z•F ol or by “c•|

ceiving them from a certification authority. This situation is common for 
all P•ø̂ê based AKE schen –ã•D

c 2016 lnfonnati ‹ È ’ O ‰ H:essing S“c ie •{•B ,fJap –U

• Send(message): The m”b•F ssage has one of ‹ÈE following 

forms: (IT, Up.Up), or (IT,U_p, Up,EPKp). The adversary 

.91 obtains •oe response from the party. 

To capture exposure of secret information, the adversary .JI is 

allowed to issue the following queries. 

• SessionKeyReveal(sid): The adversary .'.1l obtains theses •E

sion key SK for the session sid if the session is completed. 

• SessionStateReveal(sid): The adversary –æobtains session 

state of the owner of session sid if the session is not com-

pleted (i.e., the session key is not established yet). Session 

state includes all ESKs and intermediate computation ‘É sults

except for immediately erased information but does not in-

elude •oESSK. Concrete contents of session state is specified 

in each protocol. 

• Corrupt(Up): This query allows the adversary .Jl to obtain 

all information of the party Up. If a party is coƒÎupted by a 

Corrupt(U p) query issued by the adversary JŽi•A•o en we call 

the p•g ty Up dishonest. If not, we call the p•g ty honest. 

2.4 Fresh –ã S

For the security definition, we need ”’ e notion of freshness. 

Definition 2.1 (Freshne •d•j Let sid' = (IT, Up, u,,, EPKp, 

EPKp) be a completed session be ‰ ª “ cn ho “c st users Up and u,,. 
If the matching session exists, then let sid •fbe the malching ses-

sion of sid*. We say session sid* is fresh if none of the following 

conditions hold: 

( I ) The adversary ƒk issues Se “c ionKeyReveal(sid*), or 

Š Ê ‹ lionKeyReveal(sid*) if sid* exists, 

( 2) sid* exists ‰Ád —REadversary –æmakes either of the following 

quenes 

• SessionStateReveal(sid ŽÙor
SessionStateReveal( sid Ž–•j•C

( 3 ) sid* does not exist and the adv ‚Û sary .JI makes the following 

query 

• E Š Ê ‹ lionStateRe Žl al(sid*).

2.5 Security Experiment 

For the security definition, we consid1 • g ” ’ ” b following security 

experiment. Initially, the adversary –æis given a set of honest 

users and makes any sequence of the queries described above. 

During the experiment •C•o c adver ”mary J‰Ïmakes the following 

query at once. 

• Test(sid •E•j•F Here, sid* must be a fresh session. Select r ‘Z •E

dom bit b “õ•o O, l •p•C’@ d return the session key held by sid* 

11 
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C• × “ c ” ¨ ‰ š ‹ ¥C ‰šrameter : F, F•f•C G,Ext,s 
SSKandSPKforparty UA: SSKA := (dkA •C•wA), S PKA := ekA 
SSK and SPK for par •{ U8: SS Ks:= (dkB •CƒÐs),SPKB := ek9 

Party UA 

rA,r;. ER ƒaS•GƒÅA ER –ÆSG

I (CTA, KA •j• © ’ E ‹ p Ž s•iF.-,(rA. ” ¨ ’¬• i ƒÐŒP•b

P’¬ tyUs

(ekr,dkr •j•©wƒÈeyGen(l úV•CŠ• •EA)
UA, U9,CTA,ekr 

‹å•A r'R ER TS; TrB ER ŠÛSE

I (CTs, Ks •j•©M ˆ ó “ ì •iF.-.(rs) E9 •†•§•b
DA, Ds,CT9,CTr 

(CTr, Kr •j•© wEnCap Ž ž • i Š •s)
Ks •©DeCapdl., (CTs) 

Kr •© wDeC ’@•è•i CTT)
K•G•© Ext(s, KA); Ki •©Ext(s, Ks); K•G•© Ext(s, Kr) 

ST:= (UA, Us,ek •C.•Q •Eeks, CT,.., ekr, CTs, CTr) 
SK= GK'. (ST) E9 GK: (ST) El) GK; (ST) 

KA •©Dec ‹púV dt.(CTA)
K•G•© Ext(s, K•C–K–â•©•Lˆæs,K9 •j•G“̄•© Ext(s, Kr) 
ST:= (UA,Us,ekA, eks, CTA, ekr, CTs, CTr) 
SK= GK; (ST) E9 �G�K�~� (ST •lE9G,;;(ST)

Fig.1 FSXY C•À“c’¬UC‘xon.

if b = 0, and return a random key if b = 1. 
The experiment continues until the adversary ƒkmakes a guess 

b•f. The adversary :Jt wins the game if the “ ` • à session sid* is still 

fresh and if the guess of the adversary ŒŠis correct, i ƒ€ b•f•• b. 

The advantage of the adversary :Jt in the AKE experiment with 

the PK.I-based AKE protocol n is defined as 

Advf}KE(:Jt) • • “ ‡ ’ ¬ns] - �~ÿ
� 
We define the security as follows. 

Definition 2.2 (Security) We say that a PK.I •Ebased AKE pro ‘Z

tocol n is secure in the CK+ model if the following conditions 

hold: 
( 1 ) If two honest parties complete matching sessions •CŒŒen, ex “ˆ

“c pt with negligible probability, they ‰Á‚¹I comput ”b”’ esame

session key. 
( 2 ) For any PPT bounded adversary :Jt, Ad rr ’¬ :Jt) is negligible 

in SC’@ rity par ‘j teter K for the test session sid*, 

(a) if sid ŽP does not exist • C Ž ld the static secret key of the 

0ŠJ ier ofsid •Eis given to –æ•D

( b) if sid* does not exist, and the ephemeral secret key of 

sid •eis given to :Jt. 
( c ) if sid* exists, and the static secret key of the owner of 

sid* and the �e�p�h�e�m�e�~�l� secret key of sid ”J are given to 

:Jt. 
(d) ifsid –{ exists, and the ephemeral secret k‹å of sid* and 

the ephemeral sec ‘É t key ofsid Žs ar ”bgiven to ŠÛ

( e) if sid •Eexists ‘X and ŒŒe static secret key of ”’ e owner of 
sid* and •o”b static secret key of the peer of sid* are given 

to ŠÛ

(f) ifsid –ê exists • C • ›d the ephemeral secret key of sid •Eand
the static secret key of —Rc peer ofsid •fare given to .5 Ži•D

3. Exposure Attack to FSXY Construction: 
Case of No Implementation Trick 

In this section, we show an attack to the FSXY construction if 

an adversary c‰µ expose ŒŒe output of the twisted PRF of parties. 
Therefore, it is a realistic attack when the FSXY construction is 

implemented without a special TPM. 

c2016Inf1 ’@ n‘ n ‰ ¿Pr – ¾ ” ’ – Ung S”z ietyof J• ñ ’ S

3.1 Prot ‘Ç olofFSXYCo ” ] Ž duction
First, we recall the protocol of the FSXY construction. 

It is a general construction from IND •ECCA secure KEM 
(KeyGen, EnCap, DeCap) and –ã D•ECPA secure KEM 

(wKeyGen, wEnCap, wDeCap), wh ”’ e the randomness space 

of encapsulation algorithms is ŒŠSE, the randomness space of 
key generation algorithms is ŒŠSG ‹p d the KEM key space is 
1<S. Other building blocks are PRFs ‰ñda Š¹ ong randomness 

ex ‹¥ ctor. For a sl!CIJrity parameter K, let F : {O, l }* x ƒaS • ¨ Š ÛSE,

F•f•F 10, t}* x rs • ¨ Œ ŠSE, and G : (0, l}* x 'TS •¨•o 0,ty 
be PRFs, where ƒaS is the key space of PRFs (I ƒ`SI = K). Let 

Ext: S S x  1<S • ¨ ƒ aS be a strong randomness ex •²actor with 
randomly chosen seed sƒÃ SS, where S S  is the seed space. 

P“B ty Up randomly selectsƒÐpƒÃ R 'TS and rƒÃR ŒŠSG, and 

runs (ekp,dkp •j •©KeyGen(l\r). Pa “¯ Y Up •fs SSK and SPK are 
((dkp •CƒÐp ), ekp ). Fig. 1 shows the protocol. 

Here, we recall the definition of ‰” C’¬ ity for KEM • C ‰ ñd min-
entropy of KEM keys as follows. 

Definition 3.1 (Syntax of KEM) A KEM scheme consists of 
the following 3•Etuple (KeyGen, EnCap, DeCap ): 

(ek,dk •j•©KeyGen(l\ r.,): a key generation algorithm which 
on inputs l Kand r g E ŒŠúVSG, where K is the security parameter and 

'RSG is a randomness space, ou • b Ž Ra pair of keys (ek, dk). 

(K,CT •j •© EnCap,k(r •C•j•F’@ encryption algorithm which 
takes as inputs encapsulation key ek and r•CƒÃŒŠSE, outputs 

session key kƒÃ 1<S and ciphertext C T ƒÃCS, where ŒŠSE is 
a randomness space, 1<S is a session key space, and C S  is a 
ciphertext space. 

K •©DeCapdk(CT) : a decryption algorithm which takes as 
inputs decapsulation key dk ‘j d ciphertext C T  E CS, and ou ƒg

puts session key KE 1<S. 

Definition 3.2ƒ¿ND •ECCASecuri –Üfor KEM) A KEM 
scheme is IND •ECCA secure for KEM if the following prop-
erty holds for security par —­neter K; For ‘j y PPT adversary 

:Jt = •i.–æ 1, :lt2), Advind •w ca = I Pr[r9 • © Œ ŠSG;(ek,dk •j •©
KeyGen(l\r9); �(�s�t�a�t�e ÿ	 !• �:�J�t�~�d�k�,� >(ek); b • © • o0, 1}; 

” T • © Š ÛSF.; �(�K�~ ÿ�� �C�T�~ ÿ	 !• �E�n�C�a�p�,�k�(�r�,�)�;� K•G•©•H‚Ä•G b• f • ©
3‚àƒ¿ƒÔdk.- ek, ÿ�]çÿ� �C�T�~ ÿ	ÿ� state); b•f•• b]-1/21 ŽOne •Y•C where mƒt

12 
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is the decryption oracle •Cƒ’ƒs is ŒŒe space of session key and state 
is state information ”’ at .JI wants to preserve from .9'11 to .'.lf2 •Em
cannot submit the ciphertext CT = �C�T�~� to “žƒt•D
w”b say a KEM scheme is IND •ECPA secure for KEM • ] ‘ ò does

not access 00. 
Definition 3.3 (Min-Entropy of KEM Key) A KEM 

scheme is k-min-entropy KEM if for any ek, dis ‰ñbution D'Ks of 

variable K defined by ( K, CT •j•©EnCap,k(r,), distribution Dother 
of public information and random r•CƒÃŠÛSE,H •C•·‚Ì•¢ cslD01her) �~� k 
holds, where H•‘ denotes min-entropy. 

3.2 Implementation Trick of FSXY Co “ c • ²uction

The FSXY construction uses the twisted PRF trick to com-

pute randomness in generating ciphertext CT A ‘g d CT a•EFor in-

stance, randomness is com — } • §as ‹ã.•C (rA) EB �F�~� (a-A) for party 
•fA 

U A. This trick allows ”’Ž† randomness is indistinguishable from 

a uniformly random value if ei •oerofSSKƒÐ A and ESK TA is not 

”bxpo ‰ñd.
The FSXY construction assumes ”’Ž† the output of the twisted 

PRF is nev ‚Ú exposed. Indeed, though the CK+ model allows 

an adversary to l” b • gn ESKs, the output of the twisted PRF is not 

contained in the ESK (i.e. •CƒÅ1e ESK of U A is o‹¥y �.�(�T�A ÿ��~ÿ�� TTA).) 
in the security analysis. In order to implement this assumption 

in the real world, all com ‰ š ‹ ¥ionsƒÎlated to the twisted PRF 
must be executed in a protected area such as a TPM. Specif-

ically, party U A (resp. U 8) must execute the computation of 

(CTA, KA •j•©EnCap,k.(F “à •irA) EB �F�~� •iƒÐA)) (resp. (CTa, Ka •j•© 
u •fA 

EnCap,k,(FlTA(rB) EB �F�~� •iƒÐ8))) in his TPM on-line. The boxed 
•g a • 

part of Fig. 1 is computed inƒÑ1>M. Note ”’Ž† to run a complex 

operation like encryption algorithms in a TPM is generally very 
costly and should be avoided. For example, if the Cramer-Shoup 
KEM[5] is used as ’¬ D-CCA secu ‘É KEM •C•o e TPM must pre ƒg

cess 4 exponentiations on-line for each session. 
Remark 3.1 In the C‚¨ e of the twisted PRF, all computations 

related to SSKs must not be exposed from the session state be-

cause SSKs are also assumed not to be learned with ESKs si-
m •xltaneously. In the FSXY construction, such computations cor-

respond to KB •©DeCapdk,. (CT 8•j ‘g d KA •© DeCapdk11(CTA). 
However, it is not necessary to execute these computations in 
TPM. A•‰.er receiving the mes •d .ge from the peer, all compu •E

tations are executed without stopping, and the session state is 
immediately erased on finishing the session. Thus, the com-

putations which must be executed in TPM or ƒgline are only the 

P•g t related to the twisted PRF and the derivation of SK. On 
the other hand, before receiving the message from the responder, 

the session state of the initiator contains all unprotected inter- ŠŽ

mediate values. Hence, if an implementation ‰ñck is not used, 

FƒÐ •irA) EB �F�~� •iƒÐA) is contained in the s”bssion state of •oE initia ‘Z

•fA 

tor because it is erased just on finishing the session. Mo‘É over,
we note that exposure of ESKs is distinguished from exposure 

of the session state in the CK+ model (i.e., ESKs are automati-
cally given to die adversary, and the session state is obtained via 

the SessionStateReveal query. ). It means that ESKs may be ex-

posed independently from die session — R – ¯ Š Ôd ‚ñ 8(ra)EBF ‚ç•i ƒÐa)
of •oc responder can be also exposed when ‰µ implementation

tric Žåis not used even if the ‚§ ssion state of the responder is im-

c2016ln ŒÃ‰êmatioo h ˆ “c“ˆ“c g S”z i“cyof J‹ p ‰ Á

mediately erased on finishing the session. 

3.3 Our Attack 

If an implementer misses this assumption, computations re-
lated to ‹ È – Ú ‘ O “ @d PRF may be executed not in a TPM. Then, 

�F�o�-�,�.�(�r�A�)�E�B�F�~ ÿ� �Ã�A�)� and F u8(rB) $ �F�~� •iƒÐ8) can be exposed as same 
B 

as ESKs �(�r�A�.�~ ÿ� �T�T�A ÿ	 VÞ�d (ra,r ‚à•C rr8). We show an attack to the 
FSXY construction when we assume ”’Ž† any implementation 
‰ñck is not used. 

An adversary plays the experiment of the CK+ model in the 

event corresponding to 2.d in Definition 2.2 (i.e., Both parties •f 
ESKs are expo —éd.). In this attack, �F�Ã ÿ� �r�A�)�E�B�F�~ ÿ� �Ã�A�)� aI ‹©‚ñ8(TB)

•A 

EBF ‚ç•i“à•j is Ž ž • §ed as a part ofESKs. The p‘¦ edure of the ad-
versary is as follows. 

( 1 ) specify a session between U A and U 8 as the test session, and 

learn ES KA = (rA •CƒÇrrA. F uA (rA) EB �F�~� •iƒÐA)) and ES Ka = 
H •fA 

(rB •C‚ç rra.F “à•i ra) e F ‚ç•i ƒÐa•j•j•E

( 2) compute KA, K8 and Kr as (CTA, KA •j•©EnCap,k8(F. ‰~•i TA)

�e�F�~ ÿ� �Ã�A�)�)�,� (CTB, Ka •j•©EnCap,t, (F u8(ra) �~� F:, •iƒÐa)) and 
•fA 4•E..

(CTr, KT •j•©wEnCapekr(rrB). 
( 3 ) execute the same key derivation prƒ¿ ƒR”b•F dure as a party with 

KA, KB and Kr, and derive •oe session key SK. 
Therefore, unless the ou ’@ut of the twisted PRF is strictly pro-

tected with an implementation trick, the FS.XY construction is 

insecure against such an exposure attack. 

4. One-Round AKE without Implementation 
•fIiicks 

In this section, we propose a new generic construction of CK+ -

secure AKE from KEM. Our scheme is —écur ‰Eagainst exposu ‘À

of all randomness in generating ciphertexts for KEM by avoiding 

using die twisted PRF trick beside die FSXY construction. More-

over, while the FSXY construction is not one-round protocol, our 
scheme is one •Eround protocol by using PKIC-KEM [27). 

4.1 Preliminaries 
4.1.1 Security Notio •‘ of KEM wi –ç public-key-

independent-ciphertext f 27] 
Here, we recall •oc syntax for PKIC •EKEM, and definitions of 

IND-CPA security for PKIC-KEM and min-entropy of KEM keys 

as follows. 
Definition 4.1 (S ŒËtax of PKIC-KEM) A PKIC “ˆ KEM

scheme consists of the following 4-tuple (wKeyGen, wEnCapC, 
wEnCapK, wDeCap ): 

(ek,dk •j •© wKeyGen(lx; r9) : a key generation algorithm 
which on in ˆÉ ts JK, where K is the security par ‘n neter and r9 

is randomness in space ŒŠSG. outputs a ˆÉ ir of keys (ek, dk). 
CT •© wEnCapC(r,) : . a ciphertext generation algorithm 

which outputs ciphertext CT E CS on inputs public parameters, 
whe ‘É r, is randomness in space 'RSE, and CS is a ciphertext 

space. 
K •© wEnCapK,k(CT; r,) : an encryption algorid!m which 

takes as inputs encapsulation key ek, ciphertext CT, and ran-
domness r,, ou • b Ž RKEM key kƒÃ 'KS, where r, is randomness 
used in wEnCapC, and 1<S is a KEM key space. 

K •©wDeCapdk(CT) : a decry ‚ª ion algoridim which takes 

13 

��	Ó�G�¶	O�:�Z�€�Ó�é�´�£�«�Ä�®�•�¬�t�µ�£�`�h
H�„�$�*�$�5� �Ê�Õ�”�³�ã�ï�w
Ñ	Z�¯
�*�$�5�¬�é�”�§�ç�­�­�Z�€�·�ï�»�”

- 19 -



Journal of Info •w•w nation Processing Vol.24 N•B.1 9-19 (Jan. 20 Š¹•p

as inputs decapsulation key dk and ciphertext CT ƒÃCS, and 

outputs KEM key kƒÃ 'KS. 
Defi ‹¥ tion4.2 ‘¤ D-CPA S” z ‹ ¥ty for PKIC-KEM) 

A PKIC-KEM scheme is IND-CPA secure if the fol-
lowing property holds for security parame ’¬ K; For any 
PPT adversary – æ • • • i ‰ Íi..'.1l2). Ad ‚¸ OU•|•ƒ’S•• IPr[rg “õ

ŒŠSG;(ek,dk •j •©wKeyGen(JK;r9); state •©.9f1(ek); b “õ•o 0, 1}; 

‚ñ ER ŒŠSE;CT. •G•© wEnCapC(r.); �Kÿ�!• �w�E�n�C�a�p�K�.�k�(�C�T�~ ÿ�� r,); 
K•GƒÃR 'KS;b •f•© .9f2(ek, (Kj,, �C�T�~ ÿ	ÿ�� state); b•f•• b]-1/21 ŽOnegl,
where state is the state information that ‰Í wants to preserve 

from –æI to •è—L 2•E

Defi ‹¥ tion 4.3 (Min-Entropy of KEM Key) We say a 

P‘j C-KEM scheme is k-min-en ˆÊopy PKIC-KEM if f’ ¬ ‘ gy ek, 

distribution Dxs of variable K defined by CT •© wEnCapC(r,) 
‘c d k •© wEnCapK,k(CT; r,), dis ’ó i‰Átion D01her of public 

information and random r, E ŒŠSE, R.,(DxslDo ‰¾•j �~� k holds, 
where Hoo denotes min-entropy. 

4ƒ€2 s‘Ç urity Notion of Computational E–û -actor
Let cExt : Salt x Dom •¨ Rng be a function with fi ‹¥ e de ƒg

main Dom, finite range Rng • C ‘ jda space of non-secret random 

salt Salt. 
Definition 4.4 (Computational EŠ¹ actor[21]) We say a 

function cExt is a com ˆÉ1tational extractor (cExt) if the following 
condition holds for a security parameter K: For any PPT adver-

sary .'.1l • C ‘ gy salt s “õ Salt and ‘j y dis ‰ ñ ‰ Átion DRng over Rng 

with Hoo(DRng •j‚³ K, I Pr[y ER Rng; l •©•ç•i s, y)] - Pr[x ER Dom; 

F •©cExt(s, x); l •©–æ•is, y)JI �~� negl. 
4.1.3 Security Notion of P‰ñudo-Random Function 

L‰ZK be a security parameter ‘g dF •••o–}•F Dom" X ƒaSúW •¨
Rng,J" be a function family with a family of domains {Dom,}n a 

family of key spaces •oƒa S"}" and a far ‹¥ ly of ranges {Rng"}". 
Definition 4.5 (Pseudo-Random Function) We say that 

function family F = {F"}" is the PRF f”’ nily, if for any PPT 
distinguisher D, Ad ‚¸ rr = IPr[l •©d"-lJ - Pr[l •©d –}•i•E•„ 11

:::; negl, whe ”Æ RF": Dom úW •¨ Rng" is a truly random function. 

4.2 OurCons Žduction
4.2.1 Design Pr"nciple 

The goal is to avoid ‹È”b twisted PRF •o ck. In •oe FSXY con-

S•² uction, parties share KA, Kn and Kr. KA is protected even if 
SSK11 andESK8 “B e exposed, Kn is protected even if SS Kn and 

ESK •vare exposed, and Kr is pro ”Æ‚Í•F ed even if both SS K11 and 
SSKB •g Eexposed. The case that bo •o ES KA and ES Kn are ex-
posed is solved thanks to the power of •oe twisted PRF trick •G•o at

is, Fu. (r11) Ea F‚ç•i ƒÐA) and Fu8(rB) E9 F‚ç•o ƒÐB) look random for 
‘g adversary even in this c‘• e. To handle this case without the 
twisted PRF trick, parties must share an additional value that is 

protected even if both ES K11 and ES KB are exposed. 
Our solution is to change the way to generate SSKs and SPKs. 

In the FSXY construction, a SSK contains decryption key dkp 

of •Ê D-CCA S”z ure KEM andƒÐ p, and a SPK contains encryp-

tion key ekp. In our cons ‰ñction, party Up runs (eksp,dksp •j •© 
wKeyGen(l úW•C•Y•j’Ï d CTsp •© wEnCapC(rsp) of IND-CPA se-

cure PKIC-KEM, where •Yand rsp ’ù E randomly chosen. dks p 
and rsp are added to •oe SSK •iƒÐp is not necessary Žl d is re-

moved), and eksP and CTsp are added to the SPK. Because 

c 2016 lnforma1i ‰Á Pro ˆ ó • üng S’¬ iety of Japan 

wEnCapC can be executed without knowing ‘ g – âƒ¿yption key, 
•ois key generation phase works correctly. 

In each session, parties share Ks in addition to K11., K8 and Kr. 

Party U A generates Ks • wDeCapdks• (CTsn •j•C’@ d party U B gen-
erates Ks •© wEnCapKeksA (CTsB; rs B). The lexicographic or-
der of party identities determines which party is to run wDeCap. 
From the synt “c of P‘j C-KEM, Ks is shared non-interactively, 

and is protected even if both ES K11 and ES K8 are exposed. The 
generation of Kr corresponds to the DH key exchange if P’¬ C-
KEM is instantiated by the EIGamal KEM. 

We note ”’Ž†•C from the definition of freshness •C•oc adversary 
CŽl not pose SessionStateReveal query for the test session. Also, 

session state does not contain computation ‘É suits that are imme-
diately erased on finishing the session as the FSXY construction. 

Our construction has another advantage that it is one-round 

protocol. The FSXY construction is not one-round because the 
responder •fs EPK depends on the imtiator •fs EPK. We use the tech-
nique in Ref. [27] using P‘j C•EKEM to generate Kr. 

Also, the session key derivation procedure is more e•ßcient

than •oe FSXY construction because a cExt is used instead of 
a s •Zong randomness extractor. On input a value having sufficient 

min •|”b ntropy,as •Zung randomness extractor outputs a value which 
is statistically indistinguishable from a uniformly chosen random 
value. Indeed, such statistical indistinguishability is not neces •h 

S•g y to prove ”’ c sƒ¿:urity of our construction. Computational in-
distinguis. ‰ Á “ | “ Iis SU• ß – Únt • C “ [d the cExt is suitable. Naturally, 

”’ E FSXY construction is also secure with the implementation 
trick if the strong randomness ex •Zactor is replaced with •oe cExt. 

Indeed, in ŒŒe full version of Ref. [ll •n•CŒŒe FSXY construction is 
prov ”bd with the cExt. [12]. 

4.2.2 Prot ‘¤ƒ̂“ú l
The protocol of our generic construction is shown in Fig. 2. 

Public Ž§rameters. Let (KeyGen, EnCap, DeCap) be an 
IND •ECCA secu ‘É KEM and (wKe ŒË3en, wEnCapC, wEnCapK, 

wDeCap) be an IND-CPA S’ ¬ “ c ‹ { PKTC-KEM, where •oe ran-
domness space of encapsulation algorithms is –™SE, the random-

ness space of key generation algorithms is ŒŠSG and the KEM key 
space is 'KS. Let G : {O, 1•p•Û•~ƒa S •̈•o 0, 1 }" be a PRF, where ƒaS

is the key space of PRFs (I ƒaSI= K). LetcExt: Saltx'KS • ¨ ƒ aS
be a cExt with a non-secret random sail s E Salt, where Salt is 

the salt space. 

Static Secret and Static Public k ‚Ì •Es. Party Up selects 
r,r •f ER ŒŠúV. SG ŒŒd rsp ER –ÆSE, and generates (ekp,dkp •j •© 
KeyGen(l ", r), (eksp, dks P• j •© wKeyGen(I úW•C•Y•ĵ· d CTsp •© 

wEnCapC(rsp). Party Up •fs SSK is (dkp,dksp,rsp •j ‘c d SPK is 

(ekp, eksp,CTsp). Note that a party does not use all contents of 
the SSK to generate Ks in a session: Sessio11 State. –¾ie session 

state of a session owned by UA contains ephemeral secret •xceys
(rA,rTA), encapsulated KEM key KA and ad-hoc decryption key 
dkr. Other information that is computed after receiving the mes •E

sage from the pe “B is immediately erased when the session key is 
established. Similarly, the session state of a session owned by U 8 

contains ephemer ” å ‘ •C‘É t keys (rB, rTB) and encapsulated KEM 

key Kn. 
Other ŒŒtermediate values (e.g., de Žf .ps ‹¥ated KEM keys, and 

outputs of cExt) are not contained in the session state because 

14 
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C‰ ¿ ‰ ñ – Ú ‰ šbŽ EP“c‹{ meter: G, cE:xt, s 
SSK and SPK for party UA: SSKA := (dkA,dksA. rSA),SPKA := (ekA,eksA, CTsA) 
SSK ‘Z d SPKfor ˆÉ rty UB: SSKB := (dkB,dk Žl•A rsB),SPKB := (ekB,eksB,CTsB) 

Party UA 

rA ER 'RSE; 'TA ER ŒŠSG
(CTA,KA •j•©En Cap “ì•i rA)

(ekr,dkr •j•©wKeyGen(l',rrA) 

Party UB 

rB ER 'RSE; 'TB ER 'R.Se 
(CTB. KB •j•©En Cap Œü•i ril)
CTr •©wEnCapC(rTB) 

U4, UB,CTA,ekr 

UA,UB,CTB,CTr 

KB •©DeCap ‚Ê •iCTB)
Kr •©wDeC ’@úVdlcT(CTr)

Ks •© wDeCapdlc,. (CTsB) 
K•G•©cExt(s, KA); Ki •©cExt(s,K8) 
K•G•© cExt(s, Kr); K4 •©cExt(s,Ks) 

ST:= (UA, UB,SPKA, SPKB, CTA, ek7, CTB, CTr) 
SK=Gr.(Sl •l E&GK:(ST) eGK:(ST) E&GK:(ST) 

K•C.. •© Dec ’ @ • i•iCTA)
Kr •©wEnCapK,tT (CT r •G‹Ò B)
Ks •©wEnCapK,1;,, (CTsB; rsB) 
K•G•©cExt(s, KA); Ki •©cExt(s,KB) 
K•G•© cExt(s, Kr); K4 •©cExt(s,Ks) 
ST:= (UA, UB,SPKA, SPKB, CTA. ekr, CTs, CTr) 
SK= GK:(ST) e GK,(ST) eGK:(ST) eGK:(ST) 

Fig.2 •B’¬ co • ‘ — §uction.

these values are simultaneously computed with the session key 

and immediately erased after completing the session. 

4.3 Security 

We show the following theorem. 

Theorem 4.1 If (KeyGen, EnCap, DeCap) is IND-CCA se-

cure ‹p dK•E •Emin-entropy KEM, (wKeyGen, wEnCapC, wEnCapK 

wDeCap) is IND-CPA secure and K-min •Eentropy PKIC-KEM, G 
is a PRF, and cExt is a cExt, then our generic construction is 

CKŽµsecure.

Here, we give an overview of the security proof. 

We have to consider the following four exposure patterns in the 

CK+ security model (matching cases): 

2-(c): SSKA ‹p d ES KB, 2-(d): ES KA ‘g d ESKB, 

2-(e): SS KA and SS K8, 2•E•i‚Ì•F ESKA andSSKB. 

In case 2-(c), KA is protected by the security of CTA because 

rA and dkB are not exposed. Jn case 2-(d), Ks is protccted by the 

security of CTs because dksA and rsB are not exposed. In case 

2•E•i e), Kr is protected by the sec ”Y ity of CTr because dkr and rr B 

•g t not exposed. In case 2•E•i f), K8 is protected by the security of 

C T  B because rB ‰ñd dkA are not exposed. 
Then, we transform the CK+ security game, and the session 

key in the test session is randomly distributed in the final game. 

First, we change •oe protected KEM key into a random key for 

each pa ’p m; therefore, the input of cExt is randomly distributed 

and has su •ßcient min-entropy. Next, we change the output of 

cExt into randomly chosen values. Finally, we ch ŽMge one of the 

PRFs (corresponding to the protected KEM) into a random func-

tion. Ther ”bfore, the session key in the test session is randomly 

dis • o ‰ Áted; thus, there is no advantage to the adversary. We can 

show a sin “¢lar proof in non-matching cases. 

Proof Let K be the security par •S neter, and let ƒk be a PPT (in 

K) bounded adversary. S uc denotes the event ŒŒat –æwins. We 

consider the following events that cover all cases of the behavior 

of –æ•D

•ELet E1 be the ev ”bnt that ‹Èe test sessi ’@ sid* has no matching 
•|•[•E•E•EŽP

session sid , the owner of sid ŽH is the initiator and the static 

secret key of the initiator is given to ŒŠ

c 2016 Infonnali ’Ï Pr ‰ñ–Ú•Gsing S”z iety of Jap ŒŒ

• Let •’2 be the event ”’ at the test session sid* has no match-

ing session ”u•³•o e owner of sid* is ŽR initiator and •oE

ephemeral –ø ƒ¿-et key of sid* is given to .JI. 

• Let E3 be the event that the test session sid* has no matching 

•| session sid , the owner of sid ŽP is the resp ’@ der and the static 

secret key of the responder is given to ‰Í•D

• Let •’4 be the event that the test session sid* has no match-

ing session ‰ Â • C • oe owner of sid •Eis the responder ‰Ád the 

ephemeral secret key of sid* is given to ‹ã

• Let Es be the event that the test session sid* has matching 

session •‚Ži•_Žl d ‰Áthstatic secret keys of the initiator and 

the responder are given to .JI. 

• Let E6 be the event that ŒŒe test session sid Ž– has matching •D•D•D ’©... •E•E•E•Þ—H•|
session sid , and both ephemeral secret keys of sid •Eandsid*
are given to .JI. 

• Let E7 be the event that the test session sid •ehas matching 

session Šïd, and the static •R ret key of ’p owner of sid* 

ˆ· d ”’ e ephemeral s”bcret key of sid* are given to •ç

• Let •’8 be the event that the test session sid Ž– has matching 

•| session sid , and the ephemeral sec –â t key of sid • E ‘ gd the 

static s–¯ ret key of the owner of sid* are given to “ñŽ€•D
To finish the proof, we investigate events E; /\ S uc (i = I, ... , 8) 

that cover all cases of event S uc. In this paper, we show the proof 

of event •’6 because it is most diffe ‘É nt from that of •oc FSXY 

construction. The proof of o‹Èer events can be proved by similar 

ways, and we show the differences ‘ä•B mevent E6. 
4.3.1 Event E, A Sue 

We change the interface of oracle queries and the computation 

of the session key. Th ”bse instances are gradually changed over 

six hybrid experiments, depending on specific sub-cases. In ”’ E

last hybrid experiment •C•o Esession key in the test session d“ c ‰ ·not

contain information of •oe bit b. Thus •C”’ e adversary C’Ï clearly

only output a random guess. We denote —Res ”bhybrid experiments 

by ffo,. . .,H •á and the advantage of the adversary .JI when partic •E

ipating in experiment H; by Adv(.71,Hi)-

Hybrid experiment 80: This experiment denotes the ‘É al ex-

perimenl for CK+ security and in ŒŒis experiment the environment 

for .JI is as defined in the protocol. •S1‹¥•C Adv(.71, ffo) is the same 

as the advantage of •ocr ‰ñ1ex ˆ ¢ • ‘ent.
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IFSXY construction.I 
Host 

machine l/F TPM 
‹§—§Žq̂ ê•o

•Þ•{•m“¤”b W�ÿ
�~

Fig. 3 Implementation image ofFSXY construction ‘g do ’ ¬ Ž l ‰ ñ • ‘ction.

Hybrid experiment H1: In this experiment, if –¯ ssion identities 
in two sessions are identical, the experiment halts. When two ci-

phertexts from different randomness are identical ‘c d two public 
keys from di Žeer •C”b nt randomness are identical, session identities 

in two sessions are also identical. In any IND-CCA secure KEM 
and IND-CPA secure PKIC-KEM, such an event occ ’¬ swith neg-

ligible probability. •S us, IAdv(.9l,H1)-Adv(.9l,Ho)I ŽOnegl.
Hybrid expe •o nent H2: In this experiment, the experiment s”b•[

lects a party U A ‰ñd integer iƒÃ •ml,l] randomly in advance. If .JI 

poses a Test query to a session exc ”b:pt i-th session of U A•C•o c ex-
pcriment halts. Since a guess of the test session matches wi ŒŒR •fs
choice with probability 1 /Nl, Adv •iŒŠ•C H2) �~� 1 /Nl •E Adv(.9'1, H1 ). 
Without loss of generality, we can suppose that the intended peer 

of the i-th session of U A is U B•E

Hybrid e‹Xperiment H3: In this experiment •C•o E computa-
tion of Ks in the test session is changed. Instead of computing 

Ks •©wDeCapdks_,(CTss) or Ks •©wEnCapK,ksA(CTss; rss), 

it is changed as choosing Ks •©'KS randomly. We construct an 
IND-CPA adversary S from .JI in H2 or R3. S performs the fol-

lowing steps. /nit. S receives (ek', Ki,. �C�T�~ ÿ	� as the challenge of 
IND-CPA g•Óne for PKIC-KEM. 
Setup. S chooses PRF G: {O, I •p•–•~ƒa S •̈•o O, l}t, where ƒaS is 

the key space of PRFs • C ‘ gd cExt cExt: Salt x 'KS • ¨ ƒ aS with 

random salt s E Salt, where Salt is the salt space. These are pre ƒg

vided as a part of the public parameters. Also, S sets all N users •f 
static sec ‘É t and public keys except U A and U B•E

For Up (except UA ŒÓd Us), S selects ƒÈ•YER ŠÛSG ‘g d rsp ER 

–ÆSE •C‘j d gen ”brates (ekp,dkr •j •©KeyGen(l ‚Ö‚Ì•C •ieksp,dksr •j •©
wKeyGen(JK •C•Y•j and CTsp •©wEnCapC(rsp). Party Up •fs SSK 

is (dkp,dksp, rsp) and SPK is (ekp, eksp, CTsp). 

For UA. S selects r ER ‹†SG and rAP “ õ Œ ŠSE, and generates 
(ekA,dkA •j•©KeyGen(JK, r) and CTAr •©wEnCapC(rAp). p•C•g ty

VA •fs SSK is (dkA, *• rAp) and SPK is (ekA, ek*,CTAr), where* is 
unknown P•› forS.

For U8, S selects r•C•Y ER ŒñSG, and generates (eks,dk8 •j •© 
KeyGen{l",r) and (eksp,dk8p •j •©wKeyGen(IK •C•Y•j. Pa ‘õy Us •fE 

c 2016 Informati ’ÏŒvŽl•F essing S“c‘j•F ty of Japan 

SSK is (dks, dksp •C–{•j and SPK is (eks, eksp, �C�T�~ ÿ	ÿ�� where –{is un-
known part for S. 
Simulation. S maintains the list Ls K ”’Ž† contains queries and 

answers of SessionKeyReveal. S simulates oracle queries by .JI 

as follows. We suppose ‹ÈatPso Žs before P lexicographically. 
(I) Send(Jl, Up, Up): S computes the ephemeral public key 

(Up,Up,CTp, ekT) obeying ”’ e protocol • C – â “m̄s it Žl d

records (Jl, Up, U;;, (Up, U;;,CTp,ekT)). 

( 2) Send(II, U ;;, Up): S computes the ephemeral public key 

(Up,Up,CT;;, CTT) obeying the protocol, returns it and 
records (Tl, Up, U;;, (Up, Ur. CTp,CTr )). 

(3) Send(II,Up,Up,(Up,Ur,CTp, CTT)): If P = A, P = 
B, the session is Š x Ž R Š xession of A, then S sets Kr := 

Ki,, computes the session key SK Ž– obeying —Re prot “c ol,

and records ƒÐI, �U�~�.� Us,(UA. Us,CTA,ekr).(Us, UA,CTs, 

CT T)) as the completed session and SKƒL in the list LsK-
Else if (IT,Up,Up,(Up,Up,CTp, ekT)) is not recorded, 

S records the session (II,Up,Up,*,(Up,Up,CT;;, CTr)) 

‘c d waits Send •iŒû•C Ur, Up). 0 — R – ¤ Š Jise, S compu —Õ

the session key SK obeying •oe protocol, and records 
(IT,Up,Up,(Up,U;;,CTp,ekr).(Up,Up,CTp, CTT)) as ŒŒe

completed session and SK in the list •HSK •E

( 4) Send •iƒ••C Up,Up,(Up,Up,CTp,ekT)): If P = A, 
P = B, the session is the matching session of i-th 

session of A, then S sets Kr := Ki,, computes the 
session key SK•e obeying the protocol, and records 

(IT,Us,UA,(UA,Us,CTA,ekT).(Us,UA.cTs, CTr)) as the 
completed session and SK Ž– in the list .ls K •E Else if (IT, 

Up, Ur. (U;;, Up,CT;;, CTr)) is not ‘É corded, S “¯•F cords
ŒŒC session Žf•C U;;, Up,(Up,Up,CTp, ekr •j•C–{•j and waits 
Send(II, Up, Up). 0 —Rerwise, S computes ”’ E ‘À ssion key 

SK obeying the protocol, and records (IT, U;;. Ur,(Up, U;;, 

CTp,ekr),(Up,Up,CTp, CTT)) as the completed session 

‘g d SK in the list LsK •E

(5) Se “J ion I•F•C yRe•E Žl al(sid):

(a) If ”’”b session sid is not completed, S returns Žl E—§or

16 
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message. 
( b) Otherwise, S ‘É turns •oe recorded value SK. 

(6) s‰ñsionStateReveal(sid): S responds ŒŒe ephemeral secret 
key Žl d intermediate computation results of sid as the defini-
tion. Note that the SessionStateReveal query is not posed 
to the test session from the freshness definition. 

( 1 ) Corrupt( Up): S responds the static secret key and all 
unerased session stat ‹¥ of Up as the definition. 

(8) 11 “c t(sid): S responds to the query as the definition. 
( 9 ) If .JI outputs a guess b', S ‹© tputs b'. 
Analysis. For .JI, the simulation by Sis same as the experiment 
H2 if the challenge is (K0, CT0). Otherwise, the simulation by S 
is same as the experiment H3. Also, both KT in two experiments 
have K-min-entropy because (wKeyGen, wEnCapC, wEnCapK, 
wDeCap) is K-min-entropy PKIC-KEM. Thus, if the advantage 
of S is negligible, then !Adv •i–æ•C H3) - Adv(.JI, H2)I �~� negl. 

Hybrid experiment "4: In this experiment •C•o”b computa-
tion of �K�~� in ”’ e test session is ch ‘g ged. Instead of computing 
k•G•© cExt(s, Ks), it is ch ‘j ged as choosing �K�~� E ƒaSrandomly.

Since Ks is randomly chosen in H3, it has ˆóŠÓcient min-
entropy. Thus, by •oE definition of the cExt, !Adv •i–} "4) -
Adv(.JI, 83)1 5 neg/. 

Hybrid experiment HŠ®•F In this experiment, the computation 
of SK in the test session is changed. Instead of computing 
SK= GK;(ST) Ell GK;(ST) E9 GK;(ST) EB �G�K�~ ÿ� �S�T�)�,� it is changed 
as SK= GK;(ST) EB GK;(ST) EB GK;(ST) E9 x where x E {O, 1 }K is 
chosen randomly. 

We construct a distinguisher D •fbe ŠJ een PRF F* : {0, I}* x 
rs •̈ •i 0, 1 )k ‘g da random function RF from –æmRi orHs •E

D' performs th ”b following st ”bps.
Setup. !D •fsets G = F •–•C‘g d choo Œ–es cExt cExt •F• „S • ¨ ƒ as.
These are provid ”bd as a part of the public p•g ameters. Also, 
D•fsets all N user •S•f static Š Ö Œ ûet Žl d public keys. S selects 
r• C • Y “ õ Œ ŠSG and rsp “ õ ‹ †SE •C‘gd generates (ekp, dkp •j •© 
KeyGen(l ‚Ö‚Ì•C •ieksp,dksp •j •© wKeyGen(lƒÁ •j and CTsp •© 
wEnCapC(rsp). Party Up •fs SSK is (dkp, dks p, rs p) and SPK is 
(ekp, eksp,CTsp). 

Simulation. •I•m•júV •fmaintains the list Ls K that contains queries and 
answers of SessionKeyReveal. 1J •fsimulates oracle queries by 
–æas follows. 
(I) Send(Il, Up, U;;): 1J •fcomputes •oe ephemeral public key 

(Up,U;.,CTp, ekT) obeying ŒŒE protocol •C‘É‘j ms it and 
records ’A•C Up,Up, (Up, Up, CTp,ekT)). 

(2) Send(Il, Up, Up): !D •fcomputes the ephemeral public key 
(U;;,Up,CT;;, CTT) obeying the protocol, returns it and 
records (Il, Up, U;;, (U;;, Up, CT;;, CTT )). 

(3) Send(Il,Up,Up,(Up,Up,CTp, Ch)): If P = A, 

P = B, the session is i-th session of A, then D•f 
po ’È s ST to his oracle (i.e., F –{ or a random function 
RF), obtains x ƒ Ã •i0, I •j‚Ø computes the session key 

SK = Gx;(ST) E9 Gx;(ST) EB GK;(ST) EB x, and records 
Žf•C UA,UB,(UA,UB,CTA,ekT),(UB,UA,CTB, Ch)) as 
the completed session and SK •z in the list Ls K. Else if 
(Il, Up, Up,(Up, Up,CTp, ekT)) is not recorded, D •frecords 
the session (Il,Up,U;;,*,(Up,Up,CT;;, CTT)) and waits 

c 2016 Informari ’Ï Pr Žl Z –ãng S‰ ñ – Úy ofJ “ ¾ ‘ j

Send(Il, Up, Up). Otherwise, 1Y com ‰štes the session key 
SK obeying the prot “c ol •C‘g d records (Il, Up, Up. (Up, Up, 

CT p, ekT ), (UP• Up, CT P• CT r )) as the completed session 
and SK in the list Lsx. 

(4) Send(Il,Up,Up,(Up,Up,CTp,ekr)): If P = A, P = B, 
the session is the matching session of i-th session of A, 

then D•fpo ”F S ST to his oracle (i.e., F* or a random func-
tion RF), obtains xƒÃ •o0, I}\ computes the session •úey
S K =  GK;(ST) EB Gx;(ST) E9 Gx;(ST) E9 x, and records 
(TI, UB, UA, (UA. UB. CTA,ekT), (UB, uA. CTB, CTr)) as the 
completed session and SK* in the list Ls K •E • › ‘ • if (TI, 
Up, Up, (Up, Up, CT;;, CTr)) is not recorded, 1Y records 
the session (IT,Up,Up,(Up,U;;,CTp, ekT),*) and waits 
Send( TI, U f>, Up). Otherwise, •I•m•j •fcomp ‹r s the session key 
SK obeying •oe protocol, and records (TI, U;;, Up,(Up, Up, 

CTp,ekT),(Up,Up,CTp, CTr)) as the completed session 
and SK in the list Ls K •E

( 5) SessionKeyReveal(sid): 
(a) If ”’ e session sid is not completed, •I•m•j •freturns an e’ó -or

message. 
(b) 0 ”’ erwise, !D •freturns the reco ‰Ded value SK. 

( 6) SessionStateReveal(sid): 1J •fresponds the ephemeral se-
cret key and intermediate compu ‹¥ ion ‘É suits of sid as the 
definition. Note that the SessionStateRe Žž al query is not 
posed to the test session from the ‘ä•Eeshness definition. 

(7) Corrupt(Up): !D •fresponds the static seƒ¿et key and all 
unerased session states of Up as the definition. 

( 8) Test(sid): 1J •fresponds to •oE query as the definition. 
( 9) If .JI outputs a •šiess b•f•• 0, •I•m•j •foutputs •o•zŽRe oracle is ”’ e

PRF F*. Otherwise, •I•m•j •foutputs ”’ at •o”b oracle is a random 
function RF. 

Analysis. For –æ•C the simulation by D•fis same as the experiment 
Ri if the oracle is the PRF F*. 0 ”’ erwise • C ’ psimulation by D•f 
is same as the experiment Hs. Thus, if ”’ e advantage of D •fis 
negligible, then IAdv(.JI, Hs) - Adv(.JI, "4)1 5 neg[. 

In Hs, the session key in the test session is perfectly random-
ized. Thus •Cƒk cannot obtain any advantage from Test query. 

The –¯ fo ‘É•C Adv •iŒŠ•C H5) = 0 and Pr[E5 ”ª Sue] is negligible. 

ƒ•
4.3.2 Event E1 A Sue 

The proof in •ois c‚§ e is similar to the event h ”ª Sue. There 
is a difference in the experiment H3. In the event E6 ”ª Sue,

instead of computing Ks •© wDeCapdksA(CTsB) or Ks •© 
wEnCapKeks• (CTs B; rsB), it is changed as choosing Ks •©'KS, 

where we suppose that U8 is the intended partner of UA in 
the test session. In the event E1 ”ª Suc, instead of computing 

(CTA,KA •j•©EnCap.1B(rA), it is changed as KA •©XS. Since .JI 
cannot obtain TA and dkB by the freshness definition in this event, 
we can construct an adversary S from .JI in the similar manner in 
the proof of the event E6 ”ª Suc. Note that if .JI poses Send query 
to U 8 other th ‰ ñ • oc test ˜H ssion, S simulates KA by po •¥ing the 
decryption oracle. 
4.3.3 Event Ei A Sue 

The proof in •ois case is almost same as the event E6 ”ª Sue.

4.3.4 Event E3 A Sue 

The proof in this case is similar to lhe event E6 ”ª Sue. There 
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is a di ŽeE–¯ nee in •oe experiment H3 •E In the event h ”ª Sue,

instead of computing Ks • wDeCapdks• (CTsB) or Ks •© 
wEnCapK,1.,.(CTsB; rsB), it is ch ‘c ged as choosing Ks •©'KS, 
where we suppose •oat U 8 is the intended pa ‘õ ner of U4 in 

the test session. In the event •’3 A Sue, instead of computing 

(CTB,KB •j•©En Cap Œü•irB), it is chang ”bd as KB •©'KS. Since .71 
C‘ g – ât d Œèin rB and dk1i by the freshn ”bss definition in •o is event, 

we C’Ï construct ‘g adversary S from .71 in the similar manner in 

the proof of the event •’6 AS uc. Note —Rat if .71 poses Send query 

to U" other than the t”bst session, S simulates K8 by posing the 

decryption oracle. 

4.3.5 Event E4 A Sue 

The proof in ”’ is case is almost same as the event •’6 A Sue. 

4.3.6 Event Es A Sue 

The proof in this case is similar to ŒŒE event •’6 /\Sue. ƒÑ'here 

is a difference in the experiment H3. In the event •’6 ”ª Sue,

instead of computing Ks •© wDeCapJ1,.(CTs8) or Ks •© 

wEnCapKeks•(CTsB;rsB), it is ch ’@ ged as choosing Ks •©'KS, 
where we suppose that U 8 is the intended partner of U" in 

the test session. In the event Eƒ‰•̂•_ Sue, instead of computing 

Kr •©wDeCapd1r(CTr) or Kr •©wEnCapKekr (CT T; TTB ), it is 

changed as Kr •©XS. Sin “c•K cannot obtain TTA and rrB by ŒŒe

freshness definition in this event, we can construct an adversary S 
from .71 in the similar manner in the proof of the event •’6 ”ª S UC. 

4.3.7 Event E1 A Sue 

The proof in this case is almost same as •oe event •’1 /\Sue. 

4.3.8 Event Es A Sue 

The proof in this case is almost s‘n ne as the event •’2 A S uc. 

4.4 Instantiations 

We ‰ñB instantiate IND-CCA S‚Û ure KEM by various schemes. 

For ”bxarnple, we can use efficient IND-CCA KEM schemes 

from the decisional D H  (5 •j‚Ì DH), computational D H  [13), [14), 

hashed D H  [ 15), bilinear D H  [3], the McEliece ’Ï d LPN [10), and 

”’ e (ring-)LWE[18], [24) assumptions. We c‘c easily show that 

these schemes have K-min-entropy KEM keys. The KEM part of 

the Cram ‰D houp P‘j consists •Bf g'f E G, wh ‘M G is a finite 

cyclic group of order prime p•C•Ä is p•§ of ek, and r is uniformly 

chosen randomness, and lrl is 2K. Thus, g'f has min-en ’¬ opylarger

than K. Similarly, other schemes are also K-min-en Ê̂•B pyKEM.

Conversely, instantiations of IND-CPA secure PKIC •EKEM are 

limited. '.fhe ElGamal KEM is the rep –ã en ‹¥ ve instantiation 

from the DDH assumption. Also, we CŽl use lattice-based KEM 

like the Regev •fs KEM[25 •n‘ä om the LWE assumption, or code-

based KEM like the Nojima et al. •fs KEM ƒ•2) from the LPN as-

sumption. However, to ignore non-negligible e’ó urof decasu-

lation, a very large parameter size is �n�e�c�e�~�s�a�r�y�;� and thus, these 

schemes •nƒ‡ come ine •ßcient.

5. Concluding Remark 

This paper studied the exposure-resilience of AKE schemes in 

terms of implementation •o cks. It was shown ”’ at some AKE 

schemes are not exposure•E •Eresilient if implementation tricks do 

not work. We also gave a generic construction that is expos ’¬ b

resilient without implementation tricks. 

A remaining problem of future ‘É searches is to clarify security 

c2016Infi ‰Á natioo RŽl•F essing S‰ ñ – Úy of Japan 

models Žl pturing the difference between seƒ¿nity with/without 

implementation ‹¥ cks.
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