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No-Dictionary Searchable Symmetric Encryption®

Wakaha OGATA ™, Member and Kaoru KUROSAWA ™), Fellow

SUMMARY In the model of no-dictionary searchable symmetric en-
cryption (SSE) schemes, the client does not need to keep the list of keywords
‘W. In this paper, we first show a generic method to transform any passively
secure SSE scheme to a no-dictionary SSE scheme such that the client can
verify search results even if w ¢ ‘W. In particular, it takes only O(1) time
for the server to prove that w ¢ ‘W. We next present a no-dictionary SSE
scheme such that the client can hide even the search pattern from the server.
key words: searchable symmetric encryption, dictionary, verifiable, search
pattern

1. Introduction
1.1 Background

The notion of searchable symmetric encryption (SSE)
schemes was introduced by Song et al. [34]. In the store
phase, a client encrypts a set of files and an index table by
a symmetric encryption scheme, and then stores them on
an untrusted server. In the search phase, he can efficiently
retrieve the matching files for a search keyword w keeping
the keyword and the files secret.

Since then, single keyword search SSE schemes [15],
[16], [19], [24], [26], dynamic SSE schemes [13], [21], [22],
[25], [27], [30], verifiable SSE schemes [24]-[27], [35], mul-
tiple keyword search SSE schemes [1], [7], [12], [20], [23],
[36] and more [14] have been studied extensively by many
researchers.

Curtmola, et al. [16], [17] gave a rigorous definition of
privacy against honest but curious servers. Kurosawa and
Ohtaki [24], [26] showed a definition of reliability against
malicious servers who may return incorrect search results to
the client, or may delete some encrypted files to save her
memory space. An SSE scheme is called verifiable if it
satisfies both privacy and reliability.

Let D = {Dy,...,Dyn} be the set of files and W =
{wy, ..., w,} be the set of keywords, where each keyword w
is contained in some file(s). We call ‘W a dictionary.

Let 7O(w) = {j | D; contains w}. Then an index
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table 7 is defined as 7 = (Z D(wy), ..., I D(w,,)), where
w; € W. Let I be an encryption of 7. In the store phase,
the client sends 7 and an encryption of D to the server.

We say that an SSE scheme is a no-dictionary SSE
scheme if the client does not need to keep W . In usual SSE
schemes, the client does not need to keep ‘W. However,
there are some exceptional cases. In this paper, we study
two cases in which it is non-trivial to design an efficient no-
dictionary SSE scheme. (The notion of no-dictionary SSE
schemes was first studied by Taketani and Ogata [35] in the
setting of verifiable SSE schemes.)

1.2 No-Dictionary SSE with Search Pattern Hiding

The search pattern is the information on which past queries
are the same as the current one, where a query is an encryp-
tion of a search word w. In usual SSE schemes, the search
pattern is leaked to the server.

If the client keeps a dictionary ‘W, we can construct a
search pattern hiding SSE scheme by using the technique of
private information retrieval (PIR) [29], [32]F (The cost for
it is that the communication complexity and the computation
complexity increase.).

In the store phase, the client stores an encrypted index
table 7y = (Zy[1], ..., Zo[m]) such that Zy[i] is an encryption
of T [il(= T D(w;)), where w; € ‘W foreachi. In the search
phase, by using PIR, he obtains Jy[i] from the server without
revealing any information on the search word w; € W. This
means that the search pattern is hidden from the server. He
finally retrieves encryptions of all D; such that j € 77[i]
from the server.

If the client does not want to keep ‘W (i.e. no-dictionary
SSE), there is a simple way to modify the above scheme.
Let b be the bit length of the longest keyword in W,
and let 7 : {0,1}=> — {0,1}’ be an injection for some
€. The client constructs an extended index table 7, of
size 2¢ such that 7;[7(w)] = 7D (w). Then he stores
I, = (L[1], ..., I,[2¢]) such that Z,[i] is an encryption of
7.li] to the server, and keeps only (b, 7). In this way, we can
obtain a no-dictionary search-pattern hiding SSE scheme.
However, 7, is much larger than Z because 20 > |'W| in
general.

"The connection between SSE and PIR was suggested by Curt-
mola et al. [16], [17].

Copyright © 2019 The Institute of Electronics, Information and Communication Engineers
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1.3 No-Dictionary Verifiable SSE

Consider a verifiable SSE scheme such as follows. The client
stores 71 = ((ay, by, ¢1), . . ., (@m, by, cn)) to the server such
that

(ai, bi, ¢;) = (Fy, (w;), Fi, (w;) + T D (w;), MAC(a;, b;))

for each w; € W, where F is a pseudorandom function and
k1, kp are keys. To search on w, the client sends

(@’ ") = (Fi, (W), Fi, (w))

to the server. The server finds i such that a” = a; and returns
the search result with MAC (a;, b;).

Isitano-dictionary verifiable SSE scheme? The answer
is no because a malicious server can cheat by saying that a’ ¢
{ai,...,an} (namely w ¢ W) even if a’ € {ay,...,an}.
The client has no way to check this.

We can prevent this cheating by using the extended
index table 7, defined in Sect. 1.2. However, the encrypted
7, gets much larger than 7; (see Sect. 1.2).

For this problem, Taketani and Ogata [35] showed a
no-dictionary verifiable SSE scheme such that the encrypted
index table is almost the same size as 7;. In this scheme,
however, the server takes O(N log(Nm)) time to prove that
w ¢ W, where N = |D| and m = |W|.

1.4  Our Contribution

In this paper, we first show a generic method to transform any
passively secure SSE scheme to a no-dictionary verifiable
SSE scheme. In the transformed scheme, the encrypted index
table is only a few times larger than that of the underlying
SSE scheme, and the server takes only O(1) time to prove
that w ¢ W, which is more efficient than the scheme in
[35]. The search time for w € ‘W remains almost the same
as that of the original SSE scheme. We also prove that the
transformed scheme is UC-secure in Appendix similarly to
[24], [26].

We next present a no-dictionary search-pattern hiding
SSE scheme such that the encrypted index table is only a few
times larger than Zy (As in the corresponding dictionary SSE
scheme, the cost for it is that the communication complexity
and the computation complexity increase.)’.

We use Cuckoo Hashing [33] in both our results as a
main technical tool.

1.5 Remark

In the verifiable SSE schemes of [24]-[27], the set of key-
words is defined as ‘W = {0,1}¢. In reality, however, key-
words have various length. Therefore we must use the tech-
nique of Sect. 1.2 in practice.

TThis part was not written in the conference version [31] of this
paper.
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If we use an oblivious RAM (ORAM) in a dynamic
SSE scheme [18] (in which the client can update files), we
can hide the search pattern and the access pattern. In such
a scheme, however, the client must keep the dictionary (or a
corresponding list). The communication cost is also large.

2. Verifiable Searchable Symmetric Encryption

In this section, we define a no-dictionary (verifiable) SSE
scheme and its security. Basically, we follow the notation
used in [12], [24], [26].

e Let D ={Dy,...,Dy} be the set of files.

e Let ‘W be the set of keywords, where each keyword w
is contained in some file(s).

e For w € {0, 1}*, define as follows:

_ | {D; | D; contains w} ifw e W
D(w) = { 0 otherwise
e LetC ={Cy,...,Cn}, where C; is a ciphertext of D;.

e Let

C(w) = {C; | C; is a ciphertext of D; € D(w)}.
(D
Note that C(w) = 0if w ¢ W.

If X is a bit string, |X| denotes the bit length of X. If
X is a set, | X| denotes the cardinality of X. “PPT” refers to
probabilistic polynomial time, and “PT” refers to polynomial
time.

2.1 Model

An SSE scheme has two phases, the store phase (which is
executed only once) and the search phase (which is executed
a polynomial number of times). In the store phase, the client
encrypts all files in D and stores them on the server. In the
search phase, the client sends a ciphertext of a word w, and
the server returns C(w). If there is a mechanism to verify
the validity of C(w), the scheme is called a verifiable SSE
(vSSE).

Formally, a vSSE scheme consists of the fol-
lowing four polynomial-time algorithms vVvSSE =
(Setup, Trpdr, Search, Dec) as follows:

* (K,7,C0) « Setup(1L, D, W, {(w,Dw)) | w €
‘W1): a PPT algorithm that generates a key K, an
encrypted index 7, and the set of encrypted files
C ={C},...,Cn}, where A is a security parameter.
This algorithm is run by the client in the store phase.
He then stores (£, C) on the server.

e t(w) <« Trpdr(K,w): a PPT algorithm that outputs a
trapdoor t(w) for w € {0, 1}*.

This algorithm is run by the client in the search phase.
t(w) is sent to the server.

e (C*,Proof) « Search(Z,C,t(w)): a PT algorithm
that outputs the search result C* and Proof for the va-
lidity check.
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This algorithm is run by the server in the search phase.
She then returns (C*, Proof) to the client.

e D*/1L « Dec(K, t(w),C*, Proof): a PT algorithm that
decrypts C* and verifies its validity based on Proof. If
not valid, output is L. This algorithm is run by the
client in the search phase.

We say that a vSSE satisfies correctness if the following
holds for any K, D, W, {(w, D(w)) | w € W} and any word
w e {0, 1}".

o If
(K,I,C) « Setup(14, D, W,
{(w, D(w)) | w € W},
t(w) « Trpdr(K,w),
(C*, Proof) < Search(7,C,t(w)),
D" « Dec(K,t(w),C*, Proof),
then

D* = D(w).

We assume that C* is equal to C(w)(C C) as in most existing
schemes.

An (not verifiable) SSE scheme is defined by omitting
Proof.

2.2 Security Definition

We next define the security of vSSE schemes. Note that a
search word w does not need to belong to the set “W.

Privacy. In a (v)SSE, the server should learn almost
no information on D, W, and the search word w. Let
L (D, W) denote the information that the server can learn
in the store phase, and let Ly (D, W, w, w) denote that in
the search phase, where w is the current search word and
w = (wy, wy, . ..) is the list of the past search words queried
so far.

In most existing SSE schemes, L{(D, W) =
(IDyl, ..., |Dnl, |'W), and Lo (D, ‘W, w, w) consists of {j |
D; € D(w)} and the search pattern

SPattern((wy,...,wg-1), w) = ($p1,...,5Pg-1),
where
o 1 ifw; =w,
Pi= o ifw; # w.

The search pattern reveals which past queries are the same
as w.

Let L = (Ly,Ly). The client’s privacy is defined by
using two games: a real game Game,.,; and a simulation
game Gamefim, as shown in Figs.1 and 2, respectively.
Game,.; is played by a challenger C and an adversary A,
and Gamel. is played by C, A, and a simulator S.

sim

Definition 1 (L-privacy): We say that a vSSE scheme has
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1. Adversary A chooses (D, ‘W) and sends them to challenger
C.

2. C generates (K, I, C) « Setup(1%, D, W, {(w, D(w)) |
w € W) and sends (7, C) to A.

3. Fori=1,..., q, do:

a. A chooses a word w; € {0, 1}* and sends it to C.
b. C sends the trapdoor # (w;) < Trpdr(K, w;) back to A.

4. A outputs bit b.

o /

Fig.1 Real game Game,. ;.

1. Adversary A chooses (D, ‘W) and sends them to challenger
C.

. Csends Li (D, ‘W) to simulator S.

. S computes (7, C) from L; (D, ‘W), and sends them to C.

. Crelays (7, C) to A.

. Fori=1,..., q, do:

(S "NV )

a. A chooses w; € {0, 1}* and sends it to C.
b. C sends Ly(D, W,w,w;) to S, where w =

(wi, - .., wi-1).
c. S computes 7 (w;) from Ly (D, ‘W, w, w;) and sends it
to C.

d. Crelays t(w;) to A.

6. A outputs bit b.

Fig.2  Simulation game GameSL,. m

L-privacy, if there exists a PPT simulator S such that

| Pr[A outputs b = 1 in Game,. ;]
— Pr[A outputs b = 1 in Gamel 1l 2)

sim

is negligible for any PPT adversary A.

Reliability. In an SSE scheme, a malicious server might
cheat a client by returning a false result C*(# C(w)) during
the search phase. (Weak) reliability guarantees that the client
can detect such a malicious behavior. Formally, reliability is
defined by game Game,.;; shown in Fig. 3, which is played
by an adversary B = (B, B,) (malicious server) and a chal-
lenger C. B and B, are assumed to be able to communicate
freely.

Definition 2 (Reliability): We say that B wins in Game,..;;
if By receives D; such that f);‘ ¢ {D(w;), L} for somei. We
say that a vSSE scheme satisfies reliability if for any PPT
adversary B,

Pr[B wins in Game,..;; |
is negligible.

For SSE schemes in which C* = C(w) is assumed to be
returned as a search result, strong reliability was also defined
in [26]. In strong reliability, the server has to answer a wrong
pair (C*, Proof)(# (C(w), Proof)) that will be accepted in the
search phase to win the game.
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~

(Store phase)
1. Bj chooses (D, ‘W) and sends them to C.
2. C generates (K, 7, C) « Setup(14, D, W, {(w, D(w)) |
w € W}), and sends (7, C) to Bs.

(Search phase) Fori =1, ..., g, do
1. By chooses w; € {0, 1}* and sends it to C.
2. C sends the trapdoor #(w;) « Trpdr(K, w;) to B,.
3. B, returns (C‘,.*, I;CBE) to C.
4. C computes
D¥ «— Dec(K, t(w;), C‘;‘, Proof;)

i

and returns @l’.’ to By. f);f canbe L.

o /

Fig.3 Game,.;;.

Definition 3 (Strong Reliability): We say that B strongly
wins in Game,.; if there exists i, such that both
Dec(K,t(w;),C;,Proof;) # L and (C;,Proof;) #
(C(w;), Proof;) hold. We say that a vSSE scheme satisfies
strong reliability if for any PPT adversary B,

Pr[B strongly wins in Game,..;; ]

is negligible.

3. Building Blocks
3.1 Cuckoo Hashing

Cuckoo Hashing [33] is a hashing algorithm with the ad-
vantage that the search time is constant. To store n keys, it
uses two tables 71 and 75 of size m, and two independent
random hash functions /; and h, with the range {1, ..., m}.
Every key x is stored at one of two positions, 7} (h1(x)) or
T>(ha(x)). So we need to inspect at most two positions to
search x.

It can happen that both possible places 7 (4 (x)) and
T, (hy(x)) of a given key x are already occupied. This prob-
lem is solved by allowing x to throw out the key (say y)
occupying the position 77 (h(x)). Next, we insert y at its
alternative position 7> (hy(y)). If it is already occupied, we
repeat the above steps until we find an empty position. If
we failed after some number of trials, we choose new hash
functions and rebuild the data structure.

Let n = m(1 — €) for some € € (0,1). Then the above
algorithm succeeds with probability 1—c(€)/m+O(1/ m?) for
some explicit function c(-) [28]. The expected construction
time of (71, 73) is bounded above by [28]

1—6‘571

22—
(I-eN+e

3

3.2 Pseudo-Random Function

Let R be a family of all functions f : {0, 1}* — {0, 1}"*. We
say that F : {0, 1} x{0,1}* - {0,1})" is a pseudo-random
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function if for any PPT distinguisher D,
Prlk & (0, 1) : DF&) = 11— Pr{f & R : DO = 1

is negligibly small.

It is well known that a pseudo-random function works
as a MAC which is existentially unforgeable against chosen
message attack.

4. Generic Transformation from SSE to vSSE

In this section, we show a generic method to transform any
SSE which satisfies privacy to a no-dictionary verifiable
SSE. In the transformed scheme, the encrypted index ta-
ble is only a few times larger than that of the underlying SSE
scheme, and the server takes only O(1) time to prove that
w ¢ W. The search time for w € W remains almost the
same as that of the original SSE scheme. We also prove that
the transformed scheme is UC-secure in Appendix similarly
to [24], [26].

4.1 Construction

Let SSEy = (Setupg, Trpdrg, Searchy, Decy) be an SSE
scheme. We construct a no-dictionary verifiable SSE
VSSE; = (Setup;, Trpdr,, Search;,Dec;) as follows. Let
F be a pseudo-random function.

o Setup; (14, D, W, {(w, D(w)) | w € W}): Let W =
{wl, w, ..., w|w|}.

1. Run Setupy (14, D, W, {(w, D(w)) | w € W})
to obtain (Ky, Zy, C). Note that C; € C is a cipher-
text of each file D; € D.

2. Randomly choose a key k of F. We write Fi(x)
instead of F(k, x).

3. Compute key; < Fi.(0l|lw;) for all w; € W.

4. Construct cuckoo hash tables (77,7;) of size

[W|+1 which store {key;}|*\!. Let (1, o) be the
hash functions which are used to construct (77, 7).

This means that
T{(hi(key;)) = key; or Ty(hy(key;)) = key;

for each key;. When failing in constructing tables,
go back to step 2.

5. Construct two tables (71, T3) of size |'W| + 1 as
follows:
Fora = 1,2andi = 1,...,|WI|+1,ifT, (i) = key,
for some key; = Fi(0|lw;), then

Ta(i) < (keyj, Fi(allillkey;), FiBllkey;|IC(w;)).
Otherwise
T,(i) « (null, Fy,(alli||null), null).
6. Output (K = (Ko, k), I = (X, Ty, Tz, h1, h2), C).

The client sends (7, C) to the server, and keeps K secret.
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For each key; = Fi.(0|lw;), it holds that

Ti(h(key;))
= (keyj, Fx(1|lh1(key;)llkey;), Fx (3llkey;|IC(w;)))

or

Tr(hy(key;))

= (keyj, Fr 2|lha(key;)llkey)), Fi Bllke y; |C(w;)))-

e Trpdr;((Ko, k),w) : Compute key « F;(0llw) and
to(w) « Trpdry (Ko, w). Output t(w) = (key, to(w)).

The client sends #(w) to the server, where w is a search word.

» Search((Zo, T1,T», hy, h2), C,t(w) = (key,token)):
Retrieve

(a1, Br,y1) « Ti(hi(key)),
(a2, B2,72) «— Ta(ha(key)).
Let

Cr e { Searchy (o, C, token) if key € {ay, as)
0

otherwise

Y1 if key = a;

Proof < { ¥ if key =
(a1, B1, @, B2) otherwise

Output (C*, Proof).
The server returns (C*, Proof) to the client.

¢ Dec((Ky, k), t(w) = (key, token), C*, Proof) :
(Case 1) Proof = .
Ify # Fr(3|lkey]||C"), then output L.
(Case 2) Proof = (ay, B1, @2, 52).
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Then 7} and 7> are constructed as shown in Table 2. Note
that the size of each table is 8 = |'W| + 1.

(Case 1) Suppose that a client searches for a keyword w3 €
W.

1. The client sends trapdoor (keys, to(w3)) to the server.
2. Since hi(keyz) = 6 and hy(key3) = 4, the server
retrieves

(a1, B1,y1) = T1(6)
= (keys, Fr(11|6||keys3), Fi. Bllkeys3||C1, Cy)),
(az, B2, y2) = To(4)
= (keys, Fr (2|4l key2), Fr Bllkeyz||C2))

from 7T and T>.

Because a1 = keys, the server obtains the search result

C* = (C1,Cy) « Searchy(ly, C, to(w3)),

Proof = vy = F(3llkeys||C1, Cs),

and returns (C*, Proof) to the client.
3. The client verifies if y; = Fr (3||keys||C*).

(Case 2) Suppose that the client searches for w ¢ W.

1. The client computes key <« Fi(O|lw) and to(w) <«
Trpdry (Ko, w). He sends #(w) = (key,to(w)) to the
server.

2. Suppose that hj(key) = 5 and hy(key) = 3. Then the
server retrieves

{ay, B1,y1) =T1(5)
= (null, F;,(1||5), null),
(@2, B2,y2) = Ta(3)

If ¢ # 0 or key € {apaz} or B # = (keys, Fr (2|13|lkeyas), Fr Bllkeysl|C1, C3, C7)).
Fr(1|lhy(key)llay) or B2 # Fr(2|lha(key)|laz), then
output L. chause key ¢ {ai,a}, the server returns
Otherwise, compute D* « Decy(Ko, token, C*) and C* = 0 and Proof = (ai,B1a2p) =
output D", (null, F(1]|5), ke ya, Fi2lI3llkeys)).
The client obtains L or D*. Table1  Example.
4.9 Example keywlilrd w;j Cl’g:,wé; = hl(k6ey1) hz(kleyj)
w» Cy 2 4
Suppose that there are 7 keywords ‘W = {wy,..., w7} and ws Cy, Cy 6 4
8 ciphertexts C = {Cy, ..., Cg} such that C(w;) are given wy C1,C3,C 6 3
in Table 1. In the same table, hj(key;) and hy(key;) are ws G, Gs 7 8
the hash values which are used to construct the cuckoo hash zj gs, Cs ; g
tables (T7,T;) for the set {key; = Fe(Ollw;) | j = 1,...,7). 1
Table 2  Cuckoo hash tables (77, 7).
i T, (i) i T> (i)
1| (null , Fp(1]1) , null ) L | (keyi, Fr2llllkeyy), FrxBllkeylICy, Cs, Cs, Cg) )
2 | (keys, Fr(1l12llkeyr), FrBllkeyslIC1) ) 2 | (null , Fr(2]12) , null )
3| (null , Fp(113) , null ) 3 | (keys, Fr(2l3llkeys), Fr(3llkeyslC1,C3,C7) )
4 | (mull , Fr(1]14) , null ) 4 | (key, FrQ2|l4llkeyz), Fi(llkeyz]C2) )
5 | (mull , Fr(1]|5) , null ) 5 | (null , Fr(2|l5) , null )
6 | (keys, Fr(1ll6llkeys), Fi(3llkeyslICi, Cq) ) 6 | (null , Fr(2]6) , null )
7 | (keys, Fr(1l7lkeys), Fi(3llkeyslCs, Cs) ) 7 | (null , Fr2lI7) , null )
8 | (null , Fr(1]I8) , null ) 8 | (keys, Fr(2lI8llkeys), Fi(3llkeysll(Ca, Co)) )
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3. The client verifies if key ¢ {aj, a2}, B1 =
Fi(1||hi(key)lla1), and B2 = Fr 2|lha(key)llaz).

4.3 Efficiency

The efficiency of our transformed scheme vSSE; is estimated
as follows:

¢ In the store phase, |"'W| keys are stored in two tables,
where each table has size m = |'W| + 1. Therefore, the
client takes the expected time O (|'W|) + time(Setupy)
to run Setup; from Eq. (3).

e In the search phase, the search time for w € W is
almost the same as that of the original scheme.

¢ The server takes only O(1) time to prove that w ¢ W
because the search time is constant in cuckoo hashing.

To prove that w ¢ W, in the method of [35], the server
takes O(N log N|'W|) time. In the concrete method (Algo-
rithm 1+2) in [6], it takes O (log |'W|) + time(Searchy).

4.4  Security

Theorem 1: If the underlying scheme SSEy has L =
(L1, Ly)-privacy and F is a pseudorandom function, then
our scheme vSSE; has L” = (L], L))-privacy such that

Li(D, W) =Li(D, W)U {|W]|},
Ly(D, W, w,w;) = Ly(D, W, w, w;)
U {SPattern(w, w;), [w; € W1]1}. 4)

In the all existing SSE schemes, |'W| € L{(D, W) and
{SPattern(w, w;), [w; € W]} C Lr(D, W, w,w;). (There
may be some exceptions which use oblivious RAM. But such
SSE schemes are inefficient.) So, the client’s privacy in our
vSSE scheme has the same level as that of the underlying
SSE scheme.

(Proof) Let Sy be a simulator of the underlining SSE scheme
which has (Ly, L,)-privacy. We construct a simulator S of
our VSSE scheme which achieves (L, L})-privacy as fol-
lows.

(Store phase) In Gamey;,, S takes L{(D,W) =
Li(D, W) U {|'W|} as an input. S runs So(L;(D,W))
and gets its output (Zy, C). Next S constructs 77 and 7, as
follows. Note that the size of each T}, T5 is m = |'W| + 1.

* Choose keyy,.. .,keyl’(W| randomly, where key, is
the simulated value of key; = Fg(O|lw;) such that
{keyl’, .. .,key",w‘} = {keyi, ..., keyw}.

* Construct the cuckoo hash tables (77, T;) which store
(key;r(l), e, key;r(l,wn), where 7 is a random permu-
tation. Let Ay, hy be the two hash functions which are
used to construct (77, 7).

eFora=12andi=1,....,[W|+ LifT,@i) = key;
for some j, then choose two random strings r and r’ s
and T, (i) < (key’,r,r"). Otherwise, choose a random
string r and T, (i) « (null, r,null).
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S sends (Zy, 11,15, h1, hp) and C to the challenger. Let
cntr < 1, where cntr will denote the number of distinct
keywords which the client has queried.

(Search phase) In the ith search phase, S takes
Lé(i), W, w,w*) = Lo(D,W,w,w*)U{SPattern(w, w*),
[w* € W]} as an input. S first obtains 7o(w*) by running
So(Lr(D, W, w, w*)), and sets

keylpr
key! « key;.‘

random

if spj = O forall j and w* € W,
if sp; = 1 for some j,
otherwise.

cntr +1 if sp; = 0forall j and w* € W,
Cntr < .
cntr otherwise.

S outputs (key;,to(w™)) as a simulated trapdoor.

We will prove that there is no adversary A
who can efficiently distinguish between Game, .,
and Gamey;,,. We consider a game sequence
(Game,.,;, Game,,;;, Gameg;,,). Game,,;  is the same as
Game,.,; except that all values of Fy(-) are replaced with
random strings. For i € {real, mid, sim}, define

P; = Pr[ A outputs b = 1 in Game;].

Then |Preqr — Pmiaql is negligible because F is a pseudo-
random function. We can also see that |P,,;q — Psim| is
negligible from the (L, L)-privacy of the underlying SSE
scheme. Consequently, |Pycq1 — Psim| is negligible. O

Theorem 2: Our vSSE scheme vSSE; satisfies strong reli-
ability if F is a pseudorandom function.

(Proof) We look at the pseudorandom function F as a MAC.

Suppose that there exists an adversary B = (B, By)
who can break the strong reliability of our vSSE scheme,
and B runs the search phase ¢ times. Let (C‘l.*, P‘rz)gfi) be
B,’s response to t(w;) = (key;, to(w;)) in the ith search
phase, and let

(C(wy), Proof;) = Search; (7, C, t(w;)).

From the definition, B strongly wins if there exists i €
{1,...,q} such that

(C!, Proof;) # (C(w;), Proof;) and
Dec; (K, (key:, to(w;)), C;, Proof;) # L. ®)

By using B, we will construct a forger F against the
MAC, where F has oracle access to Fy.

First, F randomly chooses J € {1, ..., g}. Then, F runs
B by playing the role of the challenger C (see Fig. 3) until
the (J — 1)th search phase. During this simulation, when C
needs to compute Fy (x) for some x, F queries x to its oracle
Fy.

In the Jth search phase, there are three cases:

(1) Proof; = 7. _
In this case, F outputs m” = (3||key,||C;) and tag’ = ¥
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as a forgery of the MAC F.

(2) Proof; =y and Proof; = (a1, A1, @2, B2).
Since Proof; = vy, there exists a € {1,2} such that
Ta(halkeyy)) = (keyy, Fi(allha(keys)llkeyy), .. .).
For this a, F outputs m’ = (a|lhs(keyy)|l@,) and
tag’ = B, as a forgery. -

(3) Proof; = (a1, B1, @2, B2) and Proof; = (@1, B1, @2, B2).
If there exists a € {1,2} s.t. (@g, Ba) # (@a, Ba), then,
F outputs m’ = (al|ha(keyy)||@,) and tag’ = B, as a
forgery. Otherwise F outputs “fail.”

Now F succeeds in forgery if B strongly wins and F
correctly predicts i which satisfies Eq. (5), i.e., Eq. (5) holds
ini = J. Since F predicts J correctly with probability 1/g,
we obtain that

Pr[F succeeds in forgery]

1
> Pr[B strongly wins in Game,.;;] X —.
q

We prove the UC-security of vSSE; in Appendix.
5. Search-Pattern Hiding

As mentioned before, the existing no-dictionary SSE
schemes leak search pattern. Namely, they have (Lj, L,)-
privacy (Def. 1) such that L, includes search pattern.

In this section, we show a no-dictionary search-pattern
hiding SSE scheme such that the encrypted index table is
only a few times larger than J; which is defined in Sect. 1.2.

We consider a model such that the search phase con-
sists of two subprotocols. In the first subprotocol, the client
obtains

ID(w) = {i | D; contains w as a keyword}
for the search word w. In the second subprotocol, he obtains
Cw)={C;|ieIDw)}.

We focus on the first subprotocol, in which the search
pattern should be hidden. The definition of privacy is the
same as Def. 1.

If we use PIR in the second subprotocol in addition, we
can hide even the access pattern.

5.1 PIR

PIR is a two party protocol between a sender and a re-
ceiver such as follows. The sender has a database M =
(my,...,my). The receiver wants to obtain m;g4, without
revealing the index idx. A trivial solution is that the sender
sends the entire M to the receiver. In PIR, this must be
realized with less amount of communication. There ex-
ists a PIR scheme such that the communication overhead is
O((log N)*) [29]. [32].

A PIR scheme of four

consists algorithms
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(Genpjg, Querypr, Anspg, Decpjr), where the first two are
PPT algorithms and the last two are PT algorithms.

o (pk,sk) « Genpr(1?): The receiver runs this algo-
rithm, and sends pk to the sender. He keeps sk secret.

o 0" « Querypr(sk,idx): The receiver runs this al-
gorithm when he wants to obtain m; 4y, and sends Qid"
to the sender.

o rsp « Anspir(pk, M, Q"4*): The sender runs this al-
gorithm, and sends rsp back to the receiver.

e res « Decpr(sk,rsp): The receiver runs this algo-
rithm, and obtains res = m; .

The sender should learn no information on idx from
(pk, Q'X).

More formally, a PIR scheme has to satisfy the following
property; For any idx and idx’, (pk, Q") and (pk, Q"%~")
are computationally indistinguishable.

5.2 No-Dictionary Search-Pattern Hiding

We show our no-dictionary SSE scheme, SSE,, which can
hide even the search pattern. For each w; € W, let
IZ)(wj) = {idl, N .,idkj }

SSE; = (Setup,, Trpdr,, Search;, Decp)
e Setup,:

1. Generate two PIR key pairs (ski, pk1), (sko, pks).

2. Choose a key K’ of a symmetric encryption scheme
(Enc, Dec) randomly.

3. For each D; € D, compute C; « Encg/(D;) and set
C= (Cl,...,CN).

4. Compute IZ)'(wj) «— Encg/(idy]| - - - ||idkj [|00---00)
for all w; € W, where Os are padded so that
17D (w)] = ID (w)l =+ = |ID"(wjw))l.

5. Choose akey k of pseudo-random function F randomly,
and compute key; < Fi(w;) for all w; € W.

6. Construct cuckoo hash tables (77,75) that stores
(key;, TD'(wj)). Note that

Ti(hi(key))) = (key;, I D' (w;))
or
Tr(ha(key;)) = (key;, I D' (w;))
holds.
7. Output ((K’, sk1, sk, k), (T1, T», pk1, pk2), C).

The client sends (71, T», pki, pky) and C to the server, and
keeps (K, ski, skp, k) secret.
e Trpdr,:

1. Compute key «— Fi(w).
2. Compute Qp < Querypr(skp, hp(key)) for b = 1,2.
3. Output 1(w) = (Q1,Q2)

The client sends #(w) = (Q1, Q») to the server, where w is a
search word.
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e Searchy:

1. Compute rspp < Anspir(pkp, Tp, Qp) for b = 1,2.
2. Output (rsp1,rsps).

The server returns (rspy, rspy) to the client.
e Decjp:

1. Compute resy, «— Decpr(skp,rspp) for b =1,2.

2. If res) = (Fr(w), I DY), then decrypt 7 D7 and obtain
ID(w).

3. If resy = (F(w), I D}), then decrypt 7 D} and obtain
ID(w).

4. Otherwise output 7 D (w) = @, which means that “w ¢
w.”

The client obtains 7 D(w) even if w ¢ W.

If w = wj, the trapdoor #(w) = (Q1,Q>) is a pair of
queries to retrieve 71 (hi(key;)) and T>(ha(key;)). There-
fore, either of res; and res; is equal to (key;, IZ)'(wj))
from the property of cuckoo hashing and PIR.

We can use arbitrary encoding methods to represent
I D(w). For example, 7 D(w) = {2,4,5} can be encrypted
as 79D’ (w) = Enckgs(010110---). In this case, padding is
unnecessary because the length of plaintext is constant. This
encoding is more efficient when hit rate is relatively large.

The following theorem shows that vSSE, does not leak
the search pattern.

Theorem 3: Define

LY (D, W) = (W, IDil,....IDNI Linax),
LY (D, W, w,w;) = (),

where

Liax = rnea(ﬁ/ |7 D (w;)l.
w;

It

* (Genpg, Querypr, Anspig,Decpr) is a secure PIR
scheme,

* F is a pseudorandom function, and

* (Enc,Dec) is an IND-CPA secure symmetric encryp-
tion scheme,

then our scheme SSE; has L = (LY, L})-privacy.

(Proof) We construct a simulator S, which achieves
(LY, LY)-privacy as follows.

(Store phase)
On inp]Jt Li,(D, (W) = (l(Wl’ |Dl |7 MR IDNl’ Lmax)7
S, computes (77, Tz’, pk!, pké) and C’ as follows.

1. As in Setup,, generate two PIR key pairs
(sk{, pk}), (sk}, pk}), and choose K.

2. For each i € {1,..., N}, compute C/ « Encg (0'Pi)
and set C’ = (C’,...,C;V).

3. Compute 7D/ « Encg (0Lmax) for all j €
{1,...,|'W|}.

4. Choose a random string keny forall j € {1,...,|W|}

121

as the simulated value of F (w;).
5. Construct cuckoo hash tables (77,7,) that stores
(key}f, IZ);-').

S, sends (77, T2’, pk’, pké) and C’ as the simulated values of
(T, T, pk1, pky) and C to the challenger.

(Search phase)
S; outputs t'(w) = (Q}, Q5), where

Q;) «— QuerypIR(skb, 1)

We will prove that there is no adversary
who can efficiently distinguish between Game,.,;
and Gameg;,,. We consider a game sequence
(Game,..;, Game;|, Game,, Gameyg;,,).

Game; is the same as Game,., except that all
queries Qp in search phases are replaced with Q) «
Querypr (skp, 1). From the security of PIR, Game,.,; and
Game, are indistinguishable.

Game, is the same as Game; except that all values
of Fi(wj) are replaced with random strings key! as in
Gamey;,,,. From the pseudorandomness of F, Game; and
Game, are indistinguishable.

The difference between Game, and Gamey;,, is that

e In Gameg, C[ = EHCK'(D,') and ID’(wJ-) =
Enckg (£ D(wj)), where 7D (w;) are padded so that
|ID(U)])| = Lmax-

* In Gamey;,,, C/ = Encg/(0'P1)) and 7D"(w;) =
Encg (0Lmax),

Therefore, Game; and Game, are indistinguishable from
IND-CPA security of (Enc, Dec).

Consequantly, |Preq; — Pmial is negligibly small. ]

The above theorem shows that SSE, leaks no informa-
tion in the search phase. However, if a user downloads the
hit files C; € C(w) without using PIR, the server may learn
some information about the search result. In such a case,
total leakage becomes L) (D, W, w,w) = I D(w).

In general, efficiency must be sacrificed to obtain
search-pattern hiding with/without dictionary.

* The search process needs two round-trip communica-
tion to complete keyword search process.

* In general, PIR is built by using asymmetric technique.
So, the scheme needs high computation/communication
cost.

5.3 How to Add Reliability

By using the same idea as in Sect. 4, we can add the reliability
to the above scheme. The client generates cuckoo hash tables
(T, T>) such that

Ty (hy(key;))
= (key;, T D' (w;), F(1||hi(key;)|lkey;|I T D" (w;)))

or
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Tr(ha(key;)
= (key;, ID"(wj), Fi 2llhy(key;)|lkey; ||l T D" (w))))

holds, where key; = Fi.(Ollw;). Then the client checks the
validity of the answer from the server in the same way as in
Sect. 4.

6. Conclusion

In this paper, we studied two cases in which construction
of efficient no-dictionary SSE schemes is not trivial, and
showed that the cuckoo hashing technique can be used to
solve the problem in both cases.

First, we proposed a generic transformation from any
passively secure SSE scheme to a no-dictionary verifiable
SSE scheme. The efficiency of the transformed scheme is
almost the same as the underlying SSE scheme.

We next presented a no-dictionary search-pattern hiding
SSE scheme that has a compact encrypted index table. In
addition, we showed that our no-dictionary search-pattern
hiding scheme can be modified to a verifiable scheme with
small cost.
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Appendix: UC-Security for No-Dictionary vSSE

If a protocol is secure in the universally composable (UC)
security framework, its security is maintained even if the
protocol is combined with other protocols [9]-[11]. The UC
security is defined based on ideal functionality F . Kurosawa
and Ohtaki introduced an ideal functionality of vSSE [24],
[26]. Taketani and Ogata [35] generalized it in order to
handle the general leakage functions L = (L1, L,) as shown
in Fig. A- 1.

In the no-dictionary verifiable SSE setting, the real
world is described as follows. We assume a real adver-
sary, A"¢, can control the server arbitrarily, and the client is
always honest. For simplicity, we ignore session id.

In the store phase, an environment, Z, chooses (D, W)
and sends them to the client. The client computes
(K, I,C) « Enc(lLK, D, W, {(w,DWw)) | w € W),
and sends (7, C) to the server. The client stores K and
the server stores (Z,C). In the search phase, Z chooses
a word w € {0,1}* and sends it to the client. The client
computes #(w) <« Trpdr(K,w) and sends it to the server.
The server, who may be controlled by real adversary A",
returns (C*, Igr?aiof) to the client. The client computes
D(w) « Dec(K,t(w),C*, Proof) and sends D(w) to Z.
Note that D(w) can be L. After repeating several searches,
Z outputs a bit b.

On the other hand, the ideal world is described as fol-
lows: In the store phase, Z sends (D, W) to the dummy
client. The dummy client sends (store, D, W) to function-
ality F, ’g sk (see Fig. A-1). In the search phase, Z sends w
to the dummy client. The dummy client sends (search, w)
to 7—'1) é s> and receives D(w) or L (according to ideal adver-
sary S'’s decision), which is relayed to Z. At last, Z outputs
abitb

In both worlds, Z can communicate with A" (in the
real world) or S"° (in the ideal world) in an arbitrary way.

\

Store: Upon receiving the input (store, sid, Dy, ..., Dn, W)
from the dummy client, verify that this is the first input from
the client with (store, sid).

If it is, then store D = {Dy, ..., DN}, and send L; (D, W)
to SU¢. Otherwise, ignore this input.

Search: Upon receiving (search, sid, w) from the client, send
Ly(D, W, w, w) to S"°. Note that in a no-dictionary vSSE
scheme, the client may send w ¢ “W. If S¥° returns accept,
then send D (w) to the client. If SU° returns reject, then send
1 to the client.

o /

Fig.A- 1

i onali L
Ideal functionality ¥ ¢ ¢ -

THe may forget D, W, C, I
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UC-security of no-dictionary vSSE scheme is defined
as follows.

Definition 4 (UC-security with leakage L): We say that a
given no-dictionary vSSE scheme has universally compos-
able (UC) security with leakage L against non-adaptive ad-
versaries, if for any PPT real adversary A"¢, there exists a
PPT ideal adversary (simulator) S", and for any PPT envi-
ronment Z,

| Pr[Z outputs 1 in the real world]
— Pr[Z outputs 1 in the ideal world]|

is negligible.
We can show the following theorem.

Theorem 4: If a no-dictionary vSSE scheme satisfies L-
privacy and strong reliability for some L, it has UC security
with leakage L against non-adaptive adversaries.

(Proof) Assume that the scheme satisfies L-privacy and
strong reliability.

We consider four games Gamey, . . ., Games. Let

pi = Pr[Z outputs 1 in Game;]

for a fixed A"°. Game is equivalent to the real world in the
definition of UC security. So,

po = Pr[Z outputs 1 in the real world].

Game, is different from Game in the following points.

¢ In the store phase, the client records (D, W, I') as well
as the key K.

* In the search phase, if A" instructs the server to re-
turn (C*, F’TCJEf) such that (C*, ﬁ%gf) # (C*, Proof) «
Search(Z, C,t(w)), then the server returns reject to
the client. Otherwise the server returns accept.

o If the client receives accept from the server, he sends
D (w) to Z. Otherwise, he sends L to Z.

Game; is the same as Game until A" instructs the server
to return (C*, Proof) such that

Dec(K, t(w), C* Proof) # L and
(C*, Proof) # (C*, Proof).

The above condition is the (strongly) winning condition of
B in Game,.;;. So, we can obtain

|po — p1l < mlilx Pr[B strongly wins in Game,..;;].

From the assumption, |pg — p1| is negligibly small.
In Game;, we split the client into two entities, clientl
and client2, as follows: (See Fig. A-2(a).)

* Both clientl and client2 receive all input from Z.

e In the store phase, only client2 sends (Z,C) to the
server.

¢ Inthe search phase, only client2 sends #(w) to the server.
Then, only clientl receives accept/reject from the
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Fig.A-2

server, and sends D (w)/L to Z.

This change is conceptual only. Therefore p; = p.

Now, we look at (Z, clientl, server, A") and client2 as
an adversary A and a challenger C in the real game of pri-
vacy, respectively. Then, from the assumption, there exists a
simulator S such that Eq. (2) is negligible.

In Games, client2 plays the role of the challenger in
the simulation game of privacy; he sends L;(D, W) or
Lr(D, W, w,w) to the simulator S, and then S sends its out-
puts (the simulated message) to the server. (See Fig. A-2(b).)
Again, we look at (Z, clientl, server, A"“) as A. Then Gamej
is the simulation game and Game; is the real game. There-
fore

Ip3 — p2| < | Pr[A outputs 1 in Game,¢]
—Pr[A outputs 1 in Game’;, ],

stm
and it is negligible from the assumption.
In Game;s, (clientl, client2) behaves exactly the same
way as 7—“0[55 g in the ideal world.  So, considering
(S, server, A") as a simulator S"°, we obtain

p3 = Pr[Z outputs 1 in the ideal world]

for this simulator. Consequently, we can say that
for any A" there exists S" such that |py — p3| =
| Pr[Z outputs 1 in the real world] — Pr[Z outputs 1 in the
ideal world]| is negligible. |

Corollary 1: If SSEj has L = (L, Ly)-privacy and F is a
pseudorandom function, the VSSE scheme vSSE; obtained
from SSE( using the transformation in Sect. 4 is UC-secure
with leakage L’ = (L}, L}) where L and L’ are given in
Theorem 1.

(a) Game,, (b) Games.
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Abstract

In this work, we focus on digital color shift keying (DCSK),
which is one of the modulation schemes of visible light com-
munication (VLC). DCSK is an extended version of IEEE
802.15.7 color shift keying (CSK) that transmits data through
the intensity ratios of red, green, and blue. Digitally con-
trolled LED drivers of DCSK can also reduce the nonlin-
earity effect caused by the shift of the intensity amplitude.
DCSK supports lighting functions such as flicker mitigation,
target color control, and dimming control. For the dimming
control method of DCSK, two schemes have been consid-
ered. One is pulse width modulation (PWM), which changes
the duty cycle of optical transmit signals, and the other is
digital pulse amplitude modulation (DPAM), which changes
the number of red, green, and blue LEDs (RGB-LEDs) be-
ing used. In a previous analysis, a hybrid scheme of PWM
and DPAM was proposed that could achieve both a wider
dimming range than DPAM and a higher spectral efficiency
than PWM. Unlike in theoretical analysis, with actual LED
drivers, the dimming level (DL) obtained by PWM, DPAM,
and hybrid PWM/DPAM may cause errors due to individual
differences in the dimming method and LED drive current. In
this work, we experimentally evaluate the accuracy of DL and
the symbol error rate (SER) of DCSK with PWM, DPAM,
and hybrid PWM/DPAM.

1. Introduction

Visible light communication (VLC) is a wireless commu-
nication system that provides both communication and light-
ing functions [1][2]. To apply VLC to an illumination source,
a VLC modulation method must consider the effects of the
modulated light signal that humans perceive as well as sup-
port flicker mitigation, dimming control, color temperature
control, a high color rendering index (CRI), and so on. IEEE
802.15 Task Group 7 proposed three VLC modulation meth-
ods for flicker mitigation and dimming support: on-off key-
ing (OOK), variable pulse position modulation (VPPM), and
color shift keying (CSK) [3]{4). The CSK system is par-
ticularly promising because it can increase the data speed

Journal of Signal Processing, Vol. 22, No. 4, July 2018
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by combining the outputs of red, green, and blue in RGB-
LED (i.e., trichromatic LED (TLED)). In CSK, M signal
points are mapped inside the RGB constellation triangle on
the CIE xy chromaticity diagram [S] and are presented by
the intensity ratio of red, green, and blue. When the in-
dividual intensities of red, green, and blue in a TLED are
Pr, Pz, and Pg, respectively, the total intensity is constant
(i.e., Pr + Pg + Pg = const.) for flicker mitigation. CSK
can also utilize the original frequency response of the LED
of MHz order, while the frequency response of the blue LED
with phosphor is limited to just MHz order due to the phos-
phor [6][7]). However, CSK systems suffer from LED non-
linearity effects when adjusting to the desired optical inten-
sity due to the change in the current driving with a digital-to-
analog converter (DAC). This analog-controlled LED causes
nonlinearities of the current to voltage (I-V) characteristics
and intensity to current (®-I) characteristics of the LED [8].
Moreover, an analog-controlled LED also causes an unde-
sired color shift, which is the peak wavelength shift caused
by changing the drive current of the LED. As a solution to
these problems, Monteiro and Hranilovic proposed a linear
variable current driver including predistortion to linearize the
LED output intensity [9]. This variable current driver allows
the desired drive current I to flow into an LED linearly due
to the open collector nature of an OP AMP. However, these
architectures increase the system complexity and they cannot
prevent the problem of an undesired color shift. Digital CSK
(DCSK) has also been considered as a means of overcoming
the drawbacks of CSK [10]-[12]. In DCSK, the desired op-
tical intensity is represented by digitally controlled LEDs in
multiple RGB-LEDs (i.e., an RGB-LED array). This can re-
duce the system complexity and minimize the effect of LED
nonlinearity.

In this work, we focus on a dimming control method for
DCSK with RGB-LEDs. Generally, two dimming control
schemes have been considered for CSK [13]: pulse width
modulation (PWM) and pulse amplitude modulation (PAM).
PWM dims by changing the duty cycle of optical transmit
signals, while PAM generally dims by adjusting the drive
current of the LED, which increases the system complexity,
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as mentioned earlier. Therefore, for DCSK, digitally con-
trolled PAM (DPAM) is proposed, which dims by changing
the number of RGB-LED:s being used in an RGB-LED array.
In a previous study, a hybrid scheme of PWM and DPAM
was proposed [14] that could achieve both a wider dimming
range than DPAM and a higher spectral efficiency than PWM.
Unlike in theoretical analysis, with actual LED drivers, the
dimming level (DL) obtained by PWM, DPAM, and hybrid
PWM/DPAM may cause errors due to individual differences
in the dimming method and LED drive current. In this work,
we experimentally evaluate the accuracy of DL and the sym-
bol error rate (SER) of DCSK with PWM, DPAM, and hybrid
PWM/DPAM.

2. System Setup

2.1 PWM dimming control method

PWM is generally used for the dimming control in VLC.
This method dims the light intensity in VLC by changing
the pulse width. In a DCSK system, the duty cycle of op-
tical transmission signals is related to the brightness of the
lighting. We define the number of dimming stages of PWM,
N, :naz' as

I

!
N, T,

maz = 1)
where T is the symbol duration of the original DCSK and
T is the chip duration for PWM dimming control. Then, the

PWM DL, epw M, is represented as

Npwm
!
Nma:l:

(NPWM = 172,"' 7N1,na:n)

x 100%

EPWM =

@

where Npw us is the PWM signal duration.

DCSK with PWM can represent a wider dimming range
by decreasing the chip duration, T,.; however, the spectral ef-
ficiency of DCSK with PWM is less than that of the original
DCSK.

2.2 DPAM dimming control method

The PAM dimming control method generally dims by ad-
justing the drive current of LEDs. However, analog current
control causes a color shift problem, and we also have to lin-
earize the LED nonlinearity effects.

As a possible solution to these problems, DPAM is consid-
ered [14]. DPAM represents the DLs by changing the number
of active RGB-LEDs in the RGB-LED array. Therefore, the
number of dimming stages is limited by the number of RGB-
LEDs in the RGB-LED array. When we define the number of
RGB-LED: for the original DCSK as Ny,;, and the number
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of RGB-LEDs in the RGB-LED array as Ngg g, the number
of dimming stages of DPAM can be written as

NreB }
Nopop =
'mazx l Nonin

©))

where | -] is the floor function. Then, the DPAM DL, e pp A,
is represented as

Nppam
—= x 100%
Nmam

(NDPAM = 1v2" v 1Nma:r:)

The spectral efficiency of DCSK with DPAM is the same
as that of the original DCSK. However, the number of RGB-
LEDs in the RGB-LED array is limited, so the number of
dimming stages of DCSK with DPAM is less than that of
DCSK with PWM.

@

EDPAM =

2.3 Hybrid PWM/DPAM dimming control method
for DCSK

A hybrid PWM/DPAM system was proposed in a previous
study [14]. This system combines PWM and DPAM to enable
a wider dimming range than DPAM and a higher spectral ef-
ficiency than PWM by selecting the optimum combination.

The number of dimming stages of hybrid PWM/DPAM, N,
can be written as

N =N,,00 X Niez &)
Then, the DL, &, is represented as
e Npwm _ Nppam x 100% ©)

Nnaz Nmes

However, the hybrid PWM/DPAM system cannot actually
represent N DLs because they include overlapped patterns
such as (eppanm,epwnm) = (100%, 33%) = (33%,100%),
which theoretically result in € = 33%.

Figure 1 shows an example of the transmit signal pattern
model of a 4-ary DCSK with the hybrid PWM/DPAM dim-
ming control method using nine RGB-LEDs. When Ny, =
3, DPAM can represent three dimming stages. By combining
PWM with three dimming stages, the hybrid PWM/DPAM
can represent nine dimming stages including overlapped DLs.

2.4 Experimental setup

The experimental setup of DCSK is shown in figure 2.
Transmission data is generated from a field-programmable
gate array (FPGA : Xilinx virtex-6). We programmed a pseu-
dorandom binary sequence (PRBS) generator, DCSK modu-
lator, and hybrid PWM/DPAM dimming controller into the
FPGA. The generated DCSK signal is applied to an LED
driver, and the signal data are converted into an optical signal

Journal of Signal Processing, Vol. 22, No. 4, July 2018
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Figure 1: Transmit signal pattern model of 4-ary DCSK with
hybrid PWM/DPAM dimming control using nine RGB-LEDs
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Figure 2: Experimental setup of 4-ary DCSK using nine
RGB-LEDs with hybrid PWM/DPAM dimming control

by the LEDs (OptoSupply [15]: bullet-type color LEDs). At
the receiver side, three p-i-n PDs (Hamamatsu S6775 [16],
spectral response range: 320-1100 nm, effective photosen-
sitive area: 26.4 mm?) with color band-pass filters (MidOpt
BP series [17]) followed by transimpedance amplifiers (TIAs)
(Analog devices AD8015, bandwidth: 240 MHz [18]) con-
vert the received current signal into a voltage signal color by
color, which is then recorded by an oscilloscope (keysight
MSO6104A [19], max sample rate: 4 GSa/s) and demod-
ulated by maximum likelihood (ML) detection using MAT-
LAB. The DLs are measured by an illuminance spectrometer
(TOPCON IM-1000 [20]).

The geometry of the DCSK system is shown in figure 3.
The distance between the transmitter and receiver, D, is var-
ied from 20 cm to 55 cm and the optical clock rate of DCSK is
set to 1 MHz (2 Mbps). We considered three DLs for € pw ar
and eppays, as follows:

Te
IT X NPWM X 100%

3 0

EPWM =

i 100%)

min X NDPAM X 100%
NRGB

(3 % 100%,- 5 100%, % 100%)

so N is 9 (N = Npwm X Nppan) including overlapped

EDPAM =
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Receiver
(a)

Figure 3: (a) Geometry of transmitter and receiver of the
DCSK system, (b) Transmitter layout with nine RGB-LEDs,
(c) Receiver layout with color filters and PDs

Table 1: Experimental conditions

FPGA evaluation kit Xilinx ML605
LED (Red) OptoSupply OS5SRKAS5111A[15]
LED (Green) OptoSupply OSG58AS111A
LED (Blue) OptoSupply OSB56A5111A
PD Hamamatsu S6775[16]
Color filter (Red) MidOpt BP635[17]
Color filter (Green) MidOpt BP525
Color filter (Blue) MidOpt BP470
TIA Analog devices AD8015
Illuminance spectrometer TOPCON IM-1000[20]
Oscilloscope Keysight MSO6104A[19]
?Baia;gzr:)f sach =D, approx. 25 mW/m?
Modulation scheme 4-ary DCSK
Optical clock rate 1 MHz (2 Mbps)
D{stance betwe_en trans- 20— 55 cm
L_mitter and receiver D

DLs. The transmit signal pattern is the same as in figure 1.

The experimental conditions are listed in table 1. The ir-
radiance of each LED is set to approximately 25 mW/m? for
flicker mitigation. The optical clock rate is set to 1 MHz (2
Mbps).

3. Results

The dimming accuracy of each DL is shown in table 2. The
designed DL, g4, is written as
€d = EPWM X EDPAM @)
The measured DL, &,,, is normalized by the maximum irra-
diance, which is measured at 4 = 100%. The relative error,
e, is written as

Em —

4 % 100[%]

®)
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Table 2: Dimming accuracy of each DL

Designed dimming level | Measured dimming |  Relative error
£4[%] (Epwu Xeppau)| level £5,[%] e [%]
1000 ( 100.0 X 100.0 ) 100.0 =
667 (1000 X 667 )| 682 225
| 670 ((67.0 X 1000 ) _66.1 -134
447 (670 X 667 ) 45.1 0.89
333 (100 % 333 ) 34.1 240
30 ( 33.0 X 1000 )| 0.61 ‘
22 (670X 33) 225
{ 330 X 667 ) 227
1.0 (330 x 333 ) 11.6 5.45
100
oo Trwe = 33%
e Tpnt @ 8%
e Ty = 100%
o Twi =53%
g lwn = 67%
e Ly = 100%
10! .:::g:
::__c,..-lm
10°}
s
105

2 3 3B 40 45 50

Distance between transmitter and receiver D [em]
Figure 4: SER versus distance between transmitter and re-
ceiver D

From table 2, PWM achieves high DL accuracies compared
with those of DPAM. For example, when ¢4 is about 67%,
PWM can achieve a relative error of -1.34, while the rel-
ative error of DPAM is 2.25. Similarly, when ¢4 is about
33%, PWM can achive a relative error of 0.61, while the rel-
ative error of DPAM is 2.40. This is because multiple RGB-
LEDs in DPAM increase the effect of individual differences
in the LED drive current. Z 9110:2011 of JIS (Japanese in-
dustrial standards) defines that the minimum difference in il-
luminance which can be perceived is about 1.5 times [21].
The practical tolerance of the relative error is therefore about
50%.

Figure 4 shows the SER versus the distance between the
transmitter and receiver, D. When &4 is high, the SER de-
creases because the optical power is proportional to &,,.

4. Conclusions

We experimentally evaluated the dimming accuracy and
SER of DCSK with hybrid PWM/DPAM dimming control.
When there were several combinations representing the same
DL, the PWM scheme had greater dimming accuracy than the
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DPAM scheme due to the individual differences among RGB-
LEDs. Moreover, the SER increased when the measured DL
€m was high because the optical power of the received signal
increased.
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Abstract

This paper proposes a concept of a training system for the speech controlled environmental control system: Bio-
Remote based on candidate word discriminations. The proposed system can provide three-types of voice signal
training: (1) volume, (2) tempo/timing and (3) candidate word which are important for accurate speech recognition
based on false recognition results. During the training, such three kinds of features are extracted from measured voice
signals and visually and auditory fed back to the user in real time. This allows the user to train speech abilities even
if false recognition results are extracted because of slurred speech. The efficacy of the proposed system was
demonstrated through training experiments for slurred speech conducted with healthy participants. The results
showed that the proposed system was capable for the training of speech abilities.

Keywords: speech training, environment control system (ECS), speech recognition, candidate word, learning-type

look-up table.

1. Introduction

The number of disabled people in Japan continues to
increase annually and stands at 1.76 million. The
population of severely disabled people in particular was
around 760,000, and such patients associated with a
speech disability reached 81,000 [1].

Against such a background, many speech-controlled
environmental control systems (ECSs) have been
developed [2], [3]. However, it is difficult for patients
with dysarthria to use such systems, since the models
used in these systems considers standard adults’ speech.
Although some studies have investigated the use of
speaker-dependent models to support the learning of
individual users’ voices [4], and the authors’ research
group also proposed the voice signal-based manipulation
method for ECS based on candidate word discrimination
[5], fluctuating speech makes discrimination difficult.

The speech training system can support the recovery of
as much of a user’s speech as possible, and it has been
widely discussed as motivation and long-term
experiences for users [6], [7]. However, it can be difficult

to fully recover verbal functioning because of individual
differences and degrees of disability.

This paper proposed a training system for a speech-
controlled environmental control system based on
candidate word discrimination that can acquire the skill
of fixed speech. After the training, the user’s intention
can be accurately discriminated, even if the user cannot
fully recover his/her verbal functioning.

2. Speech Training System Based on Candidate
Word Discrimination

Figure 1 shows the structure of the proposed speech
training system based on candidate word discrimination.
The proposed system provides training for patients with
dysarthria to speak the same way every time, even with
slurred speech. This training can be applied to control the
training of a voice-controlled environmental control
system [5] with slurred speech.

The proposed speech training system consists of a PC
with a feedback display, audio processor,
microphone. During the speech training, the display

and

Copyright © 2018, the Authors. Published by Atlantis Press.
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provides the extracted features of voice signals and
current status of the users’ abilities to improve their
speech skills. The details of the system are described in
the following subsections.

2.1. Voice signal processing

The structure of the voice signal processing is shown in
Fig. 1. First, the amplitude and timing information of
voice signals are extracted, and discrimination results are
then obtained using the candidate words/phenomes
W/M}, and the log-likelihoods 7' (W) with the candidate
word discrimination method [5].

2.1.1. Extraction of voice signal features

Voice signals are recorded using a microphone and
sampled at 16 [kHz]. The amplitude information v(t) of
the measured voice signals with full-wave rectification
and low-pass filtering (cut-off frequency: 1 [Hz]) is
obtained based on the gains of the amplifier and
microphone input levels.

Feature vector X used for speech recognition is then
defined as the low-frequency components of Mel-
frequency cepstrum coefficients (MFCCs) for each frame,
and the output probabilities P(X|W) of a feature vector X
from word W= {wi, wa, ..., wg} (wx: word, K: number of
words) are calculated using an N-gram model and
phoneme-hidden Markov model (phoneme HMM)
dividing the words W into phonemes m = {mi, ma, ...,
my} (mj: phoneme, J: number of phonemes) and matching
phoneme HMM to X. Subsequently, the top H words W,
(h=1, 2, ..., H) with the maximum log-likelihood, their
phonemes M), and log-likelihoods 7(W),) are extracted
using Julius [8].

2.1.2. Intention estimation using candidate word
discrimination

The user’s intention is discriminated using the learning-
type look-up table (LUT) [5]. The user is instructed to
utter C words (corresponding to the control commands of
domestic appliances) multiple times, and top V" words W<,
with their maximum log-likelihood and their phonemes
M¢, and log-likelihood 7(W*,) in H extracted words are
corresponded to each discrimination class (¢ =1, 2, ...,
C,v=1,2,...,V; V<H) in the learning stage. In the
discrimination stage, a new set of H words are extracted,
and the phenomes PM, (u=1,2, ..., U; U< H) of top U
words with their maximum log-likelihood are compared
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Fig. 2. Scenes from the training

to phoneme ©M¢; (i = 1, 2, ..., I; I.: number of learning
data for class ¢) of each discrimination class memorized
in the learning-type LUT. The coincidence sy, ; between
O, and DME is then calculated, and a class with a
maximum value of r° representing the average of all
s, ;values (the number of coincident phonemes) is then
taken as the discrimination result. To disambiguate
discrimination, the difference between log-likelihoods
T(Pw,) and T(DW<) is used to determine the result when
the same values for some classes are obtained.

2.2. Speech training for candidate word
discrimination method

For speech therapy, the treatment of articulation,
prosody and pitch range, speech rate, vocal volume, or
resonance is important [6]. The proposed speech training
is therefore composed of three stages (see Fig. 2), as
explained in the following subsections.

Before the training, to make the learning data sets used
in each training, the trainee is instructed to utter C words
T times, and the maximum/minimum and average
volumes of each word are determined. The durations of
C X T words [**'D<, D] used in the timing/tempo
control training are also determined using Julius [8].
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2.2.1. Volume control training

In this training, the trainee practices adjusting the vocal
volume level. During the training, the amplitude
information extracted from a measured voice signal is
presented on the display with the desired values
(predetermined maximum/minimum and average). The
trainee controls his/her voice signal so the extracted
amplitude information follows the average value and
falls within the min./max. range. The training result is
evaluated using the following equation.

S, = {100 — (Vave — V(1) (Vmin < v(D) < Vinax) (1)

0 (Vmin > U(t)' U(t) > Vmax)
The closer the amplitude information is to the average,
the higher the score, and if it exceeds the min./max.
values, the score becomes zero. The average of the S,
value of speech duration is output at the end of each trial.

2.2.2. Tempo/timing control training

For accurate discrimination using the candidate word
discrimination method, it is also important to control the
timing and time from the start to the end of speech. In this
training, the trainee controls the tempo/timing of his/her
speech. During the training, the stored voice signals of
each word are randomly shown in the display. The trainee
is instructed to regulate his/her speech duration and
timing according to the pre-specified timing shown in
waveforms. The system evaluates the ratio of extracted
speech duration to pre-specified duration in this training.

2.2.3. Candidate word speech training

Candidate word speech training is conducted so the
trainee speaks approximately the same way every time.
The candidate phonemes for each discrimination word
and extracted trainee’s phonemes are shown in the
display during this training. The trainee practices to
control his/her speech so similar candidate phonemes are
extracted. The score of this training is defined as a ratio
of the number of complete/ambiguous coincidence in
candidate and extracted phonemes:

(100 — Sn)/Demp  (L(VME, M, ) = 0)

(100 = Sin)/Damy (0 < L(“M{, My) < L) (2)
0 (Len < L(VMEMy)

where L(+) represents Levenshtein distance.

Shz
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3. Training Experiments

3.1. Method

To verify the efficacy of the proposed training system,
training experiments were performed with three healthy
males (subjects A-C, 22.3 + 1.15 [year]). In the
experiments, participants were instructed to speak with
their tongue touching the maxillary central to simulate
slurred speech. The parameters used in the experiments
weresetas C=7,T=10,H=10,V=10,U=5,D =10,
Ly = 1, Demp = 10, Dgpp = 500, and Sy, =50. The other
parameters, K, J, and /., were adjusted based on the input
voice signal durations and learning procedure results.
Ten sessions of each training stage were performed in the
training experiments, and discrimination experiments
were also performed before and after training to verify
the effectiveness of the proposed training method. In the
discrimination experiments, participants were asked to
utter each word three times without feedback.

3.2. Results and discussion

Figure 3 shows examples of experimental results. From
this figure, the training scores are stable as the number of
sessions increased, and the average discrimination rates
before and after training have relatively high accuracy.
Although participants simulated slurred speech, they
could utter each word the same way from the beginning
of the training.

Therefore, other training experiments were performed so
the participants could mimic other participants’ speech.
In the experiments performed, Sub. A trained using Subs.
B and C’s learning data sets. These experimental results
are shown in Fig. 4, and it is confirmed that Sub. A cannot
follow other participants’ speech during 10 training
sessions. An additional 10 training sessions were
therefore performed with words, the score of which was
below 40. In the latter 10 sessions, each score was
gradually increased as the number of training sessions
increased. The average discrimination rates before and
after 20 training sessions were 61.90 + 48.56 [%] and
80.95 + 39.27 [%], respectively, and the significant
difference before and after training was confirmed at a
level of 1 [%]. These outcomes indicated that the
proposed training system was capable of speech training.
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4. Conclusion

This paper proposes a speech training system for the
voice signal controlled ECS based on candidate word
discriminations. The proposed training system provides
three types of speech training that are important to speak
in the same way every time. In the training experiments,
it could be confirmed that the trainees’ speech skills were
gradually improved through training using the proposed
system.

In future work, the authors plan to perform training
experiments for patients with dysarthria and establish an
online tuning method of training levels for each stage.
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